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AMENTIMENT/ MOTHFICATION Y560 -99-Kuyns?

AS A RESUILT OF QUESTION SUBRMITTEDR BY POTENMTIAL OFVLEORES THLE FOLLOWING
CHANGES ARE MADE T( F33601-0%.R9052,

RFF PAGE 1§ OF 11 IS HEREBY REPLACED WITH THE REVISED PAGE |8 O 21 10
TNCORPORATE CHAWGES TO SECTION 3, 1.IST OF DOWCDMENTS, TXTITRILS AND OTHLER
ATTACHMENTE,

REPLACE AFPERDIX A, STATEMENT OF OBIECTIVER DATED I NOY 92 4 TAGES, WTTI
THE ATTACHED STATEMENT OF OBIECTIVES TRATED 24 NOV 92, 4 TPAGES,

REPLACE APPENDIX B, SKILL CATEGORY DESCRIFTIONS AND QUALTFICATIONS
DATED 10 MOV 98 35 PAGES, WITH THE ATTACHED 3KILL CATREGORY DESCRIPTIONS
AND QUALIFICATIONS DATELD 24 NOY 99, 5 PAGES.

DUE TO AN ADDITION OF A NEW LABOR CATEGORY AND REDISTRIBUTION OF LABOR
HOLURS; THE CLARIFICATION ON SERVICE CONTEACT ACT APPLICABILITY TO THE
LABUR CATEGORIES, CHANGES/EXPANDEDR INFORMATION ON TABLE L-I, AND OTHER
BSCELLANLOUS CHANGES THE FOLLOWING REPLACEMENT FAGES ARE FROVIDED
IO ALL SECTION LTABLES: TABLE L-1 {1 PAGE), TABLE L-2{1 PAGE), TABLE L-3 {5
PAGLES), TARLLE L1 ¢ PAGL), TADLE L-5(1 PAGE), TABLE L-& {1 PAGE).

THE FOLLOWERSG PEM AND ITNK CHAMNGES STIOTIT.N TR MAT:

{11 Secticen L, 4.2, Subfactor 2, change first bullet to from “Submil vour corpurate network
adiministration plans and processes employed to accomplish systen adinioistration™ Lo read
*“submit vour network administration plans and processes emploved o accomplish systen
administration”.

{2y Section 1., 3.0 q (1}, chanpe the following sentence from 1 more than one contractor rate period
will ke used 1o satisfy the requirements of a single contracr rate period {1 Ceraber to 30
Septembear), 7 1o read “If more than one coofractor rate period will be used to satisfy the
requiremcnis of A single contract ratz peried (date of award plus 364 days),

{3} Section 1, 2.2.a, delete the follivaing senience “The asttachments identified in the table shonld he
suparalely bound in three-ring, lonse-leaf hinders.”

THE DATE AND TIME FOR RECEIPT OF PROPOSALS REMAINS UNCHANGED.
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AMENDMENT/MODIFICATTON F33601-92-R9052 Amend 03

AS A RESULT OF QUESTION STIBMITTED BY FOTENTIAL OFFERORS THE FOLLOWING
CHANGES ARE MADL TO FA3801-92-R3052.

RLPLACLE APPENDIX A STATEMENT OF ORIECTIVES TIATET 24 WOV 29 4 PAGES, WITH
THE ATTACHED STATEMENT OF ORIFECTIVES DATED 06 DEC 99, 4 PAGES, TO CORRECT
UHIE VR, REFERENCE TN TARA 2.0,

BEPLACE SECTTLON L, TARLE T-2 {AWMEND 0 (F PAGE) WITH SECTION 1., TABLE L.-2
{AMUENLY O3 () FPAGLY TITS CORRECTS AN TNCREASES ROMAC RATES FOR TWO
LALOR CATEGORIES, PROGRAMMER/ANALYST AND JUNIOR LEVEL PROGRAMMER,
LREONEOIISLY LOWEREDR TM AMENT 02,

RFEPLACE S5ECTICN L, PAGE 23 OF 23, ATTACHMENT 3, CROSS REFERENCE MATRIX (i
PACTE) WITH THE VERSION ATTACHED. THIS CHANGE I5 NECESSARY TO ADD AMDVAR
CORRECT "800 REF” PARAGRAPHS 82 THROUGH Se.

THE FOLLOWTNG PEN AND INK CHANGES SHOULD BE MALDL:

{11 Scction ), RFP page 18 of 21, change Appendix A, Statement of Objectives date, from 1T N ov
9 13 08 Diec 997,

(21 Section L, 2.2.c, change the tollowing senrence from * Proposal files shall be ina formal that is
usable with Microsoft {MS} Word 6.0, MS Excel 7.0, and MS Power Poinl 40" e “Proposal Mles
shall be in a tormat that is usable with Microsaft (MS) O ffice 977

(31 Secrion M, 700, Subfactor 2011, chanpe Tast bullel, Tust semence from “Proposal should provide
for a sufficient number of skilled eonployees to assume responsibility of all TSN requirements
initially and during the transiton pered.”” to read “Proposal should provide for a sufficient mmmber
of skitled cmployvess Lo assume responsibility of all CSOW requirements initially and during the
transilion ™

THE DATE ARD TIME FOR RECEIFT OF PROPOSALS REMAINS TTNCITANGET.
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12, Accawmeng and Aparopriation Datd {7 o

13, THIS{TEM APPLIES OMLY TO MODIFICATIONS OF CONTRACTS/OADERS,

___ T MOOIFIES THE CONTRACTIORGDFA NU. AS OESCRIBED INITEM 14, _
'll -'l T|'||5 tHaMGc DRBEA 13 SUEN PUAZUANT '||:| fsm-l‘}' Zriawvelpd THE CHANGES 55T FORTH IN ITEM 14 4RE MADE ;M THE COMTAACT ARCER MO IN ITEM 104,

B THE SBIGVE NUMBLASH CERTARLTIOROER 15 MODIFIED T AEFLEET THE Aﬂlﬂ;ﬁs‘.ﬂnm'i CHANGES fomidl at chawges ja popiep sifice,
IR aErasoR Sl #tcl SET FUATH INITEW 14, XUASUANT TOCTHE AUT-OATT OF FAR 43 (01|

L. THIZ SUPPLEMENT Al AGREEMENT IS ENTERFD INTE FURSUANT TG ALFTHEANRY OF:

a IJTJ'EH rwr T o e e T AT

[ y e

E. MMPIRTANT: Coalractar D i nal, D {0 Pr#d L g thia derument and rerure - tupies h mEransng nifiga,

14, DESCRIPTAIN AF ARFENDMERTMOOMFICA TIGN (Urraveerad S UEF seprioe hoaps, inclming sodertalensomatiacr Fodyrrd matier whers fearie )
A. Section L, Table L-5, cuorrert te calculation formulas that are in Cells D27, D43, DG3, DEL, apd D99 as follows:

Cell D27 Cell D4s Cell D&Y Cell D99
FROM: =3am( D12 D25) = ram(IVEDA3) =snmiDA8 D61} ~ oo D79} w007
! R P e p -5UI|1ED4? Beh _mEm D78 o sumt B DR

B. 'The date and time for receipt of proposals remaios unchanged.

Extepi as premwdad Ivsrain, 8 Lerms and 2andFrionz of 1 documen referenced b [1am 54 o | 4, a hexslghuew changes, remains unchanged and in Iof force and efiver,

T4, NAME AND TITLE OF SIBNER [Ty ar amin 1EA. MAME AMD TITRE OF SIGMER (Tpae o grut!

Rodne;{ﬁp Hunt. ,E:resi,dent & CEQ

128, EUNEMDRI FERI:‘E X/ M 14C. 0ATE SIGNED \EB. UMITED STATES OF aMERICA < 1#T NATE SIGHFD
- - ay
. / 255 .

{ J"/ Ay —Y—,—— —
Hipndtued -n"m:&r Jetdavnnd 7 signd! e I L e T Drricars ——
WSH 75401 152,007 Cimaled uning PFomm Fra cadrasre, STANDARD FORM 30 ALY, 1343

FREWHILS EDITION UNLIAELE Proawrind by 533
. FAR '8 CFAl %0243,

Page 3




Ham do.

00

Coo2

o4

PART |- THE SCHEDLE
SECTICN B
SUPPLIES OR SERVICE AND FRICERCCOSTS

Est
Suppllesi§ervices Gty Unit

Man-parsanal sarvices to perfomm taskings assodaled 1 107
with WPAFE Information Technelogy Supgen

twivS) services on 2 tabar hour basis

isee Appandix D for labar rates)

Lawy CSOW dated 17 pae G0

Mon-pamanal genices b perferm taskings assocated 1 LoT
with WRAFB Information Technotbgy Supocrt

(WITS) services on a firm fixed prica basiy

(see Appendix C for labaor raies). (Same ratag as ysad

for CLIN OO 1.

AW CSOW daed L7 Dev 29

Other Clirect Caosts 1 LOT
A5 tequired in the performancz of CLIN 0001

and as mare speciically defined i ndevidual

task orders. Ta Imelucs ingdental fraining,

supplims, harwaie, softwase, miaintenance,

IAW CEOW dated L/ Bec 99

MOTE: Maierials, harmtwares, saftware, maintenarce, Baning shall be reimbursed af aument
published prica, less any appicable dsceunis provided that, in ou evend shall he price be
in excess of conacior s price bo its masi favored cusiomer, Appllcanle handling charses
at acrual rates incurred, but nol exceeding the rates shown in dause H-388 wilk be diowead.

Travel Costs 1 LF
ingrmed incidental bo irawvel, per dem, lodging,

and woricle randal recyiced in performanca of CLIN OGGA

and in aneordance with the Jaint Travel

Ragutaicn [JTR). Handing and GAA in accordance

with clause H-568, :

AW CSivYdated L[ Tray: 99

Cala 1 LOT
b accondanse with Exdbit 1,

Contract Data Fequirements List

(CORL), OD Form 1423, &

raquired o individuad task orders

Seclicn B - Addilianal Hoces

{INDEFINITE DELIWVERYIMEEFINITE QUANTITY (IDIQ) ORDERING

totefing a minimum of $50,000.00 per canlact The total amount of ail orders during the parcd of Ihe caniracd shal not avemed @ maximum of 57

FLI601 -G8-H.0087
Fage2af 1

Ext Cailing
Tatal Price

3 A8a8M |

1.8

f__25M

NEFT

In accordance with SAR 52.216-22 in Section !, INGEFINITE QUANTITY, the Govemment shal coder any cornbination aof the CLMNs listed in Secfiar B

8,000, 000,00,

I accardance with FAR 5221618, ORDERING, task arders for this coniract may be issued only by the consracting agency shown in dlack 7, Page | [3F 1447).

a

I acititicn ta this <ortract, sonlraet F13601-00-1000 2 has also beer qwarded in support of the WITS grogram. Tha Gavemment makes na

quarartee ihaf grders placad under ihese coniracts wil be of squal dadlar value. Tha total combned amount af 3l orders placed againg: this and Conlrac
FIIE01 -C0-DEOO: will nol exceed $75,000,000.00.

Page &
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Jage it

31 CLAUSES ANDO PROVISIONS

&l Cieuges and proviscns fom e federd Acqumiion Requision (FAR] ard suzplements Iherele ais inceiperated 1 Fis docursent Uy relaranes anc 4 Y
hext, Those incorparated by refenénea have e same Tree and eifiect as f they were given in fud tert

1] Clauses ang provisions @ lhis docurment wil 58 numbened in secuence, Sut will 10t necessarty appes 0 consacLive oder.

) Sectiona K, Land W will be physicatly removed from any esubtant award, but will ba deemed W be incarporated, by referencs, 1nthat seward.
R4s3 53511323001 IMFLERENTATION OF LIMITATICH OF FUNDOS (AFMC) JoL BT
(AW AFMCFARS 53337052020

PART | - THE SCHEDULE
SECTIONC
DESCRIFTIONSPEL IFICATIONSWCRK STATEMENT

RESER T SECTICH .
C-00 A5L.N4-Tons SUBSTITUTIONS FOR MILITARY CR FEDERAL MAS 14958
SPECIFICATIONS AND STANDARDS
(AW DFARS H1.2734)
id} [Cifferor ingert informatian ke 2ach 57| process)
EPI Procass: 1A I

Facloy

Midtary ar Federa Specificaticn or Starsdard;

famed Coniract ine ilem Munber, Subline b Mlncer, Componant, or Elemen:

CEG INCORPORATION OF REFERENCE DOCUMENTS
All specifications, exhibils, drwings or sihar doqumants which are refemed to in this contact, whather o not aitscned, ang incarpertae hessin By refrrance.

BART |- THE SCHEDULE

SECTION &
INSPECTION AND ACSEPTANCE
B 522454 © INSPECTICON OF SERVIGES-FUL(ED-PRICE ALIG 14508
AW FAR 46.304)
7, 522466 INSPECTION- TIME-ANDC-MATERLA, AND L AECIR-HOUR JAN 19858,
(LAY FAR 45.306)
INSPECTION AND ACCEPTANCE

inszection and accsptance shall be accamplished 35 spedified an each indbvidual delfvery ander.

The Cenbracting Cificers Tecorical Recresentative (COT) specifed in e indvidual dzwvery wder s hareby designaied 35 ““.3 pesine of final msp_e-;t-:nrf 3::1
ancaptance by (e Soverment fur 2l sorvices fumished under any resuling delivery order The Conlrscicr with suomit 3 0 F_crm 2=, |r-r7'uning all hackuo r:ﬁnra,‘.c I.L&
appraprizle COTR, for review and signature When he COTR meaives an gocurate and corrplese 00 Som 250, hasshe wil (et & sicred u:fnpy‘ ta e :anfre-.c:..r
Caivesy Croier Laacar within seven (7 days. Il the OC Fama 250 is incomplete 2r ingeturte the SOTR wil rebun the ur‘_slgr'ed OC From .»,i‘.l e ih Lamracter
Calivery Order Leacer for comechon. In the absanes of he COTR, an altemite TOTR ahall zsuma |ks mspersitiity 10 ing ahsence of e 00 !Ff_ a0 _a_lt_mﬂ".mte
0713, ha Confractar szl congud the Savemmert Sila Manager ior cmcion. Final payment for 2ach caivery crder wil be accerplshed by 3 laal BT ~urm 2.

"
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F33601 045052
Fage Lol 21

E-15. OO FORM 1423 DATA INSPECTION AND ACCERFTANCE
(1AW FAR 46.401{b) and 485 503)
The Inspecticn 2rd Accoptance foe Lata items are a5 shown o DO Forn 1482 anached berela.

PART |- THE SCHEOULE
SECTIOHF
DELIVERIES R PERFORMANCE

F12 PERIQD GF PERFORMANCE
(1AW FAR 11.401{a}
Fertomance uncer thia conlract shadl be from AWARD thru END OF YEAR FIVE {5}

F-13. PLACE OF PEAFORMANCE

(A FAR 11.401 ()
Sences urder this corlmet are requred |o be parfommed at the Mllowing lcatior(s); AS DESIGNATED QN WOIVIDYUAL DFLIVERY CROERS FOR THE HGST
AND TENANT ORGANZATIONS AT WRAFE A SSOCIATED REMOTE SITES.

F.26. 5224215 5TOP-WORK ORDER AUG 1969
(AW FAR: 42.1305]BH 1)

FART |- THE BCHEDULE
SECTION G
CONTRACT ADMRHSTRATION DATA
G-1. ACCOUNTING AND APPRCPRIATICH DATA

TG BE CITED M INDIVIDUAL GADERS,

For the purpases of this contract, the contractor is hamby authorzed 1o use cerffied imvoices in liew of a sapambe invoiong separt. Tive contracion shalt subrt
nyoies lo 8 CGSCXP, ATTN: TAO SLDG 676, AREA B, WRIGHT-FATTTZRE0N AFD. OH 45d33-5706 bor corfficntor. Upon complatan of the sarificanon
orcczas, the ceritying official shall ‘orram 2 copylies) of the comfied nveice o the designated sayment clfics and 1 aomylias) la Ihe desigraled auninisielion
afica.

Carificars o 52vigas (Handard Form 1084) shall be submitted in atcomtancs with ha fllewing ormoeeduras:

Certhicate of Sarvices - Fha cantckar shall subkmit in iplicata {onginal ard 2 sopies) a momibly Cartilicats ol Service 19 the task monitar fer each Gnder,
whizh shall consist gf he negosizted labor classifications and houss assigred by this comracy; the number of persor -nours woskad by sach negetialed labor
classification fet the calsndar month; fundad amount; menthiy and cumulated expendiiures; pemaniage exasnded; and the estimate ty complate. The
Carfificale of Servce shali alzo list he tams of cost incured n eecordance with the Contract Une hems 0001, 0002, QGL3, and 0004, Inccusl items
sheuld include the lask croer's proposal ten rum ber,

Upon determiration by the task marager that all sendces stated have oeen salisfactoely mndered by e contracior. tha lallowang statemer:! declaring
aceaptabliy shall ba axaculad on the Carhlcale of Service:

"l cerffy that tha sarvicas described hereon hawe been received and ame accepiatle.”

fTask Monitar Mame and Cifice Symbai] {Date)

[COTH Mama and Cifloe Symbal)
il Irvmices far pubhc voughers), supgorted by  stalamant of cost for perfarmanes unckr this cort=ast, shall ke submitiad L e coynizant Gefense Contrasl Audit

Page 15
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Pugo &gl 2t

Agency [DLAA) office sursuant ' FAR 322327, Payments Under Time-And-Malerials and Laber-Hour Contracts., Under he mrovisicns of FAR 40 B03. TreCC4e
Aucitcr, 35 e dulhorzed representative of the Conlracing Cficer fov AATINGNG vouchers recemdd dirscdy Tom conlpacions, wil ‘ransmit provisicnaly sporavest
vouchers to the cogrizant dsbumsing office for gayment.

k) These costs Zamed which are defermined by he OCAA Auditor I be unallimwaple or suspenced, wil Sa entfied on DCAA FORM 1 Meben of Corfracs Sosls
Suapenced And/Cr Disapproved,” which wul Se issued (o the mniraccr, with & sepy Yo he cogrizant ACT. I such acions of suspended o Ssapprgued mats, e
Conbaciee =y sppaal in wiiting to the cognizant ACD, wha will make 3 determinaticr pomply 0 actieg. Ay final Jecisan N the Tondracang THenr ey be
Ippeaid thareafler in accardance wilth he pecvision of the “Cispuies cause of he contrac

G370, 3352.232-9004 REMITTAMCE ADCRESS Ma 1885
(AN AFFARS 5332 9048}
IF the remittance addrass |5 diterent fram the: mailing acdress, enlef the camitlance address below. Faiturs o2 arguide His information may impact ayrCL

G445, 5152.217-9002 CONTRACT HOLIDAYS (AFMC) JUL P97
{IAW AFMCFARS 3337.110:00¢))

@ The pricesicasts in Section @ of the contrac! include holiday hsarvances; acooedingly, the Geverment wil nat be Billed far such hodiays, exeept whan

servives ama ranuimd by the Govemmen! and sre actually serformed an a holiday. Holidays :n addition g thase refiecied in this sontract, which are cesignated

by ihe Govemmert, will be billabte Jravided the assigned Contracler amplayes was availatle far pericrmance and was preclnded lrom sueh parfermance,

b} Thafoltowing days are contract halldays: All Faderg] Halldays

PART | - THE SCHEDULE
SECTION H
SPECIAL CONTRACT AECLIREMENTS

H-31, WAGE DETERMINATION
(LAY =AR 2210 2-1)
Servica Contract Act Wage Celermiraucn Nr 342448 IS4 daled 27 MAY 1999 is stgchod nersh and Tiads 5 par harzcd,
H-526 CFTION TO EXTEND SERVICES
[PHW 96-108)

Fhe Contracing Officar may provide written actice tn fve contractor extending the pericd of perfamanca of the contrac 'or an agyregate pericd nat o
exceed 3 months in accordance with 2aniract clause 194, Oollon b Extend Services, na ‘a3 than 14 calendar days pricr 19 he Sxpieaticn af the
contract.  The sontract eatension shall ba at the rales specified in the contract acheduls for tha perod uf perlormance mmediately weceding Iha
axtersion, adjusted only as allowed by 154,

H-5354 MATERLAL AND SUBCONTRACTED SERYICES HANDCLING CHARGES

Fiuze 26



FAR

The tull iext af a clarge may ke accessed elecimmcal
http://farsite.hill af

RART Il - CONTRACT CLAUSES
SECTION
CONTRACT CLAUSES

53.252-2 CLAUSES INCORPORATED BY REFERENCE

(1AW FAR 52.107))

¥ af thisthess acdracs(es) Regulalors UNLs: (Chict on fhe apprupnale raglation)
-mil/reghliml/far/taritce. htm

http://farzite

.Eill,af.milfreghtmlfdfarsfdfarltcc.htm

http;fffarsi:e.hill.af.mi1freghtmlfaffarsfafﬁg;ltac.htm

hetp: //farsite

,hil},af.milfreghtmlfafmcfarsfafmcltoc.htm

FaGE01 -od-Manss
Pafe foi 2;

FEZ 1238

NOTE: After selecing ihe approprale regutibon ebove, at the Tabia of Contonts” page, conduct & search lor the desired -egulahan rfersnce USing yaur Deowear's
FINDtunchinn. When located, efck an lhe regulation referance friyporirk),

MO,
1.

18,
[-26],

f-21

=22,

B2,

[-25.

-2872,

AT
135,

I-78,

-10a,
-128.
12835,

[-14C.

FAR PARA CLAUSE NTLE
52202-1 DEFINITIONS
(1AW FAR 2201)
52,2032 GRATUMES
HAW FAR 3202
52 2035 COVENANT AGAINST CONTINGENT FEES
(1AW FAR 3.404)
522036 RESTRICTIONS ON SUBCONTRACTOR SALES T THE
GOVERNMENT
{LAW FAR 3.503-29
522037 ANTI-KICKIACK PROCEDURES
(AW FAR 3.502.3)
522028 CANCELLATION, RESCISSION, AND RECOVERY
OF FUNDS FOR ILLEGAL OR IMPROPER ACTIVITY
{IAWY FAR 3, 104-Sal)
52.203-10 PRICE OR FEE AIVUSTMENT FOR ILLEGAL OR
{MPRGPER ACTIVITY
(1AW FAR 31048
5220312 LIMTATION ON PAYMENTS 10 INFLUENCE CERTAIN
FEDERAL TRANSACTIONS
{IAW FAR 3.808hi}
522042 SECURITY REGUIREMENTS
{IAW FAR 4.404(a}}
52.204-4 PRINTING/COPYING DOUBLE-SIDED ON RECYCLED PAPER
(EAWY FAR 4.304)
52 209-5 PROTECTING THE GOVERNMENT'S INTEREST WHEN

SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT

fIAW FAF 3 408(b})

fadn-1s DEFENSE FRICRITY AND ALLOCATION REGLIREMENTS

(1AW FAR 11 604d(BY)

SLI1E2 AUDNT AND AECORDS-MEGCTIATION

(1AW FAR 15.2091) 1))

g22154 OADER OF PRECEDENCE-UNIFORM CONTRACT FORMAT

AW FAR 15,2000}

J221E1T FRICE REDUCTION FOR DEFECTIVE COST OR

PRICING DATAMUDIFICATIONS

{1aVY FAR 15.4084c)

CATE
GO 1094

AFR 1984
AFH 1034

JUL 1205

JIL 3595

JAM 1957

JAM 1357

JUN 1297

ALIG | 595
JUN 1323

JUE, 1955

SEF 158])
JUM 1953
QCT 1957

COT 1557

Faey: 27



-RE. 5221513 SUBCONTRACTOR COST OR PRICING DATA-
MODIFICATIONS
{IAW EAR 15.408(2))
1295 5221515 PENSION ADJUSTMENTS AND ASSET REVERSIONS
(LAY FAR 15 4CA o)
1460, 52.215-18 REVERSION OR ADJUSTMENT OF FLANS FOR
POSTRETIREMENT BEMEFITS (FRP) OTHER
THAH FENSIONS
(AW FAR 15.468{))
l-i53. 52.218-7 ALLOWABLE COST ANG PATMENT
[LAW FAIR 16,307 (a} 1))}
-7 52216-18 ORDERING
(LAWY FAR 16-505(a))
Far the purpeses of tis clawss the blank{s) isfam complided as folows:

() issued from AWARD through END OF YEAR FIVE [5)
NOTE:  OADERING NQTICE

F336G1-39.A.0052
Fage ¢ ot 71

QT 1967

NEC 1358

QCT 1907

Al 1398

QCT 1985

ONLY ASC/PKWI IS AUTHORIZED TG PLACE ORDERS AGARIST THIS CONTRACT. THE CONTRACTOR SHALL NOT ACCEPT AN ORDER FROM

OTHER THAN THOSE AUTHORIZED HEREBY.

1171, 52.218-19 ORDER LIMTATIONS
(1AW FAR 16.508(h))
For the puriessss e tis clairss the Slank(s) isfare competed as ialows

@ $§1,000.00
o)1)  575,000,000.00

(b33 $75,000.600.00

(b3 7DAYS

[}  7DAYS

178, 5221822 INDEFINITE QUANTITY

(1AW FAR 15,5084
Far the pumoses of kis ause he hlarkts] s'are congleled as inimws:

COT 1405

CCT 1955

{dh  Conirzeler shell nel be required lo maks any deliveries witkr s contrac! after 190 DAYS AFTER EXPIRATION OF CONTRACT.

k154 52.217-4 QRTICN T EXTEND SERVICES

AR S AR TE05)

210, 522184 NOTICE OF PRICE EVALUATION PREFERENCE FOR HUBZane SMALL BUSINESS COMGERNS

{Law FAR 19, 1708{6)
=) Waiser of evaluation preference,
[ 1 Qiferar slacts le waive the svaluglion prefarance,

121, 522198 UTILIZATION DF SMALL BUSINESS CONCERNS
(LAW FiF; 19.708(a))
1251, 5221914 LIMITATIGNS ON SUBGONTRACTING
{AW FAR 19.508¢a), 19.811-3(g), and 19,1008 {c)i3))
k22s, 5221918 NOTIFICATION OF COMPETITION LIMITER TOQ
ELMIELE Bfaj CONCERNS

(1 FAR 19 R1-D4))
For e pupases of this clausa the biank(s) are completed as follows:

[ i) SIC coxde 7379
(ch 2 The Qiferar will nobfy the ASCPKII Contractnig Oflcer M WRITING
=245, 522 NOTICE T THE GOVERNMENT OF LABCR DISPUTES
{IAW FAF 22 103-5(a)}
i-ME f2Eg FOYMENT FOR CVERTIME PREMIUNS

(1w EAR 22 160-5(b))
Forthe puposes of this clause the bank{st stare compleled as fotows:
fa} does not exceed ZERO.

ALG 1989

JAM 1539

CLT ey

LEL 1356

JU 153%

MEG 1597

JUL 15370

Puge 28



Fa3601-86-F. 9052

Fagr 8 of 21
747, 5L322-3 COMYICT LABOR ALHG 1998
(AW FAR 22202
FARIE B2 ARM FROHIBITION OF SEGREGATED FALILITIES F=B 19
(1AW FAH 22810{ak1])
|34, 52.222-26 EQUAL OFPORTUNITY FE& 1399
(1AW FAR 22 510(=))
|-274, B22X3-35 AFFIRMATIVE ACTION FOR DISABLED YETERANS AMD APA 1838
YETEAANS OF THE YIETMNAM ERA
(1AW FAR 22,1 38(a}1}, and DFAAS 222 1308()01Y)
l-2rg, 52.223-36 AFFIRMATIVE ACTION FOR WORKERS WITH DiSABILITIES JUM 1948
{140 FAR 22 1408{3))
l-278, 52.222-37 EMPLOYMENT REPORTS (M DISABLED VETERANS JAN 1589
AND VETERANS GF THE VIETHAM ERA
fLain FARA 22.1308(0))
F2g8d, sz.rEr-dd SERYICE CCNTRACT ACT OF 1855, AS AMENDED MAY 1930
{IAN FAR 22.1006(2))
[-284, gaxr4 STATEMENT OF EQUWALENT RATES FOR FECERAL HIRES MAY 1989

(18w FAR 22.1006b))
Fer e pumoses af this elawse the blankis) isfare conplated as olaws
In cempliancs with the Senitg Contrad Act of 1965, as amendad, ard the regulatons of the Secretary of Labor (23 CFA Part 4], shis clavss idestiies he clesses of
gervive employees axpetled 1o b2 emploved under the canimact and states the wages amd frings bensfits payabla by each i they wara amployar by he cortrasting
ajency subject by ke peevislons af 5 LS R ar 5332

THIS STATEMENT IS FOR INFORMATION CHLY:
ITI5 HOT A WAGE DETERMINATION

EMPLOYEL GLASS RATE
Computer Sneciais! £25.78 FH
Cormputer Soeciaist (Progremmer | 321.69 FH
Analysth S
[ Computer Specialist (Programener | $21.68 PH
[ ansiyen
Comovlar Erginaar $e1.35 7Y
Camputer Enginger 421,52 PH
Computer Seecialial $:3.99PH
Carnputer Assistant §idstPH
Cornputer Assistant iz 22 PH
| Computer Specialist YR D
| Computer Assistant R 1] 4l
CompLier Assistart £11.00 PH
Comgputer Operator §14.95 PH
| Telecommunications Technical [ $%86PH |
Compniler Assistant $0.36 FH

= "M
Praga 2



Fa3601-48-Fs2

Hage 2o 21
-2R5. 5222347 FAIR LABCR STAHDARDS ACT AND SERVICE CONTRACT M 1909
ACT-PRICE ADJUSTMENT (MULTIPLE YEAR AND OPTION
CONTRACTS)
(A FAR 221 DR 1
292, 522732 CLEAN AR AND WATER AP 1004
(1AW FAR 23 105¢h))
2%, 522235 POLLUTION PREVENTION AND RIGHT-TO-KNOW INFORMATION APR 1958
(18 FAR Z23.1009)
l-235. 52 X716 DAUG-FREE WORKPLACE JAN 1837
{WW FAR 23 505)
M237E. 5202314 TOXIC CHEMICAL RELEASE REPCRTING DT 1558
(LaW FAl? 23 80Tk
312, 522251 REZTRICTIONS ON CERTAIN FOREIGN PURCHASES AUG 1958
[18YY FAR 25703
315 52.227-1 AJTHORIZATION AND GONSENT wLL 1495
(LA EAR 27 04 -2}
I-317. 522072 NOTICE AND ASSISTANCE REGARDING FATENT AND ALIG 1308
COPYRIGHT INFRINGEMENTS
(1A FAR 27.202-3
325, 52227-10 FILING OF PATENT APPLICATIONS-CLASSIFIED APR 164
SUBJECT MATTER
(AW FAR 27.207-2)
337 522285 INSURANCE—WORK ON A GOVERNMENT INSTALLATION JAM 1997
{lAW FAR 28.310)
338 522327 PAYMENTS UNDER TIME-AND-MATERLALS AND FEB 1937
LABOR-HOURA CONTRACTS
(1AW FAR 3211160}
ARt
383 521321 FAYMENTS APR 1984
fIAW FAR 32 11THa(1Y)
-39z, 522329 LIMITATION ON WITHHOLDING OF PAYMENTS APH 1884
{lAW TAR 32 11 1ig) (3}
407 5223217 INTEREST JUR 1EES
(183 FAR J2.577(a, and 32 B17(k)
=04, §X232-18 AVAILABLLITY OF FUKDS APR 1904
(AW EAR 32.705-1(3)) '
-0A. 5223220 LIMITATION OF COST AFR 1282
AW FAR 32 /05-218))
{1] 30 days; A5%
408 5223222 LIMITATION OF FUNDS AR 1984
{1AW FAR 32 705-2(e])
fc] 30 days; 85%
[o} 30 days
408, 5223073 ASSIGHMENT OF CLAIMS JAM 1285
(LAY FAR 32.8064a) 1)}
<12, 52232 PROMPT PAYMENT JUIM 1857
{1AW =R 32, 508Ic))
Forthe purposes of thes clause tha biank(s) are complted as fofows:
(o) 5¥) T4tk
(bin a0
11EF. 52 292.33 PAYMENT BY ELECTRONIC FUNDS TRANSFER- MAY 19uD
CENTRAL COMTRACTOR HEGISTRATHON
(AW FAR 32 T1504a)( 1}
417, S22t DISPLTES R 1958
i8N SAR 23, 275)
I8 SR233-3 PROTEST AFTER AWARD BLYT 1Yoy
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(AW FAR 33,106k}

92.213-3 PROTEST AFTER AWARD - ALTERNATE | JUR 985
{LAVY FAR 23, 106{0)]

23372 PROTELTION OF GOVERNMENT BUILDINGS, EQUIPMENT, AP 1584
AND VEGETATION
(1AW FAR 37.110(b

522173 CONTINUITY OF SERVICES JAM e
(& FAR 37 110{c))

52.242-3 PENALTIES FOR UNALLOWABLE C0STS DT 1905
{IAW FAR 42 704.4)

522424 CERTIFICATION OF FINAL INCHRECT COSTS JAN 057
(oW FAR 42.703- 2

The carificate of fina indirecd coats shal read as follows:
CERTIFICATE OF FINAL INTARECT COSTS

This is o cerlily hat | hava seviewed this proposal io estabiish fing! indirect cnst r¥es and Lo the bast of my knewledge and veier
1. AlF costs included in ths Jropasa | FA3601-50--9052, 12117788} 1o establish final indimct costs rates for (Juna 2000 through June
20051 are allowable b acoordanca with he cost principkes of the Federd Accuisiian Reguistion {FAR) and ts supplemenis aopticabie to the
caniracts 1o which e fnal indirect cost rates will apply; ard
2, Mhis proposal dees not inchude any coats which are expressly unallowable under gpplicatle cost prnclpies of tw F4R or 4
SUDREmants,

Firm: __ RS informatian W
Signature: _oft adter L]
Nane of Cartifying Official: __ W, Scott Amadg/

Tite: Executive Vies Prasident ~
Cala of Execufion ___{ LIJ’ e ;’ EEE

5124213 BANKRUPTCY . JUL (325
{lAW FAR 47 503)

52 2431 GHANGES—FIXED-PRICE ALNG 13T
(*AW FAR 43 205(a){13

522431 CHAMNGES—FIXED-PRICE—ALTERNATE | ALG {987
LA FAR 43 205 )03

52.241.3 CHANGES-TIME-AND-MATERIALS OR LABCR-HOURS An 196T
{IAVY FAR 43.205c))

52244.4 SUBCONTRACTS FOR COMMERGIAL FTEMS AND QCT 1595
COMMERCIAL COMPONENTS
AW FAR 44.403)

52 2459 USE AND CHARGES IDEVIATION) AFR =984

(IAW SAR 45.106(h) 45,2021, 45.2087¢), 45.302-6(c),
S50 3)8(0), 45.407(d), and DOF Mermu dated
30 Aug 99, DAR Tracking #49-00011)
52.246-20 WARRANTY OF SERVICES AFH 19R4
{lAW FAR 45.70{dh)
For the purposes of this clawse the bank{s) ars complalsd as follows;
b WITHIN 30 DAYS,

52.245-23 LIMTATION OF LIABILITY -SERVICES FED w7
(LaW FAR 45 205)

522451 VALUE ENGINEERING [DEVIATION) MAR 5EY
{IAW FAR 4821 (b, and DDP Mema dated 40 Jun a3,
DAR Tracking #53-00008) : .

52 8.5 TERMINATION {-OST-REMBLRSEMENT) . 5T 1386
{14 FAR 46.503al 1 :
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MG96. 52.249-5 TERMINATION {COST-REMBURSEMENT} - SEF 15356
ALTERMATE f¥
JLAW FAR 49.503(2)(4))
-89, 522498 DEFALLT (FIXED-PRICE SUPPLY AND SERVICE) AP 1584
(1AW FAR 4950444 1])
[-T10. 92 248-14 EXCUSABLE DELAYS APR 1984
LAV FAR 495050
1733, 522524 AUTHORIZED DEVIATIONS M CLALSES AFRA 1584
(LAY EAR 52,1071
For the pumases of this clause e bark(s) ivamn compieted as tofows;
{tl Delensa Faderal Acquisition Requlation Sunpament (48 CFR Chapter 2)
-5l 52531 LOMPUTER GENERATED FORMS JAM 15
{14 FAR 53.111)
1A-190. 252 H1-1000 CONTRACTING GFFICER'S REPRESENTATIVE DEZ 16
iAWY DFARS 201,602-70)
A28 252.203-7001 FROHIEBITICN ON PERSONS CONVICTED QF FRAUD MAR 1999
OR OTHER DEFENSE-CONTRACT-RELATED FELONIES
faw DFARS 203 570-5)
lA-24  252.203-7002 DISPIAY OF DOD HOTLINE POSTER OE.C 135!
(1AW DF ARS 203 7002)
Bh-21. Z52204-7000 DISCLOSURE OF INFORMATION BEL T
(1AW DFARS 204 404-70(R]) '
IA=33. 252 204703 CUNTROL OF GOVERNMENT PERSCNNEL WORK PROOUCT AR 1502
(1AW CFARS 204.404-70(b))
A-34. 282 247104 REGUIAED CENTRAL CONTRACTOR RECISTRATION WAR 1998
{1AW DFARS 204, 7304)
{Mot appdualile to awards wiih farean vandors and foreign paramarncs)
183500 252.204-7005 ORAL ATTESTATION OF SECURTY REGUIREMENTS A 1
(143 OFARS 204.404-Tich)
A0 252 205-7000 PROYISION OF INFOAMATION TO COOPERA TIVE AGREEMENT CES 14
HOLDERS
[l CFANS 305.470-2)
|A-50. 2522057000 ACQUISITION FROM SUECONTRACTORS SUBJECT TO NV 1595
LN-SITE INSPECTICN UNDER THE IMTERMEDIATE-RANGE
WUCLEAR FORCES (INF) TREATY
(1AW GFARS 2001054 75
IA-82  252.29.7004 SUBCONTRACTING WITH FIRMS THAT ARE OWNED OR kAR 1994
CONTROLLED BY THE GOVERNMENT OF A TERRCREST COUNTRY
ihalY DFARS 209 4409}
MA-152. 252, 215-TH00 PRICING ADJUSTMENTS CEC 139
164V DFARS 215 40811))
[A-240F. 252 240-700 SECTION B{a) DIRECT AWARD JUM 1883
LYY OFARS 21981 1-3{1))
For the purpeses of this clause the blankis} iskam somplated as folaws:
fat L5 SMALL BUSINESS ADMINISTRATIO L
IA243) 252117010 ALTERNATE A JU e
{Alternate o FAR Clausa 52.218-18 Nolifleation
of Compatition Limited to Ellgible ) Concerna)
(AW CFARS 219.811-321)
[A-243K. 252 2157011 NOTIFICATION T3 OELAY PERFORMANCE ) JUM 1933
{LAN OFARS 219.811-303)
|A-280, 252.22F-THM DRUG-FREE WORK FORCE SEP 1988
(AW OFARS 2535704t
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1A-312. 252 225.-7025

[A-212C, 2522207026

IA-32H. 252 2257031

A-232 2522971013
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PRUHIBITICN OM STORAGE AND DISPQSAL OF TOXIC APR 1951
AND HAZARDOUS MATERLALS
{laNY DFARS 223 7103)
PREFERENCE FOR CERTAIN DOMESTIC COMMODTES MAY 1948
{LAW DFARS 225 7(X32-3(a))
RESTRICTION ON ACQUISITION OF FORGINGS LI 1Y
{l&W OFARS 225 T102-4a))
REPORTING GF CONTRACT PERFORMANCE OUTSIOE THE MaR 1609
UNITED STATES
{LavY DFARS 225 7209)
SECONDARY ARAB BOYCOTT GF [SRAEL JUIM 15872
{LAW DFARS 225 770-5)
RIGHTS IH TECHNICAL DATA-NONCOMMERCLIAL TTEMS MOV 1599

AW DFARS 227.7102-3tb), and 227 7103-6(a))

fel {n The Conlraciar seaerts for tsell, o the persons identifisd below, that the Goverment's fights to use, rebease, o gisciose the flloving
echnicad dia should be restricted— NONE
Technical Data Asserled Wame of persan
ey e Fremishied Basis for Righs Asserting
With Resincions® Aszertinn™ Category*™ Hesirctions*

* It the asserfion Is applicable t items, companens, or processes doveloped at private Bxpenss, itendity Eoth e data and each such itzin, cumpanaent, o

aliew

- Grrerally, fha gevelopmant of an item, scmponenl, or proess & prvate expense, sither exclusively oe parttally, is the only basis for asserting resheions oo
e Sowemment's rghts 1o use, ielewse, ar dischoss technical date pertaining b such items, CONMPOronts, o piccesses, Indicate wheller developrment was
exclusivaly or partially at private expense. [ deveiupment was nat &t pivite axpense, enter the spachc reason for asserting thal the Sovainnient's rghrs

arcbf e reskaled.

™ Enter assered ignis category {e.., govemment purpose license Aghts fom a prine contract, figats in SBIR data genaraled under anuher sonfears, mied oo
Gouemment pUrpese ghls undar this ar a price canlract, or spesifcally negofiate licemses).

Cate

Finted Marng and T e

Sxinature

Carporalion, individual, or cther person, as appmpriaie.

(Erd of identification and asseriian}
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1) Gavermment purmese fghls markmys,
Data deliverer or dtheratse lumished 1o the Govammert purpyse righla skall ba marked a3 falkows

GOVERMMENT PURFOSE RIGHTS

ConlrectMo. _

Conlacior Mame

Contractor Address

Expiration Data

The Govemments fghts 1o use, modly, mprodice, relaase. porform, dsplay, or discicse IFese tecani data
are mstricied by pasagraph 632} of the Rights in Techreesl Data-Moneormeseal lems clause condainad in the:
above ientifed sonttac). Mo reatrichons apoly after Ihe axpinition date showr above  Ary meprodiction of
technical data or partions temed marked with this legend musl &so mpmduce 1he markngs.

{Erd of | anend} :

Lirniled ngats markings.
Ciata defivered o alfenwiza tumisked 4o he Goverimand with fimited dignts ahall ba marked with the fedawing legerd.

LIMTELD RIGHTS

Contragt Me.

Cantraclar Name

Contractor Addness

Tne Govemmant's kghts ta use, modtly, mprodues, mleass, petfarrm, display, ar dislosg thesa techrica data ane resiricisd
by pavagraoh (BH3) o te Rignts in Technical Data~Mancommerclal lems causs contaired = 1he above irlemtifed contrac,
Ay momduction of tachnical data or podlons thereol rrarked with His legend must also mproduce Ihe merkings. Ay
persan, other Ihan ihe Gevemment, who hes been provided socass fo such dala mus promptly rotify the abave narred
Contraghse.

{End of legend)

Speial ficanse Amls martkncs.
[1§Eara In which the Goverrenent's dghits sterm frgm a speciically nagotiaied license snall De marked with Ihe fallowirg laend;

SPEC|AL LICENSE RIGHTS

Tra Govemment's Aghls o use, modify, reproduca
relcase, pedonr, dsplay, or Sechosa thees data ae
reslnclad oy Ceatrac! Mo, {56! contras:
nuiiber] Licerse Ma, {irset ligensms
sentifi} Arty reproductien of technical dats

o aerigrs (henewl rarked wih tus legand must also
reorocues tha markings.

(E:nd ot ‘egond)
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18336, 362 2337014 RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND JUR 1835
NONCOMMERCIAL COMPUTER SOFTWARE DOCUMENTATION
(1AW DFARS 227 TR (1]
W-3370. 2522277015 FIGHTS IN BID OR PROPOSAL INFORMATION JUIN 1505
(1AW OFARS 227 110361}, 227 110da){1),
ar 227 T [hY
|A-328C 252 227-7013 YALIDATION OF ASSERTED RESTRICTIONS-{DMPUTER JUN 1592
BOFTWARE
{IAW DFARS 237.7104(mit3). and 2277 203-5(eh
l4-347.  252.207-m030 TECHWICAL DATA-WITHHOLDING OF PAYMENT CCT 1988
(1AW DFARS 227 7103-8l0}2) or ZET T [
For the pureoses of Ihis chause, the Coniracting Oflegr May withhold ten pereent [10°%] of tha tofa! contract arie,
|A-352. 252 727-T036 DECLARATION OF TECHMICAL DATA CONFORMITY JAk 1007
(1AW DFARS 227.7100-51a)3} or Z27. 1104 ei5))
[4-353. 252 227-7047 VALIDATION OF RESTRICTIVE MARKINGS ON TECHNICAL SEP 19540
OATA
(W DF AR 227 T102-3c), 22771003 Be)(4),
227.7104e)ish, o 227 72036
fA-138, 252.231-7000 SURFLEMENTAL CUST PRINCIPLES DES 15
(LAY OFARS Z31.100-70)
WA-532 252 2437000 POSTAWARD COMFERENCE DEC 1931
(A DFARS 242.570]
IA-549, 2522437002 REGUESTS FOR EQUITABLE ACJUSTMENT MAaR 1398
(1AW DFARS 243 X05.75)
IA-T45, 292.247-7023 TRANSPORTATION OF SUPPLIES BY SEA MOy 1985
(1AW DFARS 247 5740
I8-305, 5352.204-5000 NOTIFICATION OF GDVERMMENT SECURITY ACTIVITY HEAY 1458
(1AW AFFARS 5304.404-50}
IB-2CA. 5352.204-800 VISTOR GROUP SECLRITY AGREEMENTS MAY 1596
(TAW AFFARS 5304.404-50)
EB-311. 5352.216-5001 AWARLHNG ORDERS UNDER MULTIPLE MAY 1985
AWARD CONTRACTS
LA AFFARS 5316.506}
Farike cupages of s clawse e bankis) isfame cornpated as hllows:
(E} ALTH
("} The Guvemment will semquest tFat sach mulliple award conactar subesit thetr sechinical andior manananal appmach, if neceysary, and
costipice
eglimale in response 1o fhe Govemmen!'s wirk statemant,
17} The msponse may be pmzented to the Guvemman sithar oy o wnkng.
{3 The Govarmment wil sz orders Based on an assessmant of e lechical approach, estimaled |otai cosbprice, and pag:
pertarmance in making wwerds urder this paracimph.
) Orraisman is MR. PLAISTED, (937}255- 8005, 1790 107 STREET. RM 208, WPAFE OH 45413,
{} 21622
B-J200 53522730000 ELIMINATION OF USE DF CLASS | 0ZONE MAY 1588
DEFLETIMG SUBSTANCES (0DS)
(1AW AFFARS 5322.8490-7)
o the pumoses of this clause ke bhank(s) isfar completad as follows:
{c} NONE
SubstAnce Applicabar® e Cuuantity {las]
[B-321. §352.223-0001 HEALTH AND BAFETY ON GOVERNMENT (NSTALLATIONS JUR 150
(MY AFFARS 5320.9002)
[B-343.  5352.242-3000 CONTRACTCRA ACCESS TO AR FORCE INSTALLATIONS MY 1598
{laky AFFAAS 5342 450-1|
Far the surguses o Itis clausa he blark(s) istare complated as ‘olows:
i NONE
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fhi- 11 5352.208-0002 QRGANIZATIONAL CONFLICT OF INTEREST [AFMC) JUL 1997
(1AW AFMCFARS S308.507-5¢|a){1), and 5315.209-804i}

e} Tha ‘aliowing restrictions and dedinitisns apply to prevent conflicting roles which may beas [ng Cantractors jucgmert ar Stiecvity, o lo pechia the

Ceereeior Ireen obtairmg an unfair compatitive advantage n concurrert or luture ACquislions.

1 Desérptions ar defindions;

“Conlracior” means (e business enlly secaiving lha award of this <oriract, its parents, affifiates, divisisns and subsidianzs.

"Lewgaprment” maans all sttarls owards scfLtlon of broudty-gefined prablems, This My BnCamoass meearh, avauating technial feasibilily, prool of design

and test. or engineering of programs nol yel approved Far actuizilion or oparation.

“Propristary Irformaien® reans all infermation designared as propristary in accamanca with 3w and regulation, and ne'd in corfidence or disclosad under

resiicticn Jo prevart Lnconaled dismbation. Esamples include Iimiled of restricled data, rade sectels, gansiive finarcial infermatian, and compuiar

softwars; and may agpear in cost and pricing data or invedve classitisd mlarmatian,

*System” maars he gystem thal is ihe subject of this eontract,

“3ystem Life" mens ell pliases of the aystem’s development, production or suppest.

"Systams Engineerrg’ means preparing specificalians, identlying and resulving intsriaca probiems, develoirg tost roquiremens, evauatiry ‘esl dats, ard

sUpervisng design.

“Tachmical Cirection® means develeping work slatamants, detemmingg paremelars, cireniing other Conbactors” aperations, ar resafving lee!inical cantroversics,

(€] Resinchans: Tha Cantrartar shall pefom sysiems enginesdng ardias dschnical directiea, but wil nat have ovaial confrasi.al respansibility lor e syslam’s

develapmiert, integration, assembly and checkoul, or proguction. Tow perfies meeanize that the Contractor shall accuoy a Pghly influentiel and sAsporsible

pusian in catermining tha syslem's basic concepts and supersing their execution by ather Contraclars. Fre Cantrarioes Judgment and recommerdabons must

be abjective, impartial, and independent. To sveid e prospect of tha Cartractor's iudgment ar recommencations being inluenced Sy its own products ar

capebilites, it is agreed Inat the Con'racier is precilewd for tha [ife of the sysiem from award ol a Galt contrag: to supply he system or any of it3 majur

ampanents, and fram achng us 2 subcontractor or consultant to a Dal =upplisr for the Sysiem or ary of its Major conpuners.

[B-$117 8352 200-4002 CRGANIZATIONAL CONFLICT GF INTEREST — ALTEANATE Ill [AFMC) JUL 118/
(1Y AFMCFARS 5309, 507-300a}4])

As presenbed in 5309507 S0(a4). aad the fulovang paragraph (b o the basic clarsa sizhetantizlly as writlen.

{9 The Confractor may gain access o popnslary infermarion of other comparies during cortrac: pedorsarce. The Gontracter ag-ees o anler inla COMIEIA Y-
K-uempany agrasmenis 1o (1] pretect cther Somoary's indomaken lrom unauthorized use o Gisclosure ‘or az lann A 15 corsidersd srooetary by the other
Smpany ard 12} w rerzen froin wsieg ke infermalien for any suroosa ather than that for which if was fumished. For informalcn purpcaes, tha Contragtor sha)!
‘umish copées of these agreemonts o the Contraciing Officer. These agregrmienls ar not intandad tn pralact infartration which is availabie tohe Govesrnent ar
te the Joniraclar fmm ather soumes and femishied voiunianty wathout resnction,

I3-41 18, 5352.209-90602 ORGANIZATIONAL CONFLICT OF iNTEREST — ALTERMATE ¥ [AFMC) JUL 15
AV AFMCFARS 5308 S07-80a)15)
A5 aresenbad in S309.507-304a) (B), ao the follewing pavagraph |0 la the 23s8is clause, substantialy as witten. If more har ore Alemal s used, rerumtar

Ih:g parzgraph acgordingly.

B} The Contragtor sgrees to accert and 1o cormplela issuad delivery ovders, provided Ihar no new arganizational canflicts of Imterast are crmated by the
atieplarca al that order The Conlracting Officer shall identily the smanizatlonal gendlict of inteszst in eech omder. Tha Sonlzactar shal not conirac! with
Garemment prime Contractors or firsl-tier aubcontrachars in such a way as 1o creat an arganizatianal canflic: of inteens:
[B-411). 5252.208-3002 ORGANIZATIOMAL CONFLICT OF INTEREST - ALTERNATE ¥1 [AFMG) GJUL 1997

(AW AFMCRARS 5309.507-50a){7))
As grescribed in 5309.507-90{a)(7), add ihe Toliowing pararapt: ib) i the hasic clausa substantially as witier, |F aitkae Altemase !l ar I er both are used.
menLmber 1hrs parasraph ACCormirgy
fo)  The abeve mstrictivons shal be reluded in all subcontests, ‘earming arrargements, and olher agrasmants ealling far agrinmnanca af werk whizh is si.hjast

b the
arganizational conflict of interest rasirictions dentified in s clause, ualess excused in weiting by the Conlmching Otlcer.

IB-423. 5352215000 TRAVEL [AFMC) JUL 1587
(1AW AFMCFARS 5315,300-HHky
(ah The Ceitractor may be required to ravel wit the conliguous United States and ovemeas. The Cantacior may be requred b travel by

EMHmén:-pmuirjed frarspartation. T-avel equireeents wil be mimoursad by saparats voucher and must be acproved . advanca by Ihe Sanlsacting Ohicer. 3 -awe
miLirements will be identfied, proposed, and negalizied in indvicial task orders on @ coshEimburemant basis.  Bilabe tvel cosls are alr tae, groun
tra-sporation, and per diam crgte, rat laber Polrs. The Canlrzutur shall o8 msaorsitle for adtating ary oassocrs of visas acd -aking Tavet arrangemenls (o ard

Irm sty SOMRS localiar,
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" Per diem, aif fare, and al ather allowabée traved costs shall oo rembursad 0 acoomarce with the Faderal Acquisitien Reguidtion. Al
Irawal within averseas avcas shall be spproved n advance by the Confracting Offices
(2 Tha Geveniment may prvics Iravel 0 and from overseas work sies via Air Mobility Command (AME) fights, iF avarable. AWM trave
faas may be Contiactorpaid at involced to the Gavemment. The Gavermment will be responsible or obigining Tavel desarces sod ssusnee o any
rexquired] el rders,
) Lise of AMC transponation shal b= approved in sdvance by the Ceatracting Ofcer ar designes, Crders authanzing AME ravel will spaclfy the Corlractors
€ stomes Igenification Code (CIC). f the Contractar does ook have CIC numiber, the ordars wil state "special acsount handing: killing for AMC iranspoetatior wil; b
‘orwar 2o 10 __ RS Information Systems, Inc., 1651 Oid Meadow Read, 5 Figor, McLean, ¥4 22102 5 Lise of AMC transponation is sutjed! o avaiiatility,

izl Tha fravel CLIN is intended bo pay for favel oceurring 4t the dimcion of the Govemment, perfammed ir conjunction with & specific rip autherzad in a Lash
arder. Trawel oy clenigal suppart pevstane] shall be appioved In advarce by the Conlracting Cficer.
IB-24 53522158010 TRAINING [AFMC) JUL 1957
{LAW AFMIFARS 5315 208-80())
1] *Nhen training is corducen o a Govemment sile, Govemment-turilshed facilifes and equipmerl will be ulilzed incuding classroams, averhead QMCECiors,
screen, chalkboaras, and aquiprmend installed undar this contras,

e The: condesctor shall be responsible o
(1 Fumnishirtg all fraining maruads, schematics, drawings, charts, and fransparancies required 1o corduet ‘raining. A cooy of all iaining maeras wil
be provided to tha Govemrrant Functona) Aiea Evaluator [FAE)(ses AFMCFARS 5337.51) for review ad approval -
i Fuinishirg all equipment necessary to effectively conouce tha training program excapt equipment that is specificaly identiied slsewners it ‘he
conirac: 25 being fumished by the Govemment; and
! Cueaducting fonmal Wiaing spproximalaly eight hours per day [Recdugng weekends and Sovemmert helidays),
i The govemmernt FAE wall be he pamt of contact f coartinafing raining dates.
iS-2400, 53820170010 ASSOCIATE CONTRAGCTOR AGREEMENTS (AFMC) JUIL 1887
(IAW AFMGFARS 5317.92013a))
A} The contraclar shall enter into Agsoriate Ceniraclor Agreementa [ACA) for any porion af the contract recuining joiat parficipstion m he aczompliskanen: of
“he Ghwermment's requircrment,  The agreements shall include the hasis for sharing infurrmalian, dats, echnical krowledg s, experise, ando resousces essantis
i PR inteqration cf the WRIGHT-PATTERSON INFORMATION TECHNOL O5Y SUPPORT which shall ensure *he greatest dagres of cooparafian “or e
develcerent uf lhe program o ineat |he terma of the contract, Associate contractors are listed in (h) below,
i1 AZAs shall include the fallewing general snicrmealian:
17 Idandily the associate contractors and treir relation ships.
2 loenlify the program nvcived and the relevan! Govammend eonfracts of the sssacas contraciors
i3] Zesoriba the associate contractor intertaces by general subjec matter,
i) Zpecty the sategores ofinformation b ke exmanged or support to be arovided.
‘B Incude ihe exgiraian daka or evens) of the ATA
G Mdenlity poteniial condicrs Sotweon rolevant Tovarment Siatnc's ana ihe ACA; mnciude sgreemancs on arelecion of propeletany datn and resticticns on
eingloyees.
i€ A copy of such agreement shall be provided 1a the Contractng Séficar for review befors sxecition of the document by *he sooperating cantractors.
i} M¥ething In tha foregeing shall affec] comgliance with the requirements of the clause at 5352 2099002, Creganizational Confich of Interast,
le)  The Contracior is nof releved of any coniract requitements ce enfitled fo any adjustments to the contracs terms because of a failure to rescive a
dizagracment wilh an assogiate wniachr,
fi Liabliey for the impecper disciasare of any aropnatary data contained in or referanced by any agresment shall rest with the parfies to the agreement, and aat
lhe Sovammet
9t Al costs asseciated with the agreements afe mcludad in the negoliated cost of tis contract, Agreements may be amended 25 “oquires by he Gaverr irant
during tha per'omnanca of this confact,
iy Tne following confractors ane associale coniraclars with wham agrements ae requined:

COMTRACTOR ADDRESS PROGRAMICONTRACT
TBD

tad
-
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IB-487,  S352.277.9000 EXPORT-CONTROLLED DATA RESTRICTIONS LAFNC) JUE a7
{IAW AFMCFARS 33276011501
t&) For the arrpose l this clauss,
i1 Foreign person is BNy parson who is not a cizen or natfanal of the WS, o lawfully aurilad Io the 3.5 for pemarent reslderce undwr tie
Immigration and Matiorality Act, aik! inch.des fansign corivmbors, intemational arganizatiors. ard feroigr govemiminls:
) Foreqgn reqresertative is anyars, tegasciess of retionalily or chvanship, acing as an anen, wepresemaive, Jificicl, o 2mployas of a fosign
govemmerit, 4 loregr-owned or inflenced fim, comoration or person;
(3 Foreign scurces are uss scurces (venders, subooniractors. and suapliers) swned and sortmied by a foreign semsan; ard

{99 “he Conlratar shall plsce & clause . subeontracs contaming appropriate export conlral restricticns, set furth in Ihis piavss.

() Matting in this caizss waives any requirenient impagsd by av ather LS. Gavemement agency with mspadd to ereployment of foreign naticnals ar expnr
canialled datz and infarmalion.

Iy Equiorrent and tachrucal data genestedf o dediversd under this confrmct are conlmlled by Fe intematicral Traffia in Arng Fegufation [TAR), 22 CFI2
Sechions 121 hrough 128, An export licerss 1= equited belore assigring any farsign saures to pedam work undsr 1his conimet ar bsfara grarting access ta forgigr
persuns to any equipment and (echnical data generated or delivered durng perfanmnance {ses 22 CFA Sacsion 125}, The Centractor shal naiify 12 Contracing Oifcar
and eblain weiten apgeceal of the Conleacting Officer priar 1o assignmg or granting 3ctess b any work, equipment, or technical data ganaratad ar drdvesed under this
cariFact fa iomgn parsens o their representatives. Tha natificafion shal inglude the reme ard souriry of oegin of ha frreir parson or representadive, Ihe spacikc
Wik, cquipment, or dala [e which Tie perscn wall have accoss, and whether the famign person 's cleawd by have access (o technical data [Calr 3220.22-M. Maticnal
bndusirial Securty Program Operating Manual {MISPOM)). . : .

IB-463C. 5352.227-9002 VISIT REQUESTS BY FOREIGN-CWNED OR CONTROLLED FIRMS [AFMC) JUL 197
(1AW APMCFARS 5327 9002(R )
{2 Prime Canlraciors which ara fareigre-owred or controlled and require access to g U.S, Govemmenl installabon shed subrl wsrt mguasts *hmegh ke farzign
embacey 1 Washirglon, 0.5, ot least 20 daya prior 1o tha prapesed visi date.
1] Subconteackds which are fored-ownad or contralled and require sccass n & U 3. Soverresert installafion shall have Heir priree Cunlractor submit & wisit
reaues Inthe securty poflce office of the base boing visiled & leas two wecks before the solecled Teelng.
1zh Canadlar Gortactors and Canadian guiemmant employees may dreclly amangs wisils by hang their securty affee submit 2 visd mauest o e FRLUNYY
palicy alfica ot tha hase heirg vsited at leas two weeks defur: the scneduled mesting,
[-4CAC, 532.228-9001 INSURAMCE CLAUSE I[MPLEMENTATION {AFMLC) JUL 1997
{IAW AFMCFARS 532891 0(a) and 5328.311-1)
IE-3852,  53R2237-9000 EMPLCYEE QUALIFICATICH LAFMC) GJUL 14994

(AW AFMCFAR S 5307, $10-304a))
The Cantratior shell essgn emplayeas lo his contract wha possess lhe qualiicasions reguired by the contact, To subganioos the emplovess' quallicalicns. ke
Conraetor shall submif 4 resume o the Contracting Cficer ‘or each empleyee parurming serices during e lem of the contract. The msumes shall be dofivered K
tre Canirachrg Otlcar witkin two weaks prior to the !ost week hat the smployae parforms seraces under the cenbact ar prior lo the fiest Billirg tor sarnces periomad
oy Ire empayce, whicheuor dole is e eatkr. The houry rate biked by Ihe Contractar lar an emplryee wha does not meat the raquired qualifications may be
wniiaterslly adjusted dewnwam to a wage rate that the Conlmcling CHficer delemsires bo oe aopocrate. 1 e Contractor hes arsady recenved aayment, the
Loniracting Officer way make aciustment an the raxt nvoice or requite sepaymant by Ine Cordracter
[B-486C. 352 237-9001 CONTRACTCR IDENTIFICAYION LAFME) JUL 1957
(W ARMCFARS 5337, 110-30(E))
L] Conmractor persanngl and thesr subcantraciers mus! identify theraalves as Santmclars ar subcontracios during meetngs, telephoie serversatiions, in
elecimric messaces, of COMRERCAGErS: Miated 1 this coniracl

() Conireclar-accuped ‘acilities {on AFMC or other Goveminen! installations) such as offices, scparale moms. or cubicies must be dearly identitied with
Cartrctor suppllsd slgns, name plates or other identificabicn, showing thal thase am work areas for Cortraclar or subcontraciar parscnel.
0-515C, 53522455004 BASE SUPPORT |AFMC} JUi 1T
{18 AFMTFARS 5345.106-908))

Base supcart shall be proviced by the Gevemmen o he Contactor in accordance with this caiss, Failure by the Sentracior io comply witn e equiremants
of this clai s shall rleass tha Govemment, wilkout prejueice, Trom its obligation ba provide base suopar by the date(s) equired. |f wemarted, and it the Sontracor has
complied with the requirsments of his dfause, an equitatle adusant shall be made il the Gavemmant ‘ails by provide base suppnr by tha data(s) maquind.

(2 fase support incldes Govemmentoontmlisd working space, materal equiprenl semices (including adtomatic dala

pracesairgf, or otfer supgort (Baciucing use ol the Defeqse Switthed Network ([DSMI} which the Gaovarrment de'errines can o made availakz 2

ar harh, any Air Dance ingfallafian where this eontracl shall o8 pedommed, All Govemmeni propedy in Ihe passession of Ine Gontracion, froviced

thaowgh the Dase support dause, shat De used and managed in accogance wih Ihe Governmerd Freparty clauses.

Page 38
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i} The Alr Foree installations providig the support shall be Rsted in subparagraph fe). and the Govermment
sUppart bo be fumisher! by each instaliation under this coniract shall be Reed in supargraph ).

(ch Unlass otherwise stipulated in tha conirast scheduls, support shall be pravided on a no-charge-

for usa basiz and the value shall be a part of the Covemmant's contract conslderation.

{d) The Cantractor agress 1o Immediaely report {wilh 2 copy o e cogrizant CAC) inadequarias,
dedectve Govemmant-Fumished Proparty (GFF) or ponavalabiity of support stipulaisd by the corract schedile,
togeiher with a mcommended pan for obtalning the feqjuire] support.  The GOvemment agrees Io determing (within
10 worktays) the valldly and extert of the invebved requirement and the method by which it shal be fuflled [e.q.,
purchase. rental, lease, GFP, iz, Faciflies shall net be purchased under this dauss. Adflonsty, tee Sontracior
{or autherized iepresentalive) shail nol purchase, o olheraise fumish any base support requirment providsd try the
clause (o authoriza olfiers 16 do so), without prior witen approval of the Contracting Cficer maanding the pdce,
ferms, and ceneittons of the propased purchase, o spproval of other amangements,

{&) Following are Installsfions where base support will be provided T BE SPECIFIED ON
IMDIVIDUAL DELVERY ORDERS. —

H] The Govemment support i be fumished under this contract is TO BE SPECIFED 95,
INOMIDUAL DELIVERY ORDERS. Because of the natum and locaian(s] of the work parfgrmad, tie value of such
snuipment |s undeteminabve.  The Contractor shal nat incur any cosl msuting frem norsupport pros by Gontracting
Officer concurrence in accomance with this cause.

B-3150, 5352 245-9004 BASE SUFPORT - ALTERNATE| [AFMC) JuL 1997
HAW AFMCFARS 5345, 106-80{3))
Add the fdlowing paragrap (g 1o the basic dagse:

)] When this cortract I 4 cosl, cost-mimbusement, time-and-materials, of labor-hour conirac?, the Contractor agibes
thed n tha parformance of this contract ar any major subcontradd no direct of ipdiec] costs fow property will be incurred il e
Govemment dedermines that poperty s available = or through any Air Force installaiion whens this conlract shall be
pertaemed. Only the pricr written approval of the Contracting Officer can retieve the Contraclar from this sestrickion.

PART IN - LIST OF DOCUMENTS, EXHIBITS AMD OTHER ATTACHMENTS

SECTIONJ
LIST OF ATTACHMENTS
L&)l listed wHachments arc af the end of this document]
FLIM NR e LATE B PAGES
0D Farm 1423 Exchibit 1, Contract Dala Requirerments List 15498 B
00 Fomn 25¢ Exhifit 2, Contracy Secury Zhassificaton Specficaton 106 ALG 59 i
Apperdix A - Statement of Chisctives 24 hoy B9 4
Appendiv B S Stegary Dasciption and Qualiications 2EMow 58 5
spcendie Wage Deterrrination 2T MAY 35 8
342419 RSV

Aprenaix O Lrmided Labar Rate Chart {Unknciwn dated by Offarory
Appendix E Altamate Disputes Rasctution Memerandum of Agreament (Unknown-dated by Cffernry 2
Alch Sectian L 10 Mov 95 kL]
Alch 2 Secton M 10 Mov 93 G
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EXniocic . FI2I0UL=YN ==

CONTRACT DATA REQUIREN. TS LIST Farm Approved
UOME Mo, OT-0168
PLEiIE rapntiny beordien for this ciledion of imfarmlen & asimated G aveagn +40 ows PAF Peroanies, nuluding rha ome far fevewing Nenudtions, scACiND ewting 44t
Hureks gittunng ad manrtaniog lhe dabs resded, snd Cemateliy and invawing 1ha caliection of rormialion Sand asmeninds riegarding Lhis burdnn soalimacs ar any olhsr
BAPACE ¢ (1iE coMclor Of inlonnadion, mnluding SUggesions or redusnip tris burden, &2 Dedpariment of Dirnsn, Washlrdton Headquarluis Sorvons, Direstarade for Infanmiakun
Qperabors ard Hepots 1215 Ieffiorso Dewis | Fghtaay, Suila 1304, Arlingtan WA 222024402, and La Ihis s of Marsgement and Buclyet, Pampare ok, Redudion Fraecl
(UAUA-UBE) Wastareon G 20502 Plyase DO MUT BETUAN yrur fomm 10 e thar of hage akh esses Bare COMpkted T 10 U Gusemment (330l Sentact ng Gicn
e Cudiacd PR M Sshod in Bkoe: £,
A CONTRAGT LINE ITEM NO. B EXHIBIT C. CATEGORY:
ey ™ X GIRER
0. SYSTEMITEM E. CONTRACTIFR ND. F. CONTRACTOR
1. DATA ITEM NG, | 2 TITLE 0 F OATA TEM 3 SUBTITLE r Emu:r:
GROUR
A oo STATUS REPORT

4 ALUTHORITY {Data Acquisition Bocoment Mo | 5. CONTRALT REEERENGE & REQUIRING GFFICE |6 TETIMEATED
DI -WGRAT-BOSGEE-M ) TOTAL PRICE
7. DD 250 REQ 9 DIST STATEMENT 10 FREQUE NS Y 17 IWNTE OF FIRST SHEMISSION 14 ‘DISTRIBUTION

REQLIEEI] f|.|||:1|1th|:-‘|I b COIFI=S
eArE CODC 11. &5 OF DATE T2.0ATE SUBSCQOUENT SLARMISS | a izl

ADDRESSEE
Coan Rrg lrpm -J
| 5 REMARES AECEIECHP 1 .

BLKS. 5 through 14, As cited on each Task Order.
Send s copy of the monihly Status Report to 88 CESCXKE, [
3. PRESARFT BY H. CATF I APPHQVED BY J DATF
Fatricia A. Hall 26 OCT 99 signed by: Charles Schnegganburger B OC g3
D0 FORM 14231, AUG 96 (EG) Pravicous citiony ure cbsoia

11891183

Page | of g



EXOipiT 1 FAdbUl=-¥o-N-9ns

CONTRACT DATA REQUIREN. TS LIST Fonrn Appraved
CIMF Wo, D704-0TBS
Puhir: reprrding bungsn far this. ealkéction of Nfarmabor: e eslinuted 10 AUArARe 440 FEUTE T MEEROTES, wicluelig In b oo revwwing nstnuctions, Bea g vkising Aaka
RRUMTAR, qAMBrng ard manldinng fe dala neadad, ad wunpmimp A rewlewing the colecton ab nfanulion Beed rommanss reqaging s burden sslinaly ar any nihre
apact af 1h13 colleetizn of rfarmabon Incilding sspeslions Tor mdigieg s Burdss, 1o Dedpartmani af Cefense Whshington Hesdguanars Seeycas, Direclundo far Infmetian
Ciperationa and Repans, 1215 Jeffersan Uavie Hglsry S.itn 1304, Arinmen WA 25200-4002 and b (1w Offes: of Manrgament and Duags, Pacsrwors Reduslion Broert
[T 0=0185), Washingtan 0.C. M08, Flease 00 HOF AETLIRN yaur form b sithér of hees addeesss Sand compbabad doem 1o the Gavemmant Isaug CavLiaczing Cffiner for
1w CantrastPR Mz Isled - Bk E
A, CONTRACT LINE ITEM NO. B. EXHIAIT ' C. CATEGORY:
o M ox QTHER,
D. SYSTEM/ITEM IEfCDNTRﬁCﬂPHNU. F. CONTRACTOR
1. DATA ITEM NG, | 2 TITLE O F DAaTa ITEM 3 AR 17 PRCE
GRGUP
A o002 TECHMNICAL REPORT/STUDY SERVICCS

4 AUTHORITY [0k Acquisition Document He) | 5. CONTRALT REFFRENGE 6 REQUIKING OFFICE T 10, ESTIMATEL
CH-MISC-80508 TOTAL PRICE
NSRRI 9 DIST STATEMENT | 10. FREQUENCY 12 LWMTE OF FIRST SUEMISSION | 14 1115 FRIBEITION

REQUIRED b COTIES
A AFF CODE T ASOF 1WA IR 13 DATE SUBSCAUENT SLUBMISS | a 1 Fimal

ADDRESSFF
et ;1] Rupas
16, REMARKS ~
BLKS. & lhrough 14: &g cited an each Task Crder,
The Technizal Report shall document majo events that ocourred during the specific
time period. They shall atso dooument the steps necessary to accomplish the
identitied tunctiocnfopearation.
G, PIiLe 8C D BT H OATE | APCROVLD OF T DATE
Fatricia & Hall 19 JUL 95 rigned by Charles Schneggonburgen 19 JUL B85

LD FORM 1423-1, AU 98 [EG) Previpy s eoiions are chsolate

*1R1M1R3

Page 2 o &



hxopaioar 1

CONTRACT DATA REQUIREN.

TS LIST

Form Approved
OMB W0, 0F04-D158

Fubilic: mparhng buroan far e calecioe: of imfomatan s asbmalad o aenrs

e Conrmct P Mo sl i Alor E

18 0 Ficurs por rasporese, s B fime bar Iviewing Inginlkens $ea Che sxishng e

s, patharing And mantanny e din neaded ardg COmpRery urel mplewmy fm colischon of imfnmaton Send cominands reqarding thia Burgen estinds o any atrar
st of i esliection gt Alerrnalion, nEuhng sugawshons lor reduing this burdan, la Dedaartent of Rafares, Washridan Hedquartars Servicws, Lrecioralo Far Infrermasies
Qparaliony end Repars, 1215 defieeson Dava | ghway, Sube 1204 Arfngion VA 22004302 a0 tha OMles of Maagineet and Budge, Paperaors Redisdinn Proer

(AP 0A-0183 |, Washingtan 0.6 2853, Plegse DO NO1 HETLRM wror BN a aihee o theee wlilennas Sops =empleed lwn In the Covamment Issuang Cormeaming Sffiser fgr

A.CONTRACT LINE ITEM KQ. B. EXHIBIT

C. CATEGORY:

(1 ™ K ATHER

D SYSTENITEM

E. CONTRACT/PR NC.

F.CONTRACTOR

FidpoltL~Oo-H=-2Uh4

DD FORM 1423-1, AUG 98 (EG)

1Ly

Frevious aditians are obsoiule

Page I ol &

T DATA ITEM MO, | 2. THLE O F OATA TTEM 3. SUBTITLE 7 PACE
GAAL,
& 0003 COMMERCIAL OFF-THE-SHELF MaNLIAL

4 ALITHORITY (Data Acqulsition Docunuent Ne.| 5. CONTRALT REFEREMCLC & REDVHHING OFFICE 18. ESTIMATED

DI-TIASS-BOS274 13TAL PRICE

7. DD 240 Kk} | A DIET STATEMENT 10. FRCQUENLCY 12, DATE QF FIRST SLMMEMISEION 14 1HETRIBUTION

_ REQUIREN k. CAPICS
8 APP CODE ] 11 A5 OF [ E 13.04TE SURSEQIUENT SUBMIES | 2 Final
ADDRESSFE
O-an B3 Repm
18 AEMARES
BLKS. & through 14:A% ¢ited on each Task Order,
|
G MREFARLCL Y H OATE | AFFROVED BY 4 Lale
Fatricia A. Hall 19 JUL 99 signed by, Charlas Schneggenburger 18 JUL 99
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CONTRACT DATA REQUIREN. TS LIST

erm Agprowved
{IMB We, QTC4-01 88

Iz Crevrar2PR Mo, k=g 0 Olesk L,

Publiz rapariing burden for Ihs colkeution of mformetien 5 #stimabed to aneri]e: ddl) Mours. edr ressarss chding tha e foe eI Irsluchors, saarching &nslicg dala
$EUTCRE, QAN and nnaimaining the dede nesded, and corpleling and reyewing the collacien uf wlermation Send S&nmaris saganding this baren et o sy oller
A4paclaf this dobenlun ol infnrmetion, Inckading suggesikaie for rodicing g Eurden, o Ledparbuee: of Netensa, Washingtan Headyuarters Remira, Desctomeg 1o lonmatio:
Uparaliovas @ Reports, 1215 Jafferson Davis Higrway Suils 1904, Arlington Wi LEEN A, wnd Iohe QFee o Manageranl and Budgel Paperwark Reccton Fagpe
(0704 C1BR). Washinginn 0 C. 20505 Flease 00 MUT RETUAN your fo0m 16 &ivr b fhiss adessns Sare comphited om0 e Guverrmam 19806 Cantacig Gl for

A CONTRACT LINE ITEM NO. B. EXHIBIT

C. CATEGORY:

|4 AUTHORITY [Cata Acquisifion Darimment Mo}
DI-MGMT-BT1453

Tor ™ Ll HER
D. SYSTEMATEM E. CONTRACT/PR ND. F. CONTRACTOR
1.DATA TEMND | @ ITILE (OF DATA ITEM T STETTLE e
AQona DATA ACCCSSION LIST GAAL
5 CONTRALCT REFERFMLE = HEQURING OTTeE TG NETED

IJTAL PRICE

BLKEE. & through 14 A= cied on each Task Order.
BLK. 14a: Send a copy of the Dals Accession List to 88 CG/SCXP as raquired.

N v F ) B DIET RTATFMENT | 10 FREQUCNCGY 17 DATE OF FIRST SUBMIGSION | 14 DIETRIBUTION
’ RFEGILIKED As requireg b CORIES
EAPP CODE r 11. 45 OF DATE 13 DATE SUBSEQUENT SUSMES | a. Fingl
AlLIREESEE
=0 ] Rep [Ee)
16 REMARKS Ab CGISCX P 1

M MATF | APFRUVEL HY

28 OCT 99

. FRFPARED BY
Fatricia &. Hall

signed by: Chanles Schneggenburger

) DATE
26 OCT 99

DD FORM 1423-1, AUG 96 (EG)

B! A2

Fage 1 of &
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EXOlioac L FI3QUlLl-a=-nm-Tuns

CONTRACT DATA REQUIREN. TS LIST _ Form Approved
IME Mo, 07040188
Eubili: roparting heaman for ehig SllRCGr of MMt i eslinater oo Awarege #40 hears per EEpCNGE, nolding Mn ime 1o eaBwing INSIUChanE soarcmey erishng ipR
snieres, gachering end Mankaining 1 Sata neaded. ard com pming snd r2y¥.ewiny (ke calectan ol mlunration Bend eommandy regarding ek burden mslamatn or any edrer
Rapact of this coliecean of infeemidtion, noudng suggestions o raducig ®id burden. 2 Dedearlinenl of Nefanoe Wethinglon Headouarlars Sa vicas, Rimeismta 1or Irfeeen ation
Operatont ard Reports, 1210 Jetlarson Do Minhasy, Sulla 1704, Arlington WA Z2Z02 43, and o kha Cffes &F WanageTml and Budget Faprewnrk Redustior Projec]
WTea B Yashinglen 1 L. 30509 Pleasa D0 MOT RETURN waur torm 1o e#ren of lhesa aidroases. Send campkatad fan 1o lbne Gowermmen 19aung Somrasting OPizer o
38 CoriracttMH M. kel i Block E
A CONTRACT LINE ITEM HO. B. EXHIBIT C. CATEGQRY:
oo T X NTHER
[ O SYSTEMATEM r E. CONTRACTIPR ND. F. CONTRACTOR
1 DRTA ITEM N, 2. TITLE CF DATA ITEM 4 BLIRITILE 17, FHICE
GHOUP
A QOGS FLINDS AHD MAN-HOUR EXPENDITURE REPORT
4 ALTHURITY (Dals Acguisifion Bocumen Ma.) L CONTAALL] HEFEREWCE A REZUIRIMC OFFIZE 18 FS1IMATER
DI-FMNTL-B0331 FARA. 9.0 ) _ TOTAL PRICE
¥ 00 250 KL 3 DIST STATEMENT [ 10. FREQUENCY 12. DATE OF FIRET SUBMISSION | 12 OISTRIBUTION
REQUIRCD Monthiy b. COPIES |
BAPPCODE 11. 7S OF DATE 12.0ATC SUBSEQUENT ZLIEMIES | a. Finar
ALNIRESEEE
Oiul By T
16, REMARKE T BA CGIECKP 1
RLKS. S through 14: A% cited on each Task Order,
Send a copy of the monthly Fund and Man-Hour Expenditure Repuort to 88 CG/SKCE.
= FREFAREL BT H GATE T SCPTOvET OF T DATE
Patricia A. Hall 28 OCT 99 sinned by Chares Schneggentburger 26 00T 58
OO0 FORM 1423-1, AUG 88 (EG) Frewuws editions ere oasolats

1 el

Fage 5 of &



EXnDloic L FIidpyL - -—M=Hlag

CONTRACT DATA REQUIREN TS LIST Farm Apprewver
TIMB Mo, QF04-01 08
Public rwcartng burden 1o hes waliertion of afarmation 5 esbmated T avmragn 40 nours par reeeorEs inckidng hin ime op FEvitwing INFTUCL NG, st hing ensting deta
FLJrcas, Qatnanity aral rudirtuinmp Ha daes reaced, and comakelu g and reviawing the sallscion of milcination S rONTMARS segarding 1his b s estimmn o pey Doy
aspacl of e colknd vl mlurmeding Inekeding Suggwstiens Ko radusing ths Burgen, 10 Dwdpartmenk af Defunsi Washnglor |eadquares S, Drerinnacs o [Rlos stite
Upstahovie awf Repors, 1718 Jeffarsan Davis Highaay, Suile 1264, Ardingkon e Z2202-3902 a1d b e Do af Maragemen ang Hudgat. Papurasck Rodioen Frojes
(N7N4-CARE|, Washinglor .2, 23503 Phease D0 NOT RETURN your forn s #dRer of 1hesa add psses Srad ramplalad o Lo ihe Woverss el lssuieg Contractng Qficer for
the Corkreetill Na. ls2ed n Block £. .
A, CONTRACT LINE ITEM NO. B. EXHIBIT C. CATEGDRY:
TOr ™ ¥ aTHCR
0. SYSTEM/|TEM E. CONTRACTIPR NG, 'F. CONTRAGTOR
1 MATA ITEM MO 2. TITLE G F DATA ITEM 3 SUBTITLE 17 PRITF
GARCHIP
ADDOG COMPLITER. SOFTWARE PRODUCT CND ITEMS
4. ALUTHORITY (Data Acquigdun Bocument Moy | 3 CONTRACT REFFRENGE ; A RECIRING GFFIET 16, EETIMATED
Dl -MCCR-80700 TOTAl MRIGE
7. 0D 250 REQ BNlE SIATEMENT | 10 TREQLENCY 12 DATE CF FIRET SUBMIGSION | 14 CISTRIDUTION
RECINRED b. COFIES ( _
HARF CODE 1. A5 CF DA IR 12.0ATE SUBSEQUENT SUBMISS | o Fina'
ALNRFASFE
Crak R REFD
16 HEMARKS
BLKE. 5lhrough 14 &g cited on gach Task Order.
T FRFPFARED BY H NATF I. AFPRAOYVED Oy 1 ok
Michaal W. Dureiko 19 JUL 99 signad by: Chares Schneggenburger 15 JUL 85
DD FORM 14231 VAUG S6IEG) Frevious edifans are absolate

1R 1AL
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Exhibit 2

FoAoULl-—yy—E—-9ihs

DEPARTMENT OF wcFENSE

[ i ¥RCLETY ASPRCTE OF this effurt)

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

The regoirerrents of ths Nalfd indusinia! Securty Mamital apnply

1. CLEARANCE ANL AFEGHARDING

8. FACILITY CLEAKAMCE REQUIRLD
TGP SECRFT

b LEVEL OF SATEGUARDINTG REQUIRED
N/A

2. THIE SPECIFICATION (% FOH: /¥ saif compite a5 anoiicants)

3. THIE_ SP‘EGIFlﬂﬁTI{jih' I5: (¥ arnd canrpiree 88 apaficabia)

a FRIME COMIHAL T KIIMBFR

¢ I

a. DRIGINAL (Crvempliste dare o0 afi sasms)

Date revasagogn

Y4 08 10

L SJBCONTRALT MUMBEA

b REWVIGEL tuperuedes Erwon i M

alfi prewinys specs)

Drate ¢ v rdeas1n:

¢ SALICITATION QR OTHER MUMEEK

X F3360) | -94-R-452

9% 10 15

DUIE Data ' ¢ oL

1 FINAL (flamplere frem 5o gt cases)

Diate rraseoo.

L_

4. 15 THIS A FOLLOW QN CONTRATT? : YES

Clagaified maeer ai rrcaivad or garerat=:l ander

) ] NIT O HYes. comalete the follcwiry.

IErernding Coarraer Momper)

12 trarialeraul ta 1hos {allawe-an canirast

5. I5 THIS A FINAL DD FORM 2547 | ] ves

In "ERpONSE 10 TE LoRTrAR DD S recuasred ared

| X | ML} I e, complets e follewing;

, retennom gt the wantitiad o azalied malenal is authnezes 4gr the paru}.] 1l

£, CONTRACTOR #enctorcte rn.rnmrrcu;l.' And Gavermment frfine fCAGE Lode

o WAME ADDRESE AMND ZIF COLF
Reference Souree List

b CﬁGE. CODE

MNiA (MA

COGN'ZANT SECLGRINY QFFICE (heme, dodess, and Zip el

7. SUBCONTHACTOR

3 MAME. ADDRESS. AN AIF CLNF
M A

b. CAGE Coie | .
& A M
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Exhiibit 2 FI3a01-99-E-9052
ADDENDUM TO DD FORM 254

08 February 199y
USE OF SPECIAL INTELLIGENCE MARKINGS

I. Authorized Control Markings of intellipence Information

a. "Dissemination and Extraction of [nformation Controlled by Originator (ORCGN)".

This marking may be used anly on classified intelligence that clearly identifies or would
reasonably permit ready identification of intelligence sources or methods that arc particularly susceptible
> countermeasures that would nullify or measurably reduce their eflcetiveness. It is used to enable the
ariginator tn maintain conlinuing knowledge and supervision of the further use of intelligence bevond the
criginal dissemination. This control marking may not be used when access to the intelligence
information will reasonably be protected by use of ils classification marking (i.c. Confidential, Secret,
Top Secret}, or by use of any other control marking specified herein.

b. "Not Releasable to Forcign Nationals (NOFORN)"
This control marking is used to identify classified intelligence material that may not be released

in any form (o forcign povernments, foreign nationals, of non-US citizens without permission of the US
Ciovernment originator, and then only when reieased in compliance with the National Disclosure Palicy.

c. “Authorized for Release to (Name of country(ies)intemational organization”

This marking is used to identify classtfied intellipence material that the US Govemment
Ciriginator has predetermined to be releasable or has been released through csiablished foreign disclosure

channels to the indicated country{ies) or organization.

2. Procedures Governing Llze of Control Markings

1. Any recipient desiring to use intelligence in a manner contrary to the restrictions established by
the control markings set forth above, shali obtain the advanced permission of the originating agency.
Sucly permission applies only to the specific purposas agreed to by the originator and does not
aulematically apply to ell recipients. Originator will ensure that prompt consideration is given to
reciplents' requests, with particular attention to reviewing and editing i necessary, sanitized ar
paraphirased versions 1o derive a text soitable for release subject to lesser or no contral markings.

b, ‘The copntrol markings authorized above shall be chown on the title page, frent cover, and other
applicable pages of documents, incorporated in the text of electrical communications, shovm on graphics,
and associated (in fult or abbreviated form) with data stored or processed in automatic data processing
swstems. The contrel markings also shall be indicated by pareathetical wse of the markings abbresiations
at the boginning: or end of the appooqpate potions. IF the contrel markings apply e severad or all
partons, the docomeat may ke marked with a statement to this effect rather than markiog cach pertion

inedividually,

¢. The control markings in paragraph anc {1) shall be individually assipaed a1 the Goe of
peeparation of intellipence praducts and used o conjunctivn with seeurity classifications and atlie
markings specificd by BEO 12958 and its implementing 1500 Directive. The markings shall be carried
forvvard 1o any new format in which the same informalion is incorporated including eral and visual

[resentations.

age 3 of R
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AL ADIIN TO DI FOXNM 254
2T Octobher 1994

GENERAL INTELLIGENCE MATERIAL/TFOREIGN DISCLOSURE

i, Special Requirements for General and ¥oreign lufclligence Material. In addition to the
requirements and controls for classified material, the Directar, Central Intellipence, sets up
additional requircments and coatrols for intelligence n the possession of confractors, The

contractor musi:

a. Maintain contral of all intelligence malerials released in his or her custody in accordance
with DOTY 5220.22-M, the National Industdal Scourity Propram Operating Manual (NISPOM),
January 1995, paragraphs 5-200, 201 and 202 for control. Contractors agrees that all intelligence
material relaased, all reproductions and other material generated (including reproductions) are
“he property of the US Govermnent.

b. Maintain control of all reproduced intelligence data in the same manner 25 the orginal.

c. Destroy intelligence materials in accordance with approved niethods identified in the
WISTOM.

d. Restrict aceess to those individuals with a valid necd-to-know whe are actually providing
services under the contract. Further dissemination to other cantractors, subcontractors, or other
government agenciss and privale individuals or organization is prohibited unless authorized in
writing by the Contracting Officer’s Representative (COR) with prior  approval of

ASOMAIC/POA,

e. Not release intellipence data to foreign natiopals or immigrant aliens, regardless of their
security clearance or contract status, without advance written parmission from the COR, Forcign
Disclnsure Policy Qffice (ASC/SYSR), and ASC/NAICTOA.

f  Fnsure that each cmployee having access to intelligunce material is fully aware of the
spocial security requirements for this material.

 Refurning Intelligence to the Air Force, Contractors must return intelligence data to the
{OT. a1 the termination or completion of a contract unless the COR las piovided wrilicn
approval for the contractor to retain for an additional two years. retention is required heyond
the twa year period, the contractor must again request and receive written rotention authority
ftom the COR. If the COR grants retention authority, he or she must provide a copy of the

written spproval to ASC/NAIC/POA.

5 Release of Classificd and Unclassificd Information to Foreign Government and Their
Represcniatives. Any military activity or defense contraclor repeiving a request from = forergn
povermment or a reprosentative thereof, for intelligence data about this program, shall forward the
reues! o ASCYSYSR and ASCMNATC/POA, Information released undur Fareign bilitary Sales
(FRDS) must comply with the specific USAF diselnsure guidance jssued for the specific FMS

AN
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ADDENDUM TO DD FORM 254
Bevised 4 November 1993

I3

EMISSION SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY ASSESSMENT REQUEST (ESAR)

POR ALL CLASSIFIED SYSTEMS

1. The contractor shall ensure that compromising emanations {EMSEC) conditions related to this
contract are minimized.

2. The contractor shall provide countermeasure assessment data to the Contracting Qfficer (CO), in the
[otm of an ESAR. The ESAR shall provide only speecific responses to the data required in paragraph 3
below. The contractor's standard security plan shall NQT be used as a "stand-alone” ESAR response.
The contractor shall NOT submit a detiled facility analysis/assessment. The ESAR. information will
be used to complete an EMSEC Countermeasures Assessment Review of the contractor's facility to be
performed by the government EMSEC authority using current Air Force EMSEC directives. EMSEC
is applied on a case-by-case basis and further information may be required (o complete the review, The
contractor shall provide this inforrnation to the CO when request=d. After the evaluation of the ESAR
by the government EMSEC authority, edditional EMSEC reguirements may be nocessary. When
changes to the information required in paragraph 3 below occurs (including, but not limited to,
relocation, additions, or deletions of equipment from the original approved room), the contractors shall
notify the CO of these changes. Upon request, the contractor shall submit to the CO a new ESAK,
identifying the new configuration at least 30 days before the change occurs. The contractor shall NOT
commence processing with the new configuration until receiving, as a minimum, interim approval

from the CO.
4 *ESAR contents shall include, as a minimum, the following information:

a. The specific classification and special catcgories of materjal to be processed/handled by
electronic means. Include percentage of each classification level used including unclassified (i.e., 5%

Top Sccn_:f., [0% Secrat/SAR, 25% Secret, 60% Unelassified).

b. The specific location {complefe address, building/roatn number, or oflice) where classiled
processing will be performed. Include identification of any other contractor/company located within

200 meters of the facilify.

e, Attach a copy of the Defense Investigative Service (1718) Form 147 to validate physical secarity
and approved storage level of the facility.

J. Pravide the name, title, 2nd telephone number (commercial and/or [3N) of a point of contact al

e facility where processing will occur,

1. The prime contractor hall ensure that all subcontractors and/or vendors comply with EMHE:C
rmyuirenients wien performing classilied processing related o this contraet. The subcantractor will
provide the alynwe documentation through their pame Lo the (3 to complole The ESALL.

~OTE: A copy of your Automated Information System Security Plan{s) (AISSP} will suffice.
Pagas 3 of 8
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ADDENDUM TO DD FORM 54
Fevised 4 MNovembér 1998

EMISSION SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY AE‘;SESSMENT REQUEST (ESAR)

FORTOY SECRET SYSTEMS

1. In additien to the information required for all classified systems, the following will he required for
Top Secret processing:

a. Identify the radius (in meters) of the physical control space available around the system,
equipment, or facility. Describe the barriers, doors, fences, walls, ete that define the area. Describe the
conirol exercised over the area during duty and nonduty hr:mrs Deseribe other factars wihich contribute
to control (L.e., visitor procedures, esvort requirements, searches of personnel and/or vehicles, atc),

b. Tdentify the type and location (relative to the classified system) of any unfiltered/telephone or
communication lines, shiclded or unshiclded twisted pair cables or fiber, underground or unfiltered
power lines, conduit, heating and air conditioning ducts, water pipes, ete, that transgress the :sta.bhshad

contralled area

c. Describe the building in which the classified system(s} is housed, i.e., cancrete block outer
walls, 2" X 4" and single ply gypsum board inner walls, true floer to true ceiling walls, metallic (steel)
aor solid wood doors, windows (if thera are windows, deserbe the type of coverings on them), efc.

d. Diagrams and/or drawings would be extremely helpful.

2 Additional information may be requested upon review of the documentation provided.

Vage & of A
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ADDENDUM TO BRI FORM 254
23 March 1998

FOR OFFICIAL USE ONLY (FOLIQ)

The following procedures wilt be used to proteet FOR OFFICIAL USE ONLY (FOLLY) information.

| HANDLIMG: Acvcess to FOUO material shall be limired to those emplayees who need the material to do their jobs. The FOR
OFFICIAL USE GMLY marking is assigned (o inforntation when created by a DOD User Apgency. FOR OFFICIAL USE ONLY is
not a classification, but requires extra precautions to ensure it is not released 1o the public.

2. MARKING

a. Mark an unclassified document containing FOUQ information "FOR OFFICIAL USE ONLY™ at the battam of cach pape
containing FOUKY information and on the bottom of the frand page or front cover (if any) and on the back ot the last page and on
the Lack cover {1f any)

b. Inaclassifted document, mark:

{1 An individual paragraph that contains FOUG, but not classifted information, by placing "{FOUIG)Y" at the bepinning of
the paragraph.

{23 The top and bottom of each page that has both FOUO and classified informatian, with the highest security classification
of the intormation on that page.

{(3: "FOUD" ot the bottom of each pape that has FOUQ information but s not classified..

{4) If a ¢lassified document also contains FOUQ mfomation or if the ¢lassified material becomes FOUQ when declassitied,
place the foilowing statement on Lhe bottom of the cover or the first page, under the ¢lassification marking: “NOTE: If
declassificd, review the document to make sure materlat is not FOU) and not exempt under AFI37-1} befarc public

refease.

e Mark uther recards, such as computer print outs, photographs, films, lpes, or slide FOR OFFICTAL TJSE OWLY™ 50 that
tlie receiver or vicwer knows the record contains FOUOQ information.

d.  Muk each part of & messape that contains FOUD infunnation. Unclassified messapes containing FOUQ information must
show the abhreviation "FOUO"™ before the wst begins.

¢ Wake sure that documents that transmit FOUCH materials call atention to any FOUO attachments.

.h
Incation if your work arca is accessible to persons wha do not have a valid need for the information. After nomnal duty hours, store

16010 reconds 1o prevent unauthorized access, File them with other unclassified records in unlocked files or desks when normal
imternal bu lding security is provided. When thera is no intermal security, locked huildings or rooms usually provide adeyuate afier-
hours prolection. For additional protection, store FOUO mateniz! in locked containers such as Mle cabinets, desks, or hovkeases.
I‘xpenditure ol funds far securily containers of closed arcus sokely for the protection of FOUO data is prohibited.

1. STORAGE: Ta safvpuard FOR QFFICIAL USE ONLY records during normal duly hwours, place them in an out-of-sight

4 TRAMSMISSION: 1000 malecial shall be transmitted by the same methods as ather UNCLA SSIFIED matcrial. Discussion of
FOLIC) materiul oo the 1eiephone 15 uuthorized it necessary for performance of the contract. FOLD informartion may be ransmitted
over telephony lines in digital form, by telecopies, or by ather conunercial teletype lines without encryption.

5 RELFASE: FOUO information may be released anly to TaD componsnts, ofiicials of Dol compaonent, and ather Dol

contcacrars wien necded 10 conducl efficial DoD business.

f DESTRUCTION: When no longer needed, FOUO infarmalion may be dispesed af by any method which will preclade its
diselosure to wnauthorizen individuals,

Page ¢ of 3
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ADL  IDUMTQ DD FORM 254
05 February 1999

NOTIFICATION OF GOVERNMENT SECURITY ACTIVITY

- Ihirty days before the date Contractor operations will begin on Wright-Pattersan AFB OH,
the Contractor shall provide ASC/SYSPC, 1801 Tenth Strest, WPATD, OH 45433-7625 the

following inforination:

#. The name, address, and telephone number of your company's Facility Security
(ffteer and your designated on-site securify representative;

h. The contract number and mililary contracting command,;

¢. The hiphest classification category of defense information to which Contractor
emplovyees will have access;

. The date Contractor operations wil! begin on WPAFR OH;
¢, The estimated completion date of operations on WPAFB OH;

2. This requirement is in addition to visit request notification procedures contained in DoD
52720.22M, National Industrial Security Program Operating Manual, Chapler 6.

lage & of B
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1. SCOPE OF WORK;:

The Contractor shall provide remedial on-call maintenance service as described herein, for Full
Motion, Low-Bit Ratc Video Teleconferencing Systems {VTC}, associated peripherals, and
Cryptographic Equipment (.5, KG194As), for organizations lacated at Wright-Patterson AFR
and Air Force organizations across other dispersed locations whase managng home office is
located at Wright-Patterson AFB. Upon issuance of delivery order(s)y for remedial on-call
maintenance, services shall be performed under the following (erms and conditions, for the rates
listed 11 the atrached schedule,

2. GENERAL STRUCTURE;

A Dclivery Order will be established for each individual orgaizalion requiring maintenance
services for VTC and Cryptographic equipment. The organization will commit funds as
recommended by the Contracting Offivers Technical Representative (COTR) for cach delivery
order. The organization will provide a listing of equipment to be maintained to include seriai
numbers, location of cquipment, and Point of Contact (POC) authorized to place service calls at
cach locatton, In addition, the organization will provide a Pramary Point of Contact (PPOC)
who 15 responsible for oversight of maintenance activities at all locations on behalf of the
organization.

3. PERSONNEL.:

3.7. COMPETENCY OF CONTRACTOR PERSONNEL:

All services under this contract shall be performed by competent certilied personnel who have
completed applicable maintenance training. Contractor personnel performing maintenance on
Cryptographic equipment {e g K(G194As) under Category-1 maintenance must be certified by
the National Security Agency (NSA). Certification shall be documented on a DD Form 82 and
submitted to the Principal Contracting Officer (PCO) upon request,

The contractor shall have on staff, and available for consultalion and maintenance, personnel
that have manufacturcrs training and/or expericnee totaling four years in the following areas.

* Administration, eperation, and maintenance of Lucent Definity G3 PBX’s

* Maintenance and operation of a PictureTel M8000 Multipoint Bridges

* Muintenance and operation of PictureTel Montage Multipoint Bridges

= Maintenance of PictureTel Concorde, S4000ZX, S4000EX, S4000E, and S4000 systems

« Maintenance of PictureTel Venus systems

» Maintenance of VTC System Computers {PCs) and other associated peripherals

* Maintenance and configuration of digital communications systerns, to include SW56, T1,
{SDN PRI, and TSDN BRI circuits.

The contractar must be familiar with the uperations of the 88" Communications Group on
WPAFB, and be able to interface with the proper 88CG personne! regarding troubleshooting ol
communications circuits,

TPage |
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4. RESPONSIBILITIES OF THE CONTRACTOR:

4.1. GENERAL:

On-Call maintenance service will be required for equipment listed in a schedule included with
each delivery order.  Other Full Motion, Low-Bit Rate VTC Systems and Cryptographic
Equipment {c.g. KG194As) may subsequently be added to the schedule by mutual agreement of
the Contractor and the Government. The Contractor shall perform any and all necessary repairs
to bring the equipment to full operational condition. When the equipment cannot be repaired
on-site, the Contractor shal] transport the equipment 1o the Contractor's F acility for repair, using
the most economical method possible, which will be mutually agreeable to the Government and
the Cantraclor,  Cryptographic equipment shall not be removed from the installation. The
Contractor shall provide all necessary remedial maintenance, luabor, documentation {ie. repair
manuals, technical orders, part catalogues, and drawings), repair parls, maintenance supplies,
tools, test equipment, transportation, and other related services needed to restore and keep the
VIC and Cryptographic equipment covered under this contract in good operating conditiun,
The equipment covered under this contract includes at a mintmum Digital Video Bridges with
associated components at remote sites, cryptographic equipment {c.g. KG194As), firefly keys,
power supplies, teleconmunications equipment, vidco equipment, and the cquipment hst in the
most currenl modification to the schedule. The Contractor shall use current diagnostic software,
and shall refer (o the authorized scrvice Juvumentation and keep this documentation current
with ali updates '

4.2. ON-CALL MAINTENANCE:

The Contractor shall provide two eategorics of VTC and Cryptographic equipment maintenance
on & remedial on calf basis, at a charge for parts plus labor at the negotiated rate listed in the
schedule.  These categories shall be hereafter referred to as Categary-I and Category-II
maintenance, :

4.2.1. CATEGORY-| MAINTENANCE;

Category-I maintenance is remedial an-call maintenance and covers Full Motion and Low-Bit
Rate VTC and Cryptographic Equipment that reside in cnvironments with classification levels
ranging from CONFIDENTIAL to SECRET. The Government will maintain cryptographic
Equipment located on Wright-Pallerson Air Force Base. Outside Wright-Patterson Air Force
Base, the Contractor shall provide maintenance service for Cryptograplue Equipment  as
requested by the Government or its authorized representative.

4.2.2. CATEGORY -1l MAINTENANCE:

Category-11 maintenance is remedial on-call maintenance and covers Full Motion and 1.ow-Bit
Rate VTC equipment operating in an unclassified environment.

Page 2
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Appendix A

Wright-Patterson AFB Information Technolugy Support

Statement of Objectives
06 Drec 99

L0 INTRODUCTION:

The 83° Communications Group’s mission is to provide communicativn, computer and related systems
support services to Defense activities at WPAFB and other related remote sites. In addition to supporting
computer systems of all types und varieties the 8% CG supports many of the Wright-Patterson Air Farce
Base { WPAFDY local arca networks (LAN), metropolitan area nulworks (WMAN), wide area networks
{WAMN) and Dol unclassifcdiclassified networks.

2.0 DOCLUMENTS.
Adr Force Instructiun 33-115, Commmonications and Information Metwork Banagement.

The contractor shall adhere to applicable standards, regulations, directives, instructions, pumplilets, and
their supplements (e.g., security, safety, communication-computer) in effect during, the performance of this
confracl. Special emphasis shall be placed on cumpliance with USAL, AFMC, ARC, and WFATB
standards and architectures, Prior approval fur deviation from these documents shzll be obtained through
the Contracting Officer, nonwithstanding any individual task arder requiremecnls or direction. In additian,
the cuntractor shall comply with all WPAFB policies and procedurcs, and with all Federal, state, and Tl
lavws applicable 1o the work being performed.

Relevant documents and information may be found at the fellowing web site:

http: wwew. afine. wipath.af milpdlpubs him

30 SCOME:

The scope of this acquisition is to provide communication-computer resources for information technology
suppott to the acyuisition managers, scientists and vngineers, and support staff ol the host and tenant
arganizations located at WPAFB, and associabud remote sites. Base organizations will order services by
means of tusk orders with specifically defined tasks, schedules, and performance crieria. Lask order
requircments may range from a need for a simall number of contractor personnel to be tempaorarily localed
at Wright-Patterson Air Force Base, lo » reguirement for a large numbwer of contractor personnel to he
permancntly located here and at assuciated remote sites.

4.0 PURPOSE:
The purpose of Lhis contact 15 to provide host and tenunt ganizations located ar WTAFE und associated

remole siles with cost-sftective mformation technology services, As a minimum, information technoluogy
services will consist of the following: Systems engineering; databuse design; data administration; sufltware
customization: communications; networking; tefephonic and on-site user stpporeprahlem resolution,
product support training; test and evaluation suppad; hardware/sottware evaluation, instellation,
maintenance, update, and administration; ¥ideo Telecenterence (VT operation support; contiuralion
and computer equipment and soflwure inventory management; long range IT strategic planning,
lroubleshooting/analysis; computer security, communication secarity (COMSEL); desktop computer
services: imaging/clectronic document management; Web development, maintenance, and administration;
and support for Commercial Off the Shelf (COTS) and Government-unique sultware,
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5.0 PERSONNEL MANAGEMENT:
The contractor shall provide personnel who 2t a minimum meet the skills listed in Attachment Appendix R,
Skill Catepory Descriptions and Qualifications. Personncl management objectives should inclide:

a)

b)

)

4)

Adequate staffing to insure appropriate coverage by qualified empioyess with approprialc security
clearances at the bepinning of the period{s) of perfirrmance;

A plan for recruiting and retaining qualificd individuals and only requesting waiverssnbstitutions to
required gualifications in &xceptional situativns;

Prompl staffing of personnel for workload surges and for task orders with short term perinds of
performance;

Task erder stalTing with technicalty current workfuree.

1.

b

Contractor personnet shall have sufticient training und cxperience to perform the required
duties at their Lime of appointment to this contract. Technical education of contractor personnel
required to fulfill the: hasic tasks of the contract shall be the contractar's responsibility and shall
not be funded by the Gavernment. Fraining at the Govermment's expense may only be
considered for these systems/cquipment andor services that ere added to a task during its
performanes, that are nol similar 1o the systems/equipment and scrvices already covered by the
conrract, and that are unigue 1o the WPAFR envirenment and ool commun in the market, It
contractor personnel who have received Government tunded training leave and are replaced,
the contractor shall be responsible fur a7l costs, including labor bowrs, assucisted with the
cgnivalent raining ef the replacement pursonnet. All requests for training st Guvermment
expense shall be submitted to the Conuacting Officer’s Technical Representative (COTR) for
consideration for approval:disapproval prior Lo the maining.

Cuntretor emplayees shall he easily recognized as contractor employees. The contractor shall
furnish un identifying badge, which shall include as a minimum, the person’s name, name of
the contractor, and the word “Contractor.” Each employeu shall wear the badge on the outer
clothing on the front of the body berween the neck and waist so that the badge is visible at all
times. In addition, cach person shall be required to identify themselves as 3 contractor
emplovee in all writlen eorrespondence and telephone conversalions.

Personnel that are assigned full-time on-site shali not he remowved, or reassigned to snother site without the
wrillen conenrrence of the COTR. If contract persunnc! sre going to be anavailable for a continuows periad
cxceeding thirty (30} calendar days, the contructur shall notify the task manager and CGTR immediately,
Upun request of the task manager, the conlructor shall replace such personnel] with personncl of comparahle
qualifications und expericnce. In any case, the conractor {5 respunsible for complately mesting the
requirements of the task order.

6.0 CONTRACT ADMINISTRATION OBJECTIVES:

‘The Contract Adininistration Objectives shall inchide:

a}  Level of contractor management al u sile apprapriate for the level of work being purfirmed;

by Electronic accuss o and clecirontc delivery of contract data

e} Flecrronically available contractor performunce metrics
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T.0 FUNCTIONAL SERVICE OBJECTIVES.

The functional service objectives shall inchede:

i)

b)

o)

d}

Capability to provide a broad range of L1 support, including the following functions:

. Systems cngineering, '

Long range I'T sirategic planning and management,

Cumplianee with TISAFAVMUIASC/WPAFB policies, standards, architecturcs,
Databuse design, data adminisiration, and sofrware customization,

Videer Weleeon ferencing operation support,

Imaging and clectronic docnment management systems support,

Suppert for Commuercial O The Shelf (COTS) and Government-unique software, and
Support for Newtwork Manayement, Information Protection Operations, Metwork
Administration, Help Desk Administration. Functional System Administration, and Work
Group Management funclions us deseribed in Air Force [nstruction 33-115,

9 = N L B o b

Conmactor processes and procedures thal fister optimum utilization of resources and assats, and
result in the creation of an affordeble, cllective, inter-operakle, operationally secure, commen
management information systeins archileclure within constraints such as oA AIMO standards,
and,

Contractor processes and procedures that reduce cost and iioprove the cffuctivencss and efficiency
of Wright-Patterson Air Force Base comnmunications-coniputer systems; i T services and program
management funcrions.

Capabhility to deploy and integrate strategies for new technologies for a unique, dyonamic, amd
diverse organizational nperating environment.

8.0 PERFORMANCE BASED SERVICE QBIECTIVES.

The Performanue-based service ohjectives shall incliude:

2)
b)
c}
dy

&)

Consistently high level of customer satisfaction,
Mininiom interruptions of conumnunications-computer service Lo the ond wser
Customer support at Wright-Pattarson Air Force Base and associated remote sjies

In=tallation/reinstaliation/maintenancasrepair services of communications-computer systems, related
eyuipment, and user problem resolution anywhere on site.

Coufiguratisn manegemend of communications-competer systems hardware and sottware at Wright-
Partersan Air Force Base,

9.0 PERFORMANCE METRICS AND DELIVERARLES,

The contractor shall deliver all reports and Jata ilerns cluctronicalty in a format comparibla with the
Covearnment’s tequirements as stated in the contract and each sk order, These deliverables will include
but showld not he limited . charts describing performance and cost, schedule, and task order staffing
metrivs un all tusk orders base wide. This metric and deliverable data shall provide the Government with

tmely, user friendly access to contractor information,

10.00 SECURITY.

The contractor shail comply with DD Form 254, Do} Contract Security Classification Specitication,
attached to this contract. Dol military, civilian, consultants, und contracior persennel using unclassified
autamared information svsteths must bave at a minimom a Wational Agency CheckEnlruncy nalional
Agency check TAW Dold 3200 2-R_ Tasks will require that contracror personnel be cleared for access to
Secret aidlor Top Secret infortmetion,
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11.0 TRAVEL.
‘I'he contractor shall be required to travel, both local and distanr, in support of contracmal work

requirements. Travel costs are reimbursable in accordance with FAR 31.205-46. Personal phone calls are
not reimbursable. “The contractor shall propaose fravel in accordance with each task order's requirements.
The contractor shall use the most economical means of transportation consistent with aceomplishment of
the comtract and to limit major cost. Ttems such ag airfare, vehicle rental, mileage rates, and per diem
allowances are reimbursable to the extent that they do not exceed the maximum rares in effect at the time of
travel as set forth in the Federal Travel Regulations or Joint ‘Lravel Repulations {11

120 OTHER CONSTDERATTONS.
The contracior shall be prepaced W prowide support owtside of the established core dudy bours. Such nun-

gore hour suppurt could include, bul shoudd not be lim ied o, sofiwarefysiem aperades, information
seeurity incidents, office re-locations und sny wnschedoled personnel surge requirements.

13.0 GOVERNMENT SUFFLIED BASE FACILITIES, EQUIPMENT, SUPPLEES, and SERVICES
The Govermment will furnish the following "as is" and at no cost to the contractor for their use in direct
support of contract performance:

tal Adequate facilities that include office space and fumishings shall be provided at ne charge to
the contractor and will be provided for the full-time on-site members of the statt assigned to the progran.

(b Custodial services tor any identitied facifities.

(¢} On-base phone service (e the facilities the conrractor places personnel.

{d) Local and leng distance: phone service, fax machine, and reproduction maching in or near
occupied facilities,

(2) Government forms, publications and documents, if required,

{f) Computers, werminals, eommon use scfiware, communication, networks, and other resources
wwned ur leased by the Govemoment Tor vse by o-sile contrecior personnel.

(e] Miscellancous ofTiee supplics.
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SKILL CATEGORY DESCRIPTIONS AND QUALIFICATIONS

L QUALIFICATION REQEIREMENTS. To periirm on this contract, conlractur personnet must meet the minimum
requirement for contract skiil categary described herein. In addition to the total and specialized expericnce defined in the skil]
calcyorics, the Coverament may furher define specitic areas of required expertise in a Government task request. The
contractor shail certify i the Delivery Order Contracling Officer's Technical Representative {CUTR) that the candidate meets
the cunlract qualifications. Ar the option of the delivery order COTR, contracior persennel mmay be approved for performance
in multiple skill categories for which ihey are qualitied and where there is documentation.

2. TASK LEADFR. A Task Leader shall be named for sach delivery arder by the contractor o manage the contractor’s
efforts, ‘The Task Leader will be any person assigned to a delivery order who is also perfurming tasks contained in (e
delivery order. Task leaders must have supervisory or project leader experience thal demonserates an individual's ahility to
accomplish projectstasks throngh others. A Lask leader shall not be assigned to a delivery order for the snle purpose of
managing personnel.

3. SUBSTITUTION OF EDUCATION FOR EXPFRIENCE. The substitution rate of education for eapuricnee will be 1
yuar of specializad technical eduction abuve the high schao] diploma shall equal 2 years of specialized expertence.
Substitutions shall only be considercd nn a case-by-case basis and in anly in exceptional cases, Requests for substitation shall
be submitted vo the COTR for approval/disapproval prior tn the employee beginning, work.

4 SUBSTITUTION OF CERTIFICATION FOR EDUCATION, ‘The QTR may aceept certifications in lieu of 4
degree requirement if lhe eandidate possesses one ur mare of the certitications listed befow in addition o two years of
education from an accredited coliege or university, and if the certitication is dircetly related 1o the task W he performed.
Subsiitutions of certification for a degree will be considered based on compelling jestification provided by the contractor,
gequests for substitution shall he submitred to the Task Ordur Manager and COTR for approvvel/dizapproval prior o the

candidate beginning work.

A, CERTIFICATIONS,  The Government may acceps the following certifications. The COTR rescrves the right 1o
amend the list as needed.

Air Foree Tnstruction {AFI 33-115 Networks Management, Volume 71 Coertification
Microsoft Certified Systems Fngineer & Mrerper (MCSE)

Microsoft Certifivd Systems Enginear (MCSE)

Micrusoli Certified Solurion Developer (MUSTH}

Certified Novel]l Engineer

Microsoft Certified NT Engingar

5. SUBSTITUTION OF EXPERIENCE FOR EDUCATION. The substitution ralc of expertence for education will be 2
years ol relevant technical experienice for 1 year of pusi high school education. Substitutions shall not tormnally be approved,
and will ouly be considerad in rars, exceptional cases. Requests for substitution shall be submitted ta the © OTR for

approval/isspproval prior to the employes beginning work.

4. PERSONNEL REASSHANMENT. Personncl that are assigned full-tine on-siic shal] not be remioved, of reassigned to
unorther site without the written concurrence of the COVTR. It personne! are poing to e unavaifable for a conlinuous prerind
exceeding tive (5} calendar days, the contractor shali notify the COTR. immediztely and replace such personncl with personned
af equivalent qualifications and experience uniess waived in writing by the CO'VI. When centractor persunnel are caomg ta
ke unavaifable, the contractor shall notify the task manager immediately.

7. SKILL CATEGORY. The minimum experience and educatinnal requirements for each skill categary is as follows;

TECHNICAL SERVICES DIRECTOR.
DUTIES: Plans and oversees the research, evaluativn, znd integration of new technulupy, systems developmert,
methudologics, data administration, capacity planning, truininy; and technical support. Performs this work in conjunction
with the pluns, standards, duties and respounsibilities of the Chief Intormation Officer. Must have a thorough knowledg e of

archiclectures, standards, and plans of the customer uTRanizarion.
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TOTAL EXPERIENCE: Ten (10 years of progressive experience in senior level computercommunicalions managenent,
such as plaaning, budguting, network management, systems development, and operations suppHTting & major Air Force
installabion.

ERUCATION REQUIREMENT: A Bachelor's degree from an accredited college or universily with a major in Computer
Scicnee, information Systems, Engineering, Business, or other related scicntific or technical diseipline,

FROJECT LEADER.

DUTIES: Quganizes, dircets and manages the task requirements. Develops scheduies, coordinales resources and serves as
technical lead.  Meets with Government personne! and contractor personnel o formulate and review delivery arder plans and
deliverable items. Ensures conformance with delivery order schedules and costs. Must have demonstraled capability for oral
and written communications with all levels of management. Must have a therough knowludge of the capabilities of applicable
compuler and communications configurations.

TOTAL UXPERIENCE: Ten (10 yoars of progressive experience in cumpuler/communications suppoit activitics such us
computer opetations, dala communications, network desipn, or maintenance activities,

SPECTALIZEN EXPLRIENCE: Five (5) vears of specific experience in managing the uverall operating functions of a
maodern medium or large-scale computer enviromments tncluding responsibility for such activities as computer nelwork
operations, hardware and softwar: maintenance, customer suppoit, and production control, Must have demonstratad
managenlent experlisc through the eftective use of projert manasemant scheduling tools. Must have proven expertize in the
marapement and canrrel of funds and resources and demanstrared capability in muenaging multi-task delivery orders of s
type and complexity,

EDUCATION REQUIREMENT: A Hachelor's degree from un accredited college or university wilh a major in Computer
Svience, Information Systemns, Engineering, Business, or other related scientific or technical discipline.

PROGRAMMER/ANALYST,

DUTIES: Analyzes, designs, programs, docurments, tests and implements applications for a clientserver environment.
Knowledge of Windows NT, NOVELL, Windows %5, UNIX or other applicabic uperating systems and related systems
conceprs and knowledge of COTS software is required for effective development, integration, and deployment of software
modules. Participatus in all phases of development with empluasis on the design, coding, testing, documendation, integration,
and avveplance phases. Designs and prepares technicsl reports and related documentation.

TOTAL UXPERIENCE: Six (5) yeurs ol progressive expetience in the comnputer programming field. This person may serve
s 3 task leadet on one or more delivery orders. Task leaders must kave supervisory or project leader experience thal
demonstrates an individual's ability to accornplish projects/tasks throngh others.

EIRICATIONAL REOUIREMENTS: A Bachelor's degree from an aceredited college or university with a major in
Computer Science, Information Systems, ar other related sciemific or technical discipline.

JUNIOR LEVEL MROGRAMMER,

DUTIES: Performs assipned portions uf analysis, design, programming, documentation and testing for IS/ADP systems,
Participates in all phases ol sollware development with emphasis on the programming, testing, documentation, and HeCCpEnee
phases. Designs and prepares technical reports and related dvcumentation, and makes charts and graphs Lo record resulis.
TOTAL EXPERIEMCI: ‘Three {3) years experienscs in L computer programming field,

EDUCATIONAL REQUIREMUNTS: A Bachelor's degree lrom un accredited collegs or university with a majer in
Computer Scienee, Information Systems, or other related sticntific or technical discipline,

SYSTEMSA ENGINEER.

Dulics: Responsibie tor the design, development, and implementation of computer sofiware on Windows, Lnix. or ather
platforms. Recommends specific selutions for a clicnt’server environment. Develops GlH-bused applications and systems
snftware  Heviews computer systenis communications and response needs and recommends optimum method for satisfying
system requirements withit resource and funding constraims. Prepares trade-olT studies and develops plans for configuration
and integration of componeats and software into existing er proposed syslem covironment. Develops well-defined
procedures and programs 1o implement proposed solutions,

TOTAL EXPERIENCE: Six {6) years of expetience in the design and development of COMMUTICITIONS-C oM pLULLE sysioms
applications. Three (3} years of experience in assessing the design impact of systemn software and hardware issues. This
PErsen may serve as 4 task leader on one or more delivery orders. Task leaders must have supervisory or projcel lcader
expelience thal demonstrates and individual's ability to accomplish projects/tasks through others,

EDICA VIONAL REQUIREMENTS: A Rachelnr's depree from an accredited college or universiny with a mazjor in
Camputer Science, Information Systems, or other relared scisntitic or technical dizcipline.
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NETWORK ENGINEER.

DUTIES: Designs, implernents and supports network solutions invelving multiple platforms. Performs hardwaresoftware
analyses to provide comparative data of perfurmsnce characteristics and suitability within the existing syslems cnvironment.
Frepares trade-off studies and evaluations for vendor equipment. Generales netwark monitoring/performance reports for
LANMWAN utilization studies. Reconunends network desipn changes/enhancements for improved system availubility and
performance. May support video teleconferencing center equipment and communication requiremends. Flans and monitors
the installarion of communications circuits. Manage and monilor lxcal area networks and associated equipment (e.g., bridges,
voulers, modetn poods, gateways, cle ) Modifies command language programs, network start up files, assignsre-assipns
network device logicals, analyzes network performance and recommends udjustments b wide variety of complex network
management functions with responsibility for overall perfurmunce and availability of networks. {onducts short and long term
planning o meet communications requirsments.

TOTAL LXPERIENCLE: Six (6] years of experience in planning, designing and analyzing data or telecommunications
networks. This experience must have demonstrated knowledge of Fthemnet, DD and 2 working knewledge of operating
syslemns und prolocels such as Wovell, NT, UNIX, VINES and TCPAP. Must have experience witl network
analyzismanagement tools and techniques and be familiar with PC's in & clienbserver environment. Muyst be familsar with 11
technology and leng distance and local cautier management. This persen mery serve as a task leader on one or mote delivery
orders. Task leaders must have supervisury or priject leader experience that demonstrates an individual's ability to
secomplish projects/lasks through others,

LDUCA NIONAL BEQUIREMENTS: A Bachelor's degree from an acerediled college or university with a major in
Computer Sctence, Intormation Systems Engineeting or vthur related scientific or technical discipline. 1t applicable, shall be
certified as a network engineer for the speeific network aperating system as defined in the Government task reyuest.
{ertification criteria is determined by the network operating system vendor.

LAN ADMINISTRATOR.

DUTIES: Terforms a variety of nerwork management functions in support of MIS services refaled 1o the aperation,
performance of availabihty of data communications networks. Inatalls and mamtaing local area networks hardware and
software, Analyze client’s LAN, isolat: seurce of pritlems, recommend reconfiguration and implementation of new network
hurdware Lo increase performance. Working knowledze of network opetating systems,  Modifies command language
programs, network start up files, assigns/re-assigns network device logicals. Conducts load balancing cFurs 1o achicve
optimum device utilization and network performance. Manages network E-mail functions. Establishes mail boxes and
meaiters mail performance on the network, Works wilh custumer and operations staff in scheduling preventative and
emergenecy maintenance sctivities. Performs system backups and data recovery. May serve as task leader on ooc ur more
delivery orders.

TOQTAL EXPERIENCE: Five {3) vears experictice in one or mwre of the fallowing areas: data communications engineering,
data corrmunications hardwere ur sollwane analysis, netwark administration or management, or data communication
equipment installation and maintenance. ‘This person may serve as a task leader on one or more delivery orders. Task feaders
must have supervisory of preject leader experience that demonstrales an inelivides!'s ahility to accomplizh projects/tasks
throwgh others,

EDUCATIONAL RECQUIREMENTS: A Bachelar's degres from an acoredited college or university with a major in
Camputer Science, Information Technology, Enpineering, or 3 related discipline. If applicable, shall b cortificd as a notwark
engineer for the specific nerwork aperating system as defined in the Sovernment Gesk reguest, Certification criteria 18
determined by the netwark nperating svsrem vendor.

P SOFTWARE SPRCIALIST,

LHUTIES: Responds to user calls raterred by the Help Desk, Diagneses end-user cyuipment and software prohlems  Assists
users with PC applications such as word processors, spreadsheets, datwbuse management systems and electronic mail.
Configures, installs and supports PCs and externally conngcted peripherals und associated data communications equipment,
Troubleshoots and provides problem resotution for PC and dals communications hardware. Adds or replaces boards,
Latterivs, disks drives, and viber PC compunents. Installs and relocates end-nzer devices, Adds and trains new users.
Perfomms backups and dals recovery,  Works independently.

TOTAL EXPERIEMCUE: Threw (3) yuears cxperience installation, aperatian, troubleshooting znd maintenance of ADRP
pyuipment (e, personal compulers, [aptops, MiTMenmputers, printers, monitors, modems, ete.) and resolving desktop
applicatinn prablems.

EDUCATIONAL REQUIREMENTS: An Assnctare’s degree from an aceredited college or university in a related feld; or
Technical Schonl certificate of completion in the data communications tisld; or the equivalent military tratning,
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PCTECHNICTAN.

CDUTIES: Responds to user calls referred by the Help Desk. Diagrumes end-user equipment problems. Tnstalls and relocates
end-user devices. Adds or exchanpges externally connected PC accessories and data COMMUNICANONS equipment.
Troubleshoots and provides problem resehition for PC and data communications hardwars, Adds or replaces hoards,
batteries, disks drives, and other PC components. Repairs and services end-user equipmenl. Performs board-level
maintenance and swap out of cotpunent parts for ADPE, including PCx, printers, plotters, etc. Performs twests to locate
probletns using diagnoslic software and electronic est equipment, Repairs/replaces broken ur non-functional parts that
prevent praper operation of mechanical devices. Tests ADPLE to validate functionality. Installs/relocates hardware and
software at a designated location and assists users with initial opcrating instrections, Works indepuendently,

TOTAL EXPERIENCE: Three (3) years expericnee in the installarion, operation, irmubleshooting and maintenance of ADR
cyuipment (e.g., persenal computers, laplops, minicomputers, printers, munilors, modems. et ).

LDUCATIONAL REQUIREMENTS: An Associate’s degree from un accredited college or universily in a related field or
Technical School certificate of completion in the data communications field: or the equivalent military tramng.

NATA BANE ADMINISTRATOR.

DUTIES: Specifies proper types of files organization, indexing methnds, and security procedures. Advises contractor
project teams on the design of complex data bases (g, schema and subschema details). Defines spectalized aspects of
nser's data base administrator documentation. Performs detailed conparisons of various data base systems. Perfurms duties
in a complex, distributed, hulecrogenzous computing enviromment, which may invelve different typres of hardware platforms,
operating sysieins appications, and network environments. Provides expertise in data storage systems, Develops backup
and archivai policies and procedures. Configures storage systems software to muct requirements. Performs adininistration
tasks (installing, maintaining, monitoring, recovering, rebuilding, upgrading, patching and performance tuning}. Tmplements
seftware solutions for performance enhancement, operator interface, and increased user capability.

TOTAL EXPERIUNCE: Five (5) years speilic experience specializing in database management,

LDUCATHONAL REQUIREMENTS: 4 Hachelor's degree from an aceredited college or university with a major in
Computer Science, Infurmalion Systems. Lingineering, Business, ur other related scientitic or techinical diseiptine.

TECHNICAL WRITER.

DUTIES: Prepares and edits IT/ADP ducumentation, user manuals, technical reports, lraining courses and procedures,
incorporating information provided by user, specialist, analyst, programmer, and aperations personnel. Must have a
substantial knewledge af the capabilities of computer systems, Dutics inciude writing, editing, and graphic preseatstion of
technival information for both technical and non-technical personnel. Leterprets technical dovumentation standards and
prepares documentation aecording 1o standards. Must he capable of working independently. “Lhis category provides incidentul
suppert tor gther approved reguircmends,

TOTAL EXPERIENCE: Four (4} years of technical writing or documentation experience, One (1) year ol specialized AP
lechnival documentation experience.,

EDUCATIONAL REQUIREMENTS: An Assnciate's degree from an aceredited vollege or university or two {2 years of
callege or university study in a related discipline.

HELP DESK/CUSTOMER SERVICE SUPPORT.

EALITIES: Answers user’s cails, records ali necessary information, and fallows preblem lhrough o resalurion. Ofters
wisislance aver the phone, providing assistance with applications software and providing limited user iraining, Assigns
prublems thar cannot be resolved over the phune to the appropriate technician for resolution. T.ags and repotts data on the
number and types of calls receivid,

TYVAL EXPERIENCE: Three (3) yuurs cxperience in a business ADP environment with emphasis on microcomputer
hardware and applications. One (1} vear of specitic experience in applications sunpart, hardwara'seftware analvsis, nelwork
adminisiration, compuler systems administration, diagnoestic toubleshooting of computer systems peripherals and associated
devices or conmmunication media as specitied in the delivery order.

EDUCATIONAL REQUIREMENTS: High school diploma.

SENIOR COMMUNICATLIONS OPERATOR.

DIUTIES: Supervises, monitors and Inalitains communications nework operations, Tdentifics processing requeirements and
schedules job smeams. Must have a thorough knowledge of the capabilities of applicable computer hardware configurations.
Fatablishes, modities. and deletes user svcounts according to Gevernment approved procedures. Musr be tamniliac witl all
Aperanng procedures.

TOTAIL LXPERIENCE: Three (3) yueurs cxperience in planning, organizing, ditecting, and contralting all functions of
computer systems operations and providing customer supporr, This person may setve us a task leader on one of more delivery
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orcders. Taxk Teaders must have supervisory or project leader experience that demonstrates an individual's ahilily
accomplish projects/tasks through others.

COUCATIONAL REOQUIREMENTS: An Associate's degree from an aceredited cellege or university in Computer Science,
[nformation Systems, Engineering, Business or other related scicntific or leehnical discipline, or a hich school diploma and

two (2) years additional technical training in a related field,

COMMUNICATIONS OPERATOR,

DUTIES: Monitors and maintains communications network operations, conforming to site spueeilic operating, procedures.
Musl be fam ilier with ]l nommal operating procedures.

TOUAL EXPERIENCE: One (1) year experience operating computer systams.

EDVUCATIONAL RECGUIREMENTS: High schoel diploma.

DATA CONTROI. CT.ERK (TM}. Wage Determination Category #03043 - Computer Operator 111},

CLUTIES: Pertortns various functions supporting the operation of an ADP installation including scheduling operations, data
review and preparation, tape library control, distribution of ADP system reports, ele.

TOTAL EXPERIENCE: One (1) vear of experience in data‘production control operations for an [S instalfation.
EDUCATIONAL RECGLIREMENTS: A high school diploma,

I'age 5 of §
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WAGE DETERMINATION NO: 54-2419 REY {14) AREA: CHILDAY TURN

dEF”
h.gl

whie DETERMIMATION MO: 94-2416 REV .5 ARFA: OH, DAYTAN

TETEQR OCFICIAL USE oMLY B2y TEOESAL ASEHIIEZ PARTITIDATING IH MO WITY DOL*«
EEGIZTER OF WAGCE DETERMIMATICN [HDESR W.5. DJEPARTMENT CF LABOQH
THE SEEVICE SO TRACT AOT " EMPLCYMENT STAMNDARDS ACOMIMISTRATION
Iy circcrion of the Segratary ol Laocr WAGE NMD HOUR DIVISION

I Washington, D.C. 202110

| Wage Determination MNe.: 24-2419
Division af Wage seterminatisns| Date uf Last Hevision: O5/27/1999

| State): Indiana, Ohin

I Areas: Indiana COUOMTLIES GO fandsls ., Union, WayTe
! Dhioc CCONTIES oF C‘annalgn Clark, Clinron, Sarke, Greens, Logan,
HAiami, Montgemery, CGreile, Sheioy

" Frirge Benefit: Aeguired Far ALl Oocupac-ocns IAcluded 1.

This Wage Determimarisn Follow The Jooupaticnal Listing ++

SCOUPATION CODE AND TITLE HIHTHDY HAURLY WAGE
Administravive Suppoert ard Oleri-al JoCupatlens:

M0lL Acenunting Clerk I 5 9.23
0l012 2ecounting Clerk I: 5 2.83
1313 Accounting Clepk IIT 3 11.26
Q1014 Accounting Clerk TV £ la.0%
21330 Court Reporter $ Il.53
01050 Dispatcher, Metor Yehicie 5 13.31
QlO6C Cecumcnt Freparatiosn Clerx 7 5.3%
G170 Messenger (Courier! 3 82.04
01090 Zuplicating Machine dperazcr 5 5,099
01112 Film/Tarma LLbra:;an % 3,93
GIL1D dsneral Slarg 5 T.EBC0
J1LllS General! Claerk IT S ad.12
2lll? General Clerk TIC 52,62
J1118 Geperal Clerk IV F 1l.52
21120 Housing Referrai Assis-apc 5 14,17
Q1121 Hev Entry Operator - 5 H.36
01132 Key Entry Operator LI 5 10.84
01181 Qrder Clerk I 5 §.0B
01192 Order Clerk [I 3 11.28
01261 Personnel Assistant {Emplcymenc) - 5 B.37
L1267 Perscnnal Assistanc (Employment! [I § 9.40
B1263 Perscnnel Aasistant {Employment) III 5 LL.JE
01264 Personnel Assistant !Employmenc) IV % 13.1z
Q1270 Production Control Clerx % 15,14
11259] Rental Clerk 3 10,65
01300 SBchaeduler, Maintanance & 10.&5
Cl31ll Saczetary I 3 10.65
Q1312 Segretary 1I $ 12.4B
0l2l3 Secretary IIT 5 14.17
Cl3l4 Secretacy IV # 17.138
Ql3ls Secretary ¥ 5 15.28
D1320 Service Urder Cispaicher % 11.34
21341 Srencgrapher I i EB.ES
1342 Stenographer TT 5 10.58
U140 Supply Technician 517,38
01429 Survey Worker [Interviewar| 5 11,43

i £.2%

0l460 Bwicohboard Operator-decanrionist

Page 1 of 8
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+3olo
2304,
33042
130432
23044
nigds
23071
Q3072
O3CT3
3074
3101
J31cz2
J3L03

N3TED

Tezt kiaminer
TeEL FIOCTOr
ravel Clerx I
Travel Clerx [T
Travei Clerk ITI
wWord Frocessor I
WAord Frouvessor I
wWwora Proces=aovr T1T
ie Data Fracessing Occuparisns:
—omputer Data Librzariacn
Zcmputer Operator I
Computer Cnaravtcr I7
Tomputer Dperator IIX
Cocmpuler Operater IV
Computer Jperator VY
Tompurter Programmer T L.
Computer Ersgrammer IT 1/
Compuier [ragrammez III O/
Compucer Frogrammer IV LS
Camputer Systems Analyst I L/
Tompoter Systems Analyst ID LS
Tompuber Systems Analysc LRI LS
Faripneral Lguipment Cperalcoc

Autamative Service Cocupatiane:

J300%
I-TEN AN
DL0A0
J5C7 8
0alag
05132
[
5182
po2:zt
o223
15280
13310
15344
25370
JZa0G

Liatomopille Jody Repairer, Fibergrass
AarcmaTive Glass Instaslse
Eazomnrive WHorkar

Electrician, Astomozive

Mobile Eguipment servicer
Morcr Eguipment Msbtal Mechanaz
Maoror Eoguipment Metal Worker
Motosr Vehizle Mechamino

Mokor Vehicle Mechanies Helpaer
Mutocr VYehicle Upholstiory Worser
Motor Vehicla Wracker

rainptar, Automartive

Fadiator Repair Speciali=t

Tire Bopairer

Transmissien Azpalrz Spocializt

Food Freparaticn and Service WGoUgdCicns:

7010
a7041
2704z
oroT0
oFiac
nTL30
7250

Furniturse Maintenance and Repair Oocdpatilons:!

o801
Q9040
QsQT0
GoLac
callc
Ba13a
SGeneral
1Li02C
110460
12230
12121
1t1z2
12131
1.2
11248
11274
11304

Raker

Taonk I
“ook IC
Jlshwasher

Food Servica Worker Calfele-ca Worker)

Mear Cutter
Waiter/Walitrcss

Elcctrostatic Spray Fainter
Furpitare Handler

Furnituxe Refinisher

Fuznizure Befinisher Helper
Furniturce Bepaires, Minor
Upholsterer

Servigce and Scppost Qooapations:
Cleaner, Vahiclas
rlevarnr Ooeratar
Sardenar
Fousekeeping Aide
Fousekeeping Alde
vanitor

Laborer, Grounds Maintenancse
*aid or Howuseman

Eest Controller

Fefuse Collector

L2
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S Nocument Viewesr

2231 Tractor Ogperater

11360 Window Cloaner
Eralth Zorunativna:

SEDI0 Deptal Assistant

-2040 Emergency Medical Techrician/Paramediz fanulance Srive:s

L2071 Liccrnsec Prastical Yarss I
12072 Livensed Practical Wurse 2
J30T3 lLizemsed Traccacal Hurse TI7
12100 Madical Assisrtan:
17130 Medical laboratcry Teshnivian
22160 Med:cal Recocod Clerk
21906 Madical Fecord Tashnician
12221 Mursing Assistant T
12822 Nursing Assistant -
L2223 Mursing Assistant I[IZ
122249 Murs:ng Assistant IV
12250 Pharmacy Technician
IZ2BC PhleDotumist
12311 Regisztered Hurse I
12312 Segistmred Yugrse 21
12312 Begisrered Hurse I7, Soerialiss
121314 Regilstered Nurse IIZ
12205 Registerasd Nurse III. Anestherast
22316 deeistered Hurse IV
Infcrmarinn and Arts Uccupaticns:
Li0U2 Ayaicvizual Libravian
1ICLT Exhibits Specialist I
L3012 Zxhibats Specialistc II
13012 Exhip:its Speciallist iII
L2041 Illusrraszor I
13G42 Tlluserateor I
30473 IZlluscrater ITT
11047 Librarian
L1039 Limrary Techniclan
13G71 Fhertographer I
13072 Procographer TT
13072 rhotcgrapher ITS
12979 henoegrapher IV
1307% Fhortographer v
Laundry, Jrycleaning, Pressing and felatea Qcocups:
15012 Assembler
19030 Counter Attendant
23040 Dry Dleaner
ISU70 Fimisner, Flatwurk, Machine
120083 Presser, Hand
=100 fFressers, Machins, Dryciraning
15130 Presser, Machina, Shirts
1310 Fresser, Machzne, Wearing Rpparcel, Laurdry
=2130 Sewirg Machine Operataor
12220 Tailer
15253 Washer, Machine
Maching Tuel Cperation aod Repair Cocupatiosns:
15010 Machine-Toal Operator [(Toolrooml
130449 Tuooi and Die Maker
Marterials Handling and Packing Occupations:
Z171C Fuel Distribution System Cpesalcr
21020 Mater:ial Caordinator
TL037 Material Txpediter
21042 Marerial Handling Labores
Z1950 Crder Filler
21071 Farklift Uperator
2.080 Praduction Line Worker iTono Pracessing:
21192 Shipping/Receiving Clark
21120 Ehipping Packer

21140 Ztore Worker I

Page 3 of 8
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Appendix C
I3127 Stock Clepx fSheif | £2r! qTnre Whrwer LI Loi3.a4
2.212 Toels ano Parts Artanmarr A
Z140] Warehecuse Speclaiisrt 14,07
Jzchanics and Mainrenance any depa-r Soouzatigas:
£3000 RBircraft Mechanico 3 17.5%
23040 Ficcraft Mechanic Helper 3 14,34
22050 Aircraft Guality Cencrol InEnesTar $ .g8.52
2060 Alroratt Servicer g 1=.39
23070 Aircraft Worker 5 13.58
22100 Appliance Mesckanic FOLV.E
43120 Bicyele FEepairer 3 15.24
231:% Zable Splicer 5 17.838
23120 Carpenter, Maintenance 5 17.24
23140 Cacpet Layer S 1R.58
23160 Electricign, Maintenance 5 17.686
23lBl Elezrronics Tachnician. Mainrenance - $ 21.43
23187 Electironics Technician, Main-smance [0 $ le.H3
23182 Electrenics Technic:an, Maintenacce TTT g 17,40
232680 Fabric Worker IR 1]
23290 Fite Alarm System Mechanic S 17.89
23310 Fire Extinguisher Aepairer £ 15.24
23340 Fuel Cistribution System Machanio £ 17.49
23370 GCeneral Maintenance Woarker 5 16,5
23400 Hearing, Refrigsrazion sna A.r-Coan iTizning Mechanic ¥ L7.BE9
23430 Heavy Zyguipment Mechanic 5 17.49
£3440 Heawy Eguinmens Uperacor 5 17.B9
2360 Inscrumenrt Mecnapic 2 17,584
23470 Laborer 5 w4l
23500 Lacksm:izIh 5 17.24
23530 Machinery Maintenancs Mecnanie 5 21.%8¢%
23550 Machinistr, Maintenance 5 19.79
235340 Maintenance Trades Heiper & 14.38
21649 Millwright 3 20.42
23700 Qffice Appliance Fepalier 5 17.2¢
23740 Painter, Awrcraf: 5 1724
23760 Paincer, Maintenanca 5 17.24
23780 Pipafitter, Maintmnapce $ 19.21
23803 Plumber, Maintenapce 5 If.51
23820 Freucroaulic Systems Mechanic i 17.8%9
23B50 Rigger 5 17.89
23877 Zzale Marcanic & LE.88
233980 Sheern-Metal Worker, Maintenan-e S 17T_R%
L3310 Small Engine Meckanic § 1G.5
23330 Telecommuricatigns Macham:is 5 L7.E89
23830 Telecommunications Mechanic T1 720,03
23820 Telephone Lineman 5 17.H%
23960 Welder, Combinaticn, Mainreamanca 5 i17.8%9
23965 Well Dritler 5 17.45
239753 Woodcraft Worker 3 17.489
23980 Woodworker 5 15.24
Persenal Nesdsz Gocupations:
24579 Child Cars Artengant 5 5.83
24583 Chilg Care Center Clark 5 11.82
24600 Chora Aisda i B.H3
24632 Humemaker s 12 .81
Flant and System Opcrazicn Gocupations:
£305% Boilar Tenderp S 17.8¢8
23040 Eewage Flant Uperartar 17,24
25070 Star:cnary Enginear 5 1%.1%
23185 venrilation Eguipmant Teonger $ l8.1l0
25210 Water Treatment Plant Opeszior £ 1.4
Frotectiwe Scevice Cocouparions:
27004 Alarm Mapator s 1z.82
21006 Corrections OFficop £ 13.51
3 15.02

27610 Courn Security Officer
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Appendix C
7040 Datantien Offiog: N T
27070 Firefignter 7 I4.83
ITI0L Gaary I 5 7,90
<7132 Zuara 1% i id.35
27130 Bolice Dfficar % 17.4E
Gievegsring/Longsharamen Unrupational Farvices:
2B0L0 Rlocker and Hracer 5 15,658
28020 Hatcok Teonecer % .5.dn
SBO30 Lire Aandier i 1E i
23040 Stevedore I £ I5.04
28050 Stevederoc 11 3 1p.32
Technical Cesupetions:
23010 Arr Traffic Control Spescialist, “entar 2/ 5 25.04
<3011 Air Traffic Cantral Specidlist, Station 24 S 17.30
29012 Air Traffic Concrsl Spgcialaist, Terminair 24 % 18%.05
23023 Archealogical Technician I 9 14.0%
29024 Archeclugical Techniczan - 5 1E_7R
28025 Arckeological Technician IIZ $ 19,53
23030 Zfarcographic Techniciag 7 15,53
29035 Compuser Hased Training (CBT) Speciai:st/Instructor 5 24.R8
23040 Ziwil Engineering Techrician 5 19.53
230&] Drafter T 212,77
26D Drzaftar 11 ¢ 14.235
23063 Drarzer I[II 5 le.3s
23064 Crafrop 1V 3 21.78
23081l Frgineering Techniciam I $ 11.44
<3082 Engineering Techniecian I 5 12,45
<2083 Enginear:ng Technician LIT 7 le.74
49084 Enginesring Techniciap IV = 18.04
#3085 Ingineering Techpician ¥ § 2z2.00
23086 Enginesring Technician Vi ¥ ZE.69
29090 Environmental Tachmiecian ¥ 13.01
23100 Flight Simulator/Instruczor (Filee) 5 24.8%
29150 GCrapnic Artiast s 19.70
29160 lnatructer 5 22.03
28210 Laporatery Technician % 15.54
29240 Mathematizal Technician i lg.00
20381 Paralegal/Legal 2ssistanc - $ 11.&2
22357 Paraiegal/Legal Ass:s-ant 1T £ 1621
29263 Paralegai/Legal Assistanc 17T 5 19.7¢
73364 Paralegal/Legal Assistanr IV 5 23.98
CB32D Preozigztizs Tochnician ¢ 19.42
49480 Technical Writer $ 26.1%
22491 Unexpleded Cranance Techr-cian I 15,94
2894892 Unexploded Qrdmance Technician I 5 1%.2%9
23453 Unexploded Ordnance Techaician 111 5 23.12
<3494 Unexpluded Safety Escort § 15.934
23493 Unaxplocted Sweep Personnel $15.9%4
Z3620 Wearher Cbserver, Senior 7 5 15.02
29621 Weather Observer, Combined Upper Air & Surface Programs 3/ $ 13.53
23622 Weather Oh=arver, Uppar Eir 3/ § 13.53
Transcortation/Mobile Equipment Opercatzen DToups:
31030 Bus Criver £ tz.21
31260 Parpirg ama Lot Attendans 5 7.33
212390 shuitle Rus Driver ¥ 11.32
21300 Tax: Criver .07
J1361 Truvkcriver, Light Truchk € 10.24
21367 Trugkdriver, Mecium Trusk 7 12.18
31363 Truckcriver, daavy Truck F 12.44
21364 Truckdriver, Tractor-Traiiar 5 16.15
Miscellzneous Docoupatians:
99020 Animal Carecakar S 9,39
99030 Cazhier i 7,21
98041 Cuznival Equipment Operatcr 5 1l.40
S 1l.72

20047 Curnival Eguizment Bepsirar

Page 5 of 4
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045 Tarnival Worger
AR50 Desk Clerg
=305%5 Embalmer
229300 Lifeguard
28310 Mortician
49350 Fark Atrendant ‘Aide)
39400 Ehotafirisning Worke: [Ihota lan Tann., Darkroom Tech!
29500 Becreation Specia.:st
49510 Recyeling Worker

=

I

= b
Foral O 0750 [ 5 IS R

R I L R T R R P L T R A e oo Lok 4 G Lok
k
L1, 1

39610 Sales Tlark 8
$9620 School Crossing Guare ‘Crosswalx A-Teraans ) .53
92630 Sports Offigial LEE
39658 Survey Parry Chietr (Taisf of Barsy! 15,580
73653 Surveying Tecknician :Insto, Yerson/Surveyer Asst. Instc. ) 12.17
93460 Surveying Aide 785
28620 Swimming ool Operetos al.2l
95720 Vendirng Machine Atrensant 4_7R
38730 Vending Machine Repairso: 11.21
33740 Vending Machine Repairer laipar £.75
“* Fringe Benefits Requircd Fur ALl UucuDaticns Ineluded In
This Wage Detezmonaticn **
HEALTH & WELFARE: 31.63 an hour =r £65.2) a4 week ur $282.587 a month,
VACATIZN: 1 weeks pald vacas:=q or 1 woar @[ service with a
SANLLaACTIY I SUCCESSCr! 1 wesns ofTIir o= ¥edIs! 4 wWaews 37tcer L5 yearss.

Langtn of =sarvice ineidmes 50 whobs ipan orL continGous Service witke
Lile DYESENt UCRTFIcTOr 0f LULSSSSCC, w“NECevar emplayed, and with
predecosSscr oontracsors in o bne perfirmance of simllar work ac the same

]

Fedoral ramility, ‘Gea 77 OOTR 4.1
HOLIDAYS: A minimuam =% =lgvecn Fali fCL12aYd Der ys2ar:  Hew Year's Davy,

Martin Luther King Jr's Bicthdav, dashingran's dirthday, Good Friday,
Memoliral Jay, Independence Day, Laber lJay, Tolumbus Day, Veterans' Cay,

Thanksgiwving Dav, and CRriscmas Dav. A vontracTar may substitute for
any al the named ns3lidats anulcer Zav oiff with pay in acoordance wit- a3
Elan communicared to Lis employess tnvolved ) TSee 2PTFR 4.174)

1/
UDogs not apply Lo employees emploved Lo g wuna f:ce axecutive,
administrative, or prafessicnal vwepeuity as defired and delijeated o
<3 CFR 541, Gee 13 TEFR 415D

APPLICABLE 70 AIR TRAFFIC UUNTRGLLERS ONLY - “ISHT CIFFERENTIAL: An aemployve:
i3 entitleu to pay for all work pearfarmea cotween the hours of 6:00 E.M. anc
Gl B.M. ar rke rate of basic Bay plus o night pay differential amcueoting to
13 percent of thne rare of basis BETE
2
WEATHER CBSERVERS - NIGHT FaY & SUNOAY &nv. Tt ¥ou work at migh%t as part of
A reqular vour of duty, you will earn a niovht d:fferential and receive an
additicmal 10% of basic Day for any hours worked EBefween fpm and €am. If you
Are 2 tull-cime emploves (10 houry 4 weekl and Sunday is part of your
reqularly scheduled workweek, you are paid at your rate of basic pay plus a
Sunday preium of 2E% of ysur basic rate for each hour of Sunday work which is
AOT cvertime (i.e. occasianal work un Suanday cutside che nomal tour of auty
25 opnsidared avertaime wark) .
*rOUNITORM ALLOWANCE *~=

TZ emploveas are reguiizu Lo wear unifarms i the performance ot

this contrasr [=ithez Zv the terms af rthe Government contract, by

the empiosyer. by the state cr lacal _aw, ete.), the ueost of

furnzsning guch unsfnrms and mALRTEINinT oy laundering or dry

clearirg; such Lpiiorme 8 arn expense that may not £ boarme oy an

smpacoyee where scon cast reduzes the nourly rate below thar

raquired Ly the wage actcermipat:on. The Depar=mant of Labor will

accept payment in accordince with the tfollowing standards ag

compliance:

The concractor or supoinizacktsr o= requiresd ta furnisn oall

employews with anm adequdis number or unifasms withous cost or ta

Pege b of B
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rgimnursa fMplovees for the acrual cost of tha uniforms. In

sdaition, where uniform cleaning and raintenance is mada the

TESponsibilicy of Lhe enotaves, all UoNTrastors ana suhcontractors

SUD1BCT Lo rhis wage derermination shall iln tha sbsence uf a bona

fide ccollestive Bargainirc agreement providing for a different

AMoUns, or the furrisaing of cantrary Aaffirmative proof as to the

ICTUAL 205T), reimourse all employees for such cleaning ang

Maintenanse at a rate of 34.25 per week (O 5.89 copts TET day!.

EOWEYED, In those instances whers tha uniforms furnisned are made

2% “wash ano weap" materials, may pe routinely washed andg dried

With other personal garments, ane do roc require any special |

Treatment such as Jdey cleaning, daily was=hing, or commarcial

ladndering in order ta meet the cleanliness or appearance standards

set by the terms of the Government contract, by the contractar. by
iaw, or by the nature of the werk, there is nmo requirement thart
amplovers be reimbursed for uniform maintenance costs.
** WOTES REBLYIRG T THEIG WAGE DETERMIMATION +-
Sourze of Cucupational Vitles and Descriptions:

The dutiex of empioyees under Job titles listed are those descyiben

in the "Service Contract Act Directory of Decupations, ™ Fourth

Edition, January 1993, as amepded Ey the Second Supplement, dated

August 1395, tnless orherwise indicared. This puklication may ke

wBTAainee fram the Superincandents af Caoclrents, ar 202-793-373d4, or

SY writing to the Superintendenr of Documente, U.3. Governmant

Prinving &ffice, Washingtesm, D.C. 20403 . Topres of specific job

dCSCriprions may also e sntaines trom che Appropriate <ontracting

offzecep,
FEQUERT FCR AOTHORIZATICON OF ASOITIONAL CLASSIFICATION AND WAGE RATE

{3tandard Form 1444 (SF 14443}

Zonformance Process:

The cantract:ing officer shall require that any class of serviece

wmployee waich is ner listed herern and which is ta be employed

Jnder the contract il.e.., the wark to be performed is net parfarmed

by any classification listad in the wage determination’, ba

claszified by the contractar £ 45 Lo provide a reasonabie
relationsnip (i.e., appropriate leval of skill comparison! between
such unlisted classifiraticons ang the classifications listed in <kas
~age determination. Sueh conformad tlasses of employs=es shall ke

Faid the manetacy WAages and turnisted the frirge bepefits as are

detcimined.  Such conforming process shall he initiatad by the

SeRLracter prior to the performance of contract work hy such

snlisteq class(es| of emplaoyees. The conformed classification,

wage rate, andfur fringe benefits spall be ratroactive to the
commencament date of the contract. |Sae Sacrion 4.6 [C) fwid}

When multipie wage detarminations are iacluded in a contractc, a

“Rparate SF 1444 should be prepared for each wage detcrmination ta

which a claszstes) is to be confermed.

“he process for Freparing i conformance request ix as follpwsg:

l] When Preparing the bid, the contracror identaifims the nsed for a

wonformed ccoupation! and CEMEUCes a proposed rata),

=) After vontract awarsZ, the contraccar Prepares a writrten ceport

iimting in order propesed clasaificarion title), a Federal grade

aquivalency (FGE: far each Froposed classification), jab
descriplicn), and rationale fer proposed wage ravel, ineluding
information refarding the acreament or dizagresment of the
aucthorized representative of =he cupleyess invelved, ur whers there

i% no authorized rebresentative, the employees thamszalve=. This

Teport should ke susrilced T2 thae concracting officer no larer than

10 davs afeeop sush Lni.sted classi=es)l of emplavens performs ANy

confract work,

31 I'ne Cankracrting off:rar reviews the prenosed act:en and promptly
submits a repers of -ha action, togethar wirh the agency's
Cecommendations and pertinent information including the position of
rthe zontractor and the employees, to the Wage and Hour Divigicn,
Employment Standards Administrazion, J.5. Department of Labor, for
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Appeadix C
reviwy, [Bae sect:i. JGfRY (D) or Regulataicns 29 T rt 4.
1] Within 20 davs ol zeceipt, the Wage and Heour Division approves,
madiflies, ur cisapproves the action via transmittal to the agency
s3htracting officer, ar nepnifies the veatracting officer chat
addrrional time will be reguired to process tha regussc.
¥ The contracting oificer Lransmats the Wage and Houvr decision to
the contractor.
%1 The =zentractcr .nfsrms the atfected employees.
‘nformatoon reguired by tie Begulations must he submitted on 5F
1444 cor bond papar.
When gpremaring a conformance recuest, the "Service Coatract Act
Directory of Qceoupations” [the Direcrtary) should be used to compare
‘eb definitions te insuce that dubies regquested are not perfarmed
by o clagsification alrsady listed in the wage determination.
Hemember, Ir iz not the jab title, but the required tasks that
cetermine wnether a class 1s incigded in an established wage
determination. Conformances may ot be used to artificialily split,
combine, or scbdivide classirfzcationg listed In the wage

Harermination.

oJE EREN =D U]

Page B ol 8



appendix R
F3360(-99-R-0033

Wright-Patterson A¥B Information Technology Support
(WITS)

Alternative Dispute Resnlution
Memorandum of Agreement
Between
Wright-Patterson Air Force Base (WPATE)

and
RS Information System=, Inc.

1.  Wright-Patterson Air Force Base (WPAFB), and RS Tnfarmation Systems, lnoc.
(collectively the Parties) have enterad into contract(s) _F33601~-00-B-PO01

10 acquire Wright-Patterson Information Technology Support (WITS). The Parties share

the ohjective of providing host and tenant organizations located at WPATD and
assaciated remote sites with cost-cifective inforrmation teohnology services. This (These)
contract(s} cootain(s) the “Tsputes™ clause (52.233-1) to implement the Contract
Disputas Act of 1973. However, as contemplated by FAR 32.214, the parties aso
recognize that Alternative Dispute Resolution {ADR) procedurss involving cellaborarive
techniques can be used as an alternative o Disputes Clause procedures in order o avoid
the disruption and high cost of litigation which detracts from mission acsumplishment.

2. The Partics apree that they will try to resalve all issues in cuntroversy arising under
or relared to the contract by nagotiation and mutual agreement at the contracting officer's
level. If negotiations reach an impasse, the parties agree to use to the maximum cxtunt

feasible one or more of the ADR processes contemplated by FAR. 32.2 to reduce or
eliminate the need for litipation. The Parties further agres that any ADR process must be
structured to allow sufficient ime to axchange and analyze any information necessary to
obtam and justify a settlument.

3. Consistent with FAR 33.214, in cases where the parties decide to use ADR, the
parties will prapare and agree 1o a specific, written ADR agreement appropriate to the
controversy, before the ADR. process begins. The agreement should normally address
the following {as appropriate): authorized representatives for each party; ADR techniques
and processes to be utilized and procedures to be foilowed; methods for the exchange of
information; a schedule and procedures for any discovery proceedings, including how to
limit discovery/factual exchange; appointment and payment of neutrals; whether and to
what extent to stay or suspend any pending litigation; possible audit requirements;
confidentiality, at what point the parties will begin negotiations; and a prowvision for
terrnination of the agrezment

Page 43
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4, If the contracting officer rejects a contractor's request to use ADR pracesdings, the
contracting officer shall provide the contracror a writter: explanation citing ore or more of
the conditions in 5 U.S.C.372(b} or such other specific reasons that ADR procedures are
Inappropriate for the resolution of the dispure, See 41 17 85.C. 605(2) & FAR 33.214{b).

In any case where a contractor rejects the government’s request to use ADR proceedings,
the contractar shall inform the ageacy in writing of the contractor’s specific reasons for
rejecting the request.

5. Iris not the intent of the parties that this agreement alter, supplement or devize
fram the terms and conditions of any contracy(s) between the partiss, or the legal rights
and obtigativns of the parties set forth therein. Any changes to these contract(s} must be
exacuted in writing by authanized contracting officials.

6. Iathe avent either party believes a particular issue is not well-suited to ADR, or is

~ dissatisfied with progress being made in a particular ADR procesdirg, that party may,
after good Fuith siforts to resolve the issue, elect to abandon the ADE. process and
proceed as otherwise provided under eontract, regulation or statute. Nothing in this
Agresment shall be deemed to prevent either party from preserving and exercising its
legal nghts and remedies during the ADR pracess.

System Program Director Date
r .
- < Gerod e 0D
@’ WCh s a v;/r:“ .{L{{Lf.f.-l’“i'(({;;__“i o
Car acﬁng('}fﬁc/er Date

A‘.&Zﬁ quﬂf . f l/fﬁ-’- / {797
Contract ngmmﬁctg;.” Date
4‘3““*} ] g%‘% z‘lz;)/f'éz/é;?

Contractor Direttor of Contracts Trate

Page 44
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A. TIIL PURPOSE 0F THIS MODIFICATION IS A% FOLLOWS:

B. THE FOLLOWING CLAUSE DATES ARE REVISEL:

F'ROM:
|-547 224341 CHANGES—FIMED PRICE--AL TERNATE | AUG 1987
(1&HY FaR 43.205(2)¢3))
1671 522481 YALUE ENGINEERING {DEVIATION) MAR 1344
(1AW FAR 48 201(E), and DOP Memg dated 101 Jun g,
LR Tracking #95-0000¢)
TO:
1547 52 3 CHANGES—FIXED-PRICE—ALTERNATE | APR 1084
14 FAR 43 205¢a) 13
1£7 52.248.1 YALLIE ENGINEER MG | DEVIATION) FER 2004
{84 FAR 48.20111), and DOF Meme daped 10 Jun 83,
OAR Tracking #29.XI005)

C. THEFOLLOWING CLAUSE IS HEREBY DELF LTy

210, 523194 NOTICF OF FRICE EVALUATION PREFERENECE FOR HUBZOre SMALL BUSINCRS CONCERNS Jal 1955
(1AW FAR 16,1308k
(e} Wakver of evaluatian preference.
['] Dffcenr elects 10 wakve the evaluation prefereno,

L. PART NI, SECTION T, LIST OF ATTACHMENTS, IS REVISED A% FOLLOWS:

FROM:

TORM KR ITLE DATE # PAGES

O Form 1427 Exiiihit 1, {lanreact Data eqmirerents Lisr 16 UL Yy A

DD Fyrm 254 Exhibit 2, Contract Seeurity Classileation Specification 10 AL vy ]

Appeadiz A Stulement of Objeclives & DEC vy 4

Appendiz 1Y Labor {ategory Descriptions 2L N0V 9y 5

Appende: Wage Determiulion 2T MAY 99 b
2419 REV{4)

Apnendix D loaded Lubor 12ate Chart (Unkiwwn-dared by Offcror) |

Appendix E Alternale Dhsputes Resolution {Unknown-dated by Dfzrory 2
Mermarandim of Agrecment

Ak 1 Sectinn T, 10 Mov 99 %

Aleh 2 Section b My Moy 99

TO:

FORM NR TTTLE DATE 2 PAGES

DL Peerrm 1423 Exhibit 1, Cuntract Nata Reguirements Liy, 19 ML %9 i

Ly Form 254 I"'xhibit 2, Contract Securily Classiffcation Specification 11 ATNG g0 B

Appendix A Statemenl of Ohjectives i NRC oo 4

Appendin B Labar Culegory Descripriong 24 MY g B

Appendix Wage Delermunation 27 MAY o0 R
91-2419 REV{14)

Appeadiz [b L oaudent Labar Rate Chyrl M DEC a0 1

Appendix E Alresnue Lisputes Resululion 1% APR. (W) 2
Menwrndum af Agierinent

Appendix | RS Informarion Systems. Inc. {S0W |5 DEC 9y a3

F. RS INFORMATION SYSTEMS, INC. CON IRACTOR STATEMENT ()F WORE (S0,
DaTID 15 DEC 9%, |5 HERERY INCORPORATED INTO THE SUBIECT CONTRACT AR
APPENTIX F.



Page 3 of 3
EAZGOT-00-TRT%01 POGIOT

F. PART IV, SECTION K, REPRESENTATIONS AND INSTRUCTIONS, PAGES 19 THROUGH 21
OF THE CONTRACT HAVE BEFN PHYSICALLY RLEMOYED.,

G. ALL OTHER TERMS AND CONDITIONS OF THE CONTRACT REMATN UNCHANGEI ),



I1. CONTRACT In COE | BASE OF PAGES|

| .
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| 1540 ALLBROOK DR FTE 3 417 ©. REDWONGD STREET, SUITE 1803 |
|

|

|

|
|
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|
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I
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130, DATED (Seé 1tam 11)
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i
110&. MUDIFICATION OF CONTRACT/CPOER WMo,

X F33401000F001
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|
|
|
)
|
|
|
|
|
|
i
! UEAPALA
|
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|
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|

|
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|

|
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RS INFORMATION SYSTEMS, INC.

A. TIHE PURPOSE OF THIS MODIFICATION IS AS FOLLOWS:

PAGE20L 2

B. PARTIII, SECTION J, LIST OF ATTACIIMENTS, 18 REVISED AS FOLLOWS:

FROM:
FORM KR

TITLE

DD Form 1423
L3y Farm 254
Appendiz A
Appendix B
Appendix C

Appendix [
Appendin £

Appenidiz F

Tox:
FORM WR

lixhikie 1, Contract Data Requirements List

Txhibit 2. Contract Securily Classification Specitication
Srarement of Objectives

Labor Category Descriplions

Wage Delerminstion

94-2412 BEV(14}

Louaded Labor Katc Charr

Allernate Disputes Resalufion

Memorandum of Agresment

tnltimax, Ine. CROW

TUIE

DD Form 14235
DD Form 54
Appondix A
Appendix B
Appendix C

Appendix B
Appendiz E

Appendix ¥

Exhibit 1, Contracy Drata Bequirements Lisl

Exhikit 1, Cantrace Security Classilivalion Specification
Statemeant of Ohjectives

Labor Category Descriplions

Wage Cetenninudion

94-2419 REV( 14}

Louded Lubor Rate Chart

Allcrnarc Psputes Resadution

hMemorandutn of Afréement

kMultimax. ne CS0W

1IYATE

16 JUL 99
AL 99
6 DEC 9
T4 MOV 09
AT MAY Iy

[ LR
LK AL (Wb

17T DEC 99

NATE

19117, 99
0 U™ M0
L DEC 9%
24 NOV
27 MAY 99

16 DEC 92
R AN

17 19

# PAGES

3]
]
4
5
]

Il

# PAGES

b SR A e

1]

C. ALL OTHER TERMS AND CONDITIONS OF THE CONTRACT REMAIN UUNCHANGED.



DEPARTMENT OF DEFENSE

7. CLEARANC. 4ND SAFEGUARDING

8. FACILITY CLEARAMNCE REQLUIRED

CONTRACT SECURITY CLASSIFICATION SPECIFICATION TOP SECRET

iThe requiramants of the Dol ndustrel Securiry Manues annfy
ra A sacurity aspects of ifis effomr.)

'b. LEVEL OF SAFEGUARDING REGUIRED
N/A

2. THIS SPECIFICATION 15 FOR: (X and cerrpiois a5 apgpiicasie) 3. THIS SPECIFICATION 15: i¥ and compiare as appdnn i)
¢ 2. PRIME COMTRACT NUMBER % [:IRI;SIN.#L (Compiate da v ) DATE /YYryasioo)
i, i@ date i ol cezes, N
B F33a01 00-D-FK1 Exp Dale: 05-05-3] 20000601
b. HUBCOMTRACT NLIMBER b. REVIZED HEVIEITDN WO, DATE (v ¥ Y A
[Sugavsrifes
PraviOus Smers)
=, SOLICITATICN QR OTHER NUMBER DUE DATE Iy ¥¥yasaipn) DATE 1y yafiaan,)
o, FINAL (Compiate ltar A i gif cazag)
4, 15 THIS A FOLLOW-ON CONTRACT? YES X [ND. M Tes. complata 1he Following:
Clessflad matarial racaivad ar genorated wder Praceding Ceandrapt Mumbesf is ransfarrad o this Fellpw-an contract,
5. IS THIS A FINAL DD FORM 2547 YES )4 IN{J. i Ya9, completh the follawim:
I rosponse to tha CONTFACTOrS raQuast daded « retarition of 1hn cinssified raterisl is authanesd for the perlad of
6. CONTRACTOR inciuce Commearcisl and Gavemment Entiry (CAGE) Coder
a. MAME, ADDRESS, AND 2P CODE . CAGE CODE | &, COGMIZANT BECURITY OFFICE fhiare, Agsress, and 2io Cove)
R5 Information Systems, Inc QZ415 D53 Greater D/ Balimore (00DC)
1651 Old Meadow Road, Suite 505 1235 Jefferson Davis Hwy, Suoite 210
MuLean, VA 221044308 Arlington, VA 22202-12%3
7. SUBCONTRACTOR
d#. MAME, ARDRESS, AND ZIF CODE b CAGE CODE | ¢. COGNIZANT SECURITY OFFICE iNarma, Address, and Zlo Code)
N/A NIA M/
2. ACTUAL PERFORMANCE

LOCATION
NiA

b. CAGE CODE | v, COGNITANT 3ECURITY {IFFICE (Waime. Address, and 7 Codel

N/A N/

Computer Support tor WPAFE organizations.

9. BEMERAL IDENTIFICATION QF THI® PROCURENENT

10, G'DI'ITH_ACTUH WILL REOUIRE ACCESS TO: YES | MO |11, IN PERFORMING THI& CONTRACT. THE CONTRACTOR WILL: YEE| MO
8. CUMMUNICATIDNS SECLRITY (COMSEC) INFORMATION b " "‘ﬂmﬂw x
5. RESTRICTED DATA i P4 b. AFCRIVE CLASSNRL DOCIMAENTE O Y 4
u CAITICAL HUKGLFAR WEARDN DESIGH INFORMATION A f. AECEIVE AN GEMERATE £l ARSIFIED MATLRIAL x
U. FORMFAIY RESTRICTED Dals i 9. TASFICATE, MODIFY, 3R ETORE CLASSIFED HARDW ARE 5
£ INTFILIGENGCE INFOHMA Mo ’ . FERFORM SEAVICER GNLY
(3} Bamsitiva Compartmmntnt afurriaclon |50 p [ ROEkI RIED: U b BECERE R hn ATt SIS >
2 o X || o ST BUEES o i o Wi TR
f.  SPECIAL ACCESS INFORMATHN pd I AECHNRE & COMSEC ACCOUNT =
4 WATO LEFORMATION M1 i HAVE TCWRLE| REQUIREMENTR Y
h.  FOREIGH GOVEMMMENT INFURMATION 4 . FavE UPERATIONE EFCEIRMTY [0PSEC] RECUIREMENTA -
. LWNTED DISSOMINA [ITH HMFORMATION 2| . TE AUTHORIZED Yo USE TIIL DEFENSE COURIER SERvICE
i FOR OFFICIAL USE ;:JNI.‘f' INFORMATNIN i ). OTHER (Specify) o
k. OTHER {Spacify] P
Mutification of government xccurity activity is required,
See adkendum,

DD FORM 254, DEC 1959

FREWIOUS EDITION |3 OBSOLETE.



12. PUBLIC RELEASE. Any informatlon (ciassffeu or cacissified) PEMHNing 1o this vontract shall not ba ralaa..d for pubdle glesemination exCopt 339 provided
by the Induatripl S#curity Manual o unlags it hes Baan approved for public ralease by appropeiate U5, Governmeant Aulhuwity. Propased public relaase: shail

e sutminited For approvel prior to relaase i Dhrgct Iz[ Through fEpenify)

ASC/PA, 1865 dth Street, Suile 15, WPAFB, OH, 45433.07129. Relense ol 8CI information is not authorized,

b then Dircrtorate for Fredden of Information and Security Review, Office of the dsslytane Sucretary ol Dafensa [Public ATfairs|® far Jeviewr.
*In the case of non-Dol User Agencles, rgussts for dischosure shall be submittad to ihat ageEncy.

13. SECURITY QUIDANGE. Thw security classifiamtion guldanca needed for 1his clasalfisg &ttt is identibad Golow. | any ditfitulty is encrurdared in Bppiylag
this gurdanca ar of any giler contributing fecter indicatas a nosd Far changes in this guitanee, the contraczer is autharend snd anCoUraged 1o provide
rmeommondsd changey: & challangs the guwidones or the clagsification aszignad to any Information or rmaterial farndshed ar gBEneratad uridor this comraet:
ind W fubmit any questions for inrerpretatlan of this guedanco to the atfelal idantifiag belerwr, Pending fimml decigion, the: informatian Fvalved shall be
handied and protacred 4t the higheat leval of clessificadon assigned of racurmmended. (55 0 as apprapriale for tha classifed effovt. Atrach, or forwerd urtder
SUArk(a COmASALNEITE, BTV COCUMEnISAuitassaxtracts refomnces harain, Add actittural GEQEE 83 NeddEd to pravice complede muidence. )

4. This is a tesk order contract. Each task order with classified reguirements, will require a separate and specific D)
Form 254,

b. The National Industrial Security Program Operating Manual {NISPOM), January 1993 applies to this contract.

¢. Ref Blk 100 The NISPOM Supplement (NISFOMSLUP), 20 Dec 94, and the DoD CVErprint to the NISPOMSUP,
February [998 applics to this contract for Special Access Requirements.

d. Ret Blk 10a.. COMSEC requirements apply. COMSEC puidance is incumbent on the governmcnt.
¢. Ref Blk 10e(2)/10h: General niclligence Marerial/Foreign THsclosure applies. Sce addendum
f. Ref Blk 10j.: For Official Use Only (FOUQ) applies. See addendurn.

. Ref Blk 11a.: Releasing Government or Contracior activity will furnish comnpleie classification guidance for the services io
: performed.  Contractor performance s regtricted to the specific organization identified in the 1ask order DD Form 254,

b, Ref Blk 11i.; EMSEC requirements spply. LGMSEC requirements are incumbent on the povernment.

i. RefBlk 11l.: The Natification of Government Security Activity and Visitor Group Security Agrcement clause appliea.
See contraet ¢lause in Section T for details,

i- Functional Area Chisf: Karen Croihers, BBCG/SCXP, WPAFR OH, (¥37) 255-0471, X500
K. Functional Area Evaluator (FAE): Each invididual task order will identify the FAE for the iaskang wnit,

14. ADDITIGNAL SECURITY REQLIREMENTS. Raquiremants, in adeisan to ISM requitements, ars setablished far this contract, | A i Yes [ _J Mo
¥ Vs, idantify fthe peinent Contraciul clusas in the conirae? domument My, Or provide o approprfate Statamenl whivk identifes 1ha agditional
CQUIEmEnts. Frovide & copy af the woouirerients 1o Ihe cogrizent security oFfice. Lise e £3 i aclkiigral space fs naadad.)

1. Ref Blk 10ef1); SCI requircments may apply in funire task orders, Tasking Uniis will provide speciftc requirements and
guidance, .

Ref 10f: Special Access Requirements/Procedures may apply in forure task orders. Guidance for gaining seeess will be
provided by (he lasking unit,

1E. INSPECTIONS. Elementa of this contrart arn outside the Ingpection raspansibility of tha cogrizant secunly oHica, I_}( ] Yes M

W ¥Yes, cxpfain and ifentify specific arces o DAIMEnTs Sopvad ouT and the antivity responsisie far fnspesiians. e frem 13 aditicesl spper fs mtepded )

The D33 is relieved from securiry oversight for periormance o base. SAF/AG-OL will maintain security oversight for SAR
material ualess otherwise stated in the task order DD Form 254, ASC/SYEPC will maintdin security oversight for Non-SAR.

16. CERTIFICATION AND SIGNATURE. Security requiramante stated hergin ors complata and miequate for safeguarding the cloxsifisd
information to ba relaased or generated undar this clessified offort, Al quastiana shall be refemed to the official named balow,

4. TYFED NAME OF CFRTIFYING DFFICIAL L. TITLE c. TELEPHDMNE fincitrte Areg Code
Cyathia Schweibeld Contracting Officer (937) 257-2135
Ext. 4422

d. ADDRESS finclude Zip Codel ! [17. REQUIRED DISTRIBUTION
ASC.-’PI?;;‘:"IS, Bijg ! A S C/ SY S E X e conmracton
1949 Allbrook Dr., 5te, 3 ! b. SUACOMTRAL |UR
WPEF B, OH  45433-5309 ( :t I'E[ ] E H#] ﬂ [ [k I X | ¢ cooNiZast SECURITY GRECE FOR PRIME AND BLIRCONTRACTOR
= GIGNATURE ' I AT I d. L5, ACTIVITY MESPOMEIBLE FOK OVERSEAS SFCLIFITY ASMINIS IRATION
_O | L |
S Lo ¥ ,fg.égtﬁ—[ 1&‘{_[\_‘ et 3 | X b oTeERs as wecezsany RTINS (S0, Borabeyh L&#AE&TH ST ROOM 109
RM 2 s 29 g (J?j 640 W LOOPR RD [ 454337625
! £ AFB CH 45043317106
‘ H_,ﬁf_‘%{ v

x . ADMINIEETRATIVF COMNTHAL I TG DFFICER

ASCITPERE (Sacumty i)




ADDER _.JM TO HD) FORM 254
05 February 1999

NOTIFICATION OF GOVERNMENT SECURITY ACTIVITY

1. Thirty days before the date Contractor operations will begin on Wright-Patterson AFR Q][
the Contractor shall provide ASC/SYSPC, 180] Tenth Street, WPAFB, OH 45433-7625 the

following information:

a. The name, address, and telephone number of your company’s Facility Security
Officer and your designated on-site security reprasentative;

b. Tha contract number and military contracting command;

c. The highest classification category of defense information to which Contractor
employees will have access;

d. The date Contractor operations wifl begin on WPAFB OI;
e. The estimated completion date of operations on WEAFB OH;

2. This requirement is in addition to visit requesi notification proceduras contained in DoD
5220.22M, National Industrial Security Program Operating Manual, Chapter 6.



ADDENDUNMN T 13y FORN 254
' 26 April 20

GENERAL INTELLIGENCE MATERIAL/FOREIGN DIéCLﬂSURE

1. Special Requirements for General and Foreign Intclligence Material. In addition to the
requirements and controls for classified material, the Director, Central Intellipence, sets up
additional requirements and controls for inteliigence i the possession of contractors, The

contractor musi:

a. Maintain control of all intelligence materials released in his or her custody in accordance
with DO 5220.22-M, the National Industrial Security Praogram Operating Manual (NISPOM),
January 1993, paragraphs 5-200, 201 and 202 for control. Contractors agrees that all intelligence
material released, all reproductions and cther material generated {including reproductions) arc
the property of the US Governmeni.

b. Maintain central of ali reproduced intellipence data in the same manner as the original.

c. Deastroy intelligence materials in accordance with approved methods identified in the
NISPOM. '

d. Restrict access to those individuals with a valid need-to-know whao ara actually providing
services under the contract. Further dissemination to other confractors, subcontractors, or ather
governmenl agencies and private individuals or organization is prohibited unless anthorized in
writing by the Contracting Officer’s Representative (COR) with prior approval of
ASC/NAIC/POA.

¢. Not release intelligence data to foreign nationals or immigrant aliens, regardiess of their
sceurity clearance or contract status, without advance wrilten permission from the COR, Foreign
Dizclosure Policy Office (ASC/CXI), and ASC/NAIC/POA.

f. Ensurc that cach cmployce havinp access 1o intelligence material is fully aware of the
apccial security requircments for this material.

2. Returning Intelligence to the Air Force. Contractors must return intelligence data 1o the
COR at the termination or completion of a contract unless the COR has provided wmtten
approval for the contractor to retain for an additional two years. If relention is required beyond
the two year period, the contractor must again request and reccive writlen retention autherity
from the COR. If the COR granis retention authority, he or she must provide a copy of the
written approval to ASC/NAIC/TOA.

3. Release of Clagsified and Unclassified Information to Foreign Government and Their
Represenfalives. Any military aclivily or defense contractor receiving a request from a foreign
governmcnt or & representative thereof, Jor mtelligence data about this program, shall forward the
request to ASC/CX] and ASC/NAIC/POA. Infbrmalion released under Foreign Military Sales
(FM35) must comply with the specific USAF disclosure guidance issued for the specific FMS
customer.



ADDENDUM TO DD FORM 254
08 February 1999
USE OF SFECIAL INTELLIGENCE MARKINGS:

1. Auntharized Contrp! Markings of Intellipence Informalion

a. "Dizssemination and Extiraction of Information Controlied by Originator (ORCON)".

This marking may be used only on classified intelligence that clearly identifies or would
reasonably permit ready identification of intelligence sources or methods that are particularly suseeptible
to countermeasures that would nullify or measurably reduce their effectiveness. It is used to enable the
originator to maintain continuing knowledge and supervision ol the further use of intelligence beyond the
original dissemination. This centrol marking may not be wsed when access to the intelligenice
information will reasonably be protected by use of its classification marking (i.e. Confidential, Secret,
Top Secret), or by use of any other control marking specified herein, -

b. "Mot Releasable to Foreign Mationals (NOFQRMN)"
This control marking is used to identify classified intelligence material that may not be released

in any form to foreign governments, forsign nationals, or non-US citizens without permission of the US
Government originator, and then only when released in compliance with the National Disclosure Policy.

b ]
g. "Authorized for Release to (Name of country{ies)finternational organization”
This marking is used 1o identify classified intelligence material that the US Government

’ Originator has predetermined to be releasable or has been roleassd through established foreign disclosure
channels to the indicated country(ies) or organization.

2. Procedures Governing Use of Control Markings

a. Any rucipient desiring Lo use intelligence in a manner contrary to the restrictions established by
the control markings set forth above, shall obtain the advanced permission of the originating ageney.
Such permissicn applies only fo the specific purposes agreed to by the originator and docs nat
automatically apply to all recipients. Originator wiil ensure that prompt consideration is given to
recipients’ requests, with particular attention to reviewing and vdiling if necessary, sanitized or
paraphrased versions to derive o text suitable for release subject to lesser or no control markings.

b. The control markings authorized above shall be shown on the title page, front cover, and other
appliceble pages of documents, incorporated in the text of electrical eommunications, shown on graphics,
and associated (in full or abbreviated form) with data stored or processed in aulomatic data processing
systems. The control markings also shall be indicated by parenthetical use of the markings abbreviations
at the beginring or end of the appropriate portions. 1 the control markings apply to several or all
porlions, the document may be marked with a statement to this effect rather than marking each portion

inclividoally.

¢. The control markings in paragraph one {1} shall be individually assigned at the time of
preparation of iniclligence products and used in conjunction with security classifications and other
markings specified by EO 12958 and itz implementing [S0O Directive. The markings shall be carried
forward to any new formal in which the same information is incorporated inciuding oral and visual

presentations.

Current Guidange
Implementation of DCID 177, 30 June 1998



ADDENDUM TO DD FORM 254
10 Marck 2011)

SENSITIVE COMPARTMENTED INFORMATION CLAUSES

(SCIF NOT REQUIRED)

The following controls will apply to Sensitive Comparimented Information (SCI)
provided undcr this contract:

1. Item 14: AFMAN 14-301, DOD T8-5105.21-M-1, DCID 6/, 1/19, 6/3, and 1/21, and DTAM
50-4 provide the necessary guidance for EMSEC (cmission security), physical, personnel and
information security measures and is part of the SCI security specifivations for the contract.

2. Ttem 15: This contract requires accass to SCI. The National Air Intellipenee Center (NAIC)
Special Security Office (S50) has exclusive security responsihility for all SCI releascd to the
contractor or developed under this contract. The Defense Intellipence Agency (DIA), or its
designee, shall be responsible for all inspections of the contractor to insure compliance with SCI
Directives/Regulations, All SCI will be handled in accordance with security requirements
furnished by the Acronautical System Center (ASC) S50, located in ASC/CXS.

3. 8CI will not be released to contractor employecs without the specilic release approval by the
originator of the material as outlined in the governing dircetives and based on prior approval and
certification of "need to-know" by the contract monitor,

4. Names of contractor personnel requiring access to SCI and justification for SCI billets will be
submitted to the ASC 580 after contract monitor approval/concurrence. Upon reecipl of wrillen
approval from the contract monitor, the Contractor Special Security Officer (CS50) may submil
the necessary forms te DISCO for a Single Scope Background Investigation {SSBI) for those
personnel nominated for SCI access in accordance with the National Industrial Security Program
Operating Manual (NISPOM).

5. Inquiries perfaining (o classification guidance on SCI will be directed ta the contract monitor
listed in 3 above.

6. All SCT fumished to the contractor in support of this contract remains the property of ke
Department of Defense, or the agency or command that releases it. Tpon completion or
cancellation of the contract, SCI fumished will be returnied to the NAIC SS0.

7. 'T'his contract requires that &CT contract billets be established in order to fulfill
the contractual obligations incurred. Access will be granted by the sponsoring povernment
agency. Upon completion or cancellation of the contract, the CES0 will debrief all pursonnel not
required for contract closeout and those billets will be disestablished.

8. Access will be pranted only at the spansoring agency and olher accredited SCI Facilities
(5CIF) as approved by the povernment Contract Monitor..



ADDENIFUM TQ DD FORM 254
24 Janaary 2000

FOR OFFICIAL USE ONLY (FOUO)

1. GENERAL: FOUO is information that bas not been given e security classification pursuant (o the criteria of an Executive Order,
but which may be withheld from the public because disclosure would cause & foreseeable harm to an interest protected by one or mare
of the Freedom of laformation Act {FOLA) exemptions 2 through 9, Additional information o FOUO may be cbiained by contacting
the Uscr Apency. FOUG is assigned to information at the time it is created In a DoD Agcncy or derivatively as instructed in g
Security Clagsification Guide.

2, MARKING:

a.  FOUQ infermation received {released by a DoD compaonent) should contzin the following marking, whan received: 7HIS
DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER FOIA EXEMPTY aNES)

___ APPLIES/APPLY.

b. Mark an unclassified decument containing FOUQ information *FOR OFFICIAL USE ONLY™ at the bottom of each page
containing FOUQ information and on the bottom of the front page or front cover {if any) and oo the back of the last page and oo the
back caver {if any). Each paragraph cottainlng FOUD mformation shall be marked as such.

c. 'Within a classified document, an individual page that contzins both FOUO and classified information shall be marked at the
lop and bottom with the highest security classification of information appearing on the page. Individual paragraphs shall be marked at
the appropriate classification level, as well as unclassified ot FGUOQ, &s oppropriate. An individual page that contains FOUQ
information but ne classifed information shall be marked “FOR OFFICIAL USE ONL'Y” at the top and bottomn of the page, as well
as each paragraph that contains FOUO information. NOTE: For * production efficiency”’ the eatire document may be marked top
and bottom with the highest level of classification contained within i, as laug os every paragraph fs marked ta reflect the specific
classification of the information it containa.

d.  Mark othet records, such as computer print ouis, photographs, films, tapes, or slides "FOR QFFICTAL USE ONLY" 5o thar
the receiver or vicwer knows the record contains FOUQ informetion.

e. Mark each part of a messape that contains FOUD information. Uaclassified messages containing FOUIO information must
show the abbreviation "FOUD" before the text begins.

4. DISSEMIMATION: FOUQ may be disseminated between officials of DoD Components, Do} contraetors, consultants and
grantees to canduet official business for DoD). Recipients shall be made aware of the status of such informatien and transmissian

shall be by means that preclude anauthorized public disclosure.

5. TRANSMISSION: FOUQ infonnation shall be cansmitted in 2 nianner thal prevents disclosure of the contents. When nol
commingled wilh classified information, it may be sent via first-class mail or parcel pasi, Bulky shipments, i e tasting materials, that
otherwise qualify under postal regulziions, may be sent by fourth-class mail.  FOUC information may also be sent over Tacsimile
equipotent; however, when deciding whether to use this means, balance the sensitivity of the records apginst the risk of disclosure.
Consider the location of sendinpg and receiving machines and ensure authorized personne] are ovailahle to reeeive the FOUD
information as scot a5 it is trapsmitted. Transmittal documents shall call attention to the prescnce of FORD artachments, FOUO
information may also be seut via e-mneil, if it [s sent vie o system that will prevent unintentional or unauthotized disclosure.

&, STORAGE: Ts safeguard FOR OFFICIAT. USR ONLY records during normal doty hours, place them in an out-of-sight
lecation if your work area is accessible to persons who do nor have a valid need for the information. Aft= nonnal duly hours, stgre
FOUD records to prevent unauthorized access, File them with ether unclassified records in unlocked files or desks when nommg)|
internal building security s provided. When theie is ne internal building security, locked buildings ar rooms normally provide
adequare after-hours protection. Tf such protcciion is not considered adequate, FOTIO material shall be swored in locked containers
such as file cabinets, desks, or bookeases. Expenditure of funds for sechrfty containers or closed areay solely for the protecion of

FOUD data iy profibired,

7. DESTRUCTION: When no lonper needed, FOUC information shall be disposed of by any method thal will preclude it
disclosure to unauthorized individuals.

[Raferanrs DalY Bomufating S4000 70800 e Sonnbeommenr 224 Tt Pt
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( o F33600-00-N0-P00 1 BO0003
- RS INFE  AATION SYSTEMS, INC,
FAGL 2 OF 2

A.  THL PURPOSE OF THIS MODITICATION [S AS FOLLOWS:

B. ST 1449, BLOCK 3, AWARDVTFFECTIVE DATE, OF THE BASIC DELIVERY ORDER, IS IIERERY
CHANGED AS FOLLOWS:

FROM: APR 18 2000
TO: JUNO1 2000

C. ALL GTHER TERMS AND CONDITIONS OF THE CONTRACT REMAIN UNCHANGED.
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A THL PURPOSE OF THIS MODIFICATION IS TO ADD DFARS CLAUSE 252.232-7007,
LIMITATION OF GOVERNMENT GBLIGATION {TA-423C) 10 THE CONTRACT.

H. THE FOLLOWING CLAUSE IS HERERY ADDED TO THE CONTRACT:

1A-423C.  252.232-TIMYT LIMITATION OF GOVERNMENT'S DALKGATION — ALTERNATE. | AUCG 1993
{LAW DFARS 232-115-TiN
For the purposes of Uis clwase the Blank(s) istars completed as follows:
[l Irem 002

The sum o[ TO BE SPELCIFIED OM INDIVIDUAL DELI¥ERY {IRNERS

L. ALL OTHER TERMS AND CONDITIONS OF TIIE CONTRACT REMAIN UNCHANGELY.



DFARS -- Part 252; Sviicitation Provisions and Coentract Clauses; 31 August 2000 Page 1 of 2

252.232-7007 -- Limitation of Governments Obligation (Aug 1993)
Ag preseribed in 232.7053-70, use the following clause:
Limitation Of Government(’s (bligation {Aug 1993)

(a) Contract line itcmis) * through * are incrementally funded. For these item(s), the sum
of' § * of the total price 1s presently available [ur payment and allotted o this contract.
An allutment schadule is sel forth in paragraph (1) of this clause.

(b} For item(s) identified in paragraph (a} of this clause, the Contractor agrees (o petform
up to the point at which the total amount payable by the Guvernent, including
reimbursement in the event of termination of theose ttem(s) for the Government’s
convenience, approximates the todal amount currently allotted to the contract. The
Contractor will not be obligated to continue work on those itemi(s) beyond that point.
The Government will not be obligated in any event Lo reimburse the Contractor in €XCess
of the amount allotted to the contract for those item{s) regardivss of anything to the
contrary in the clause entitted "Termination for Convenience of the Government.” As
used in this clause, the total amount payable by the Government in the event of
termination of applicable coniract line item{s} for convenicnce includes costs, profit, and
estimated terrpination settiement custs for those items).

{¢) Notwithstanding the dates specilicd in the allotment schedule in paragraph (i) ol this
clause, the Contractor will notify the Contracting Officer in writing at least ninety days
prior to the date when, in the Contractor’s best judgment, the work will reach the point at
which the total amount payable by the Government, including any cost for lermination
for convenicnce, will approximate 85 percent of the tolal amount then allotled (o the
contract for performance of the applicable item(s). The notilication wili state (1) the
eslimated date when thal point will be teached and (2 an estimate of additional fimding,
if any, needed to continue periormance of applicable line items up to the next scheduled
date for allotment of funds identified in paragraph (1) of this clause, ot to a mutually
agreed upon substilule date. The notification will also advise the Contracting Officer ol
the eslimated amount of additional funds that will be required for the timely performance
of the ilem(s) fimded pursuant 1o this clause, for a subsuquent peried as may be specified
‘n the allotment schedule in paragraph (i) of this clause or otherwase agreed to by (he
parties. If after such notification addilional funds are not alloied by the date identilied in
the Contracter's notilication, or by an agreed substitute date, the Coniracting Officer will
terminate any itemis} for which additional funds have not heen allotted, pursuant to the
clause of this contract entitled " Termination for Convenicnce of the Government.”

(J) When additional funds are allotted fur continued performance ol thw contract line
ilem(s) identified in paragraph (a) of this clausc, the parties will agree as to the period ol
conlract performance which will be covered by the funds. The provisions ol paragraphs
(b} through (d) of this clause will apply in like manner to the additional allotted lunds
and agreed substitute date, and he contract will be modified aceordingly.

te) I, sulely by reason ol Lailure of the Government to allat additional funds, by the
dates indicared below, in amounts sufficient for timely performance of the contract line
itam(s) identified in paragraph (a) of this clause, the Contractor incurs additional costs or
is delaved in the performance of the work under this contract and if additional funds arc
allotted. an equituble adjustment will be made in the price or prices {mecluding
appropriate target, billing, and ceiling prices where applicable) of the ilemis), or in the
time of delivery, or both, Failure to agree lo any such equitable adjustmunt hereunder
will be a dispute concerning a question of fact within the meaning of the clause entitled

hup:/fweb2.deskbook osd.milreflib/MDFARSLS 2I0/023/232T0023doe . itm 10/26/00



DFARS - Part 232; Solicitation Provisions and Contract Clauses; 31 August 2000 Page 2 o['2

"THsputes.”

(1) The Government may at any lime prior to termination allot additional funds for the
performance of the contract line {tem(s) identified in paragraph (a) of this clause.

(g) The termination provisions of this clause do nol limt the rights of the Government
under the clause entilled "Default.” The provisions of this clause are limied to the work
and allatment of funds for Lhe contract line item{s) set forth in paragraph (a} of this
clause, This clause ne longer applies onee the contract 15 fully funded except with regard
13 the rights or obligations of the parties concerning cquitable adjustments negotiated
under paragraphs (d) and (&) of this elause.

{h} Nothing in this clause affects the right of the Govemnment to terminate this contract
pursuant to the clause vl this contract entitled "Termination for Convenienee of the
{overnment.”

{1) The parties contemplate that the Government will allot funds to this contract in
accordance with the following schedule:

On exceution of contract

(month) (day), 199y

NS
{month) {day}, 199x ¥
k)
{memth) (day), 199« ¥

{End of Clause)
Alternate 1 {Aug 1993},

If onky one line item will be incrementally funded, substitute the following paragraph (a} for
paragraph (a) of the basic clause:

{a) Contract line item is incrementally fimded. The sum of § * is presently
available for payment and allotted to this conlract. An allotment schedule is conlainud in
paragraph (i} ol this clause.

* To be inserted after negotiation.

hitp://web2 deskbook.osd.milireflib/MDFARZS2NDAYII 25 2TD0ZS doc.htm 10526400
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Oty Linit Price

ITEM SUPPLIES OR SERVICES Purch Linit Total ltem Armount
ooor
EST 542 295.00

Mot LABCR

ACEN: Ad

PRAMPR: FEESYRIZEO0100 $42 29500

DO1423 is Exhibit: A

Contract type: ¥ - TIME AND MATERIALS

Start Dale: 30 ALIG 2003

Cormplotion Dafe: 31 DEC 2003

Descriptive Data;

a. Tha contractor shall provide non-personail services |AW Attachment 1 and Exhibit A
attached hereto.

b, The estimated ceiling price of CLIN 0001 is 35851104 for performancs through 39
Dec D3,

c. In accordance with clause 1A-4230, the total amaunt now obligated amd currentiy
available to suppaort CLIM 0001 through 27 Mowv 03 is 342,295.00. Amaunt remaining to
he funded i $16,216.04 to mesl cailing price.

Do0s
NSP
Mot DATA FOR CLIN 040
ACRN: AS
D01423 is Exhibit: A
Corfract ypo. ¥ - TIME AND MATERIALS
Start Date: 30 ALG 2003
Completion Date. 21 DEC 2003
Gescriptive Data:
Contractor shall provids data in support of CLIN Q0071 in accondance with Exhibit A,
Ohiigation
ACREN. _ Approprigtiond ol Subhesd!Supplemental Accounting Batg Arvigunt
Al 542 2595.00
57 33400 303 4720 2M14580 040000 S5222 YEA0EF 503000 FOI000
Funding hreabkdown:  On CLIN ODG1: F42 295 00
FRAIPH: FE&85YR.IZG00100 42 285,00

1. INSPECTION AND ACCEPTANCE

ASCIPMRA, Debra Thomas, is designated as the office responsible for all work accomplishied an lhis
orcdar. Accaplance will take plaocs al the ime of invoice cartification.

2. tNVOICING INSTRLUCTIONS

for tha purposas al this contrac!, the conlraclor 2 haraby authorized 1o use certifled Inveices in lieu of 2

THOMAS, 1750 TENTH ST., AREA B, WRIGHT-PATTERSDON AFB, OH 45433 for certification. Upon

30601 A -Daf007 5088

PAGE 2F 5



complation of the cerification process, the certifying official shall forward 2 copwies) of the coertified
imvoice to the designated payment offica and 1 copylies) to the designated administration office.

Cerificate of Services (Standard Form 1034} shall be submitted in accerdance with the foltowing
araceduras:

Certificate of Services - The contracter shall submit in tiplicate {eriginal and 2 copies) a onthly
Certificate of Service to the task monitor for each Order, which shall consist of the neqgotiated labor
Classilications and bours assigned Lo this condracl; e numbsr of person-nours worked by sach
negotiated labar classification for the calendar month; funded amaent; monihly and cumolated
exponditures, percentage cxpendad; and the eslimate to complete. The Certificate of Service shal also
list tha items of cost incurmed in accardance with the Contract Line tem 2001, Individual items shoutd
inciude the task order’s proposal item number.

Lipon datarminabon by tha task manager that all services stated have been satsfactonly
rendered by the cantractor, the fellowing statement declaring acceptability shall be executed an the
Certiticate ot Service:

"I certify that the services described hereon have been received and are accoptable.”

(Task Manitgr Name and Office Symboly {Date}

(COTR Mame and Office Symbal)

{a) Invoices (or public vouchers), supported by a statement of cost for performance under this contract,
shall e submiltad o the cognizanl Defenss Contracl Audit Agency {DCAA) office pursuant to FAR
52.232-7, Payments Under Time-And-Materials and Labor-Hour Contracts. Under the provisions of FAR
42 803(b). The DCAA Auditor, as the authonzed representative of the Contracting Officer for examining
vouchers racsived direclly from conleartors, will transmil provistonally approved vouchars to tha cognizant
disbursing office for payment.

(B Those coats claimed which are determingd by the DCAA Auditar Lo be unallowable ar suspandad, will
be identiflied on DCAA FORM 1 "Natice of Contract Gasts Suspended And/Or Disapproved,” which will be
issued to the contractor, with a copy to the cognizant ACO. On such actions of suspendead or
disapproved costs, the contractor may appeal in writing to the cognizant ACO, wha will make a
determination promptly in writing, Any final decision by the Contracting Officer may be appealed
thereafter in accordancs wilh tha povision of the "Dispulas” dause of the contract,

Fade0] 00-DaPogl F08g
FAGR L1TR 4




3. Sevion IT- Special Contract Requircments: FI1-673 is hereby incorporated as follows:

"H-675 Guvernment Unilateral Right lo Modify Task Order Estimated Price,
Amount Obligated, and Period of Performance

4. The Government has the unilateral dght to modify FA3601-00-D-P001-5086 estimated rice,
amount obligated, and periad of performance in accordance with the following contractor
projected/estimated monthly buem-rate.

Not Eaxter Than

Maodificstion
CLIN Burn-rate Month issuance Traie
TBD F1a.216.04 Mov 03 20 Nov 03

b. Currently as ol the basic award to above paragraph "a" referensed task order, CLIN 0001
cuerent vstimated price and amount obligated 15 $42,295.00, which covers performance through
27 Mow 03

c. Iot later than ten (10} days before the end of the peribunance period established in ahove
paragraph "i," the Procuring Contracting Officer shall {ssue a Ieteer notitying the Contractor (1)
when the next modification will be issued, stating the vevised estimated task order price, newly
vstablished contract line item mumber (CLIN), estimated total dollans 16 be obligated, and the
cstimated period of performance for the newly established CLIN, or (2) Stop Work letter in
accordance with FAR 52.242-15.

d. The Conlractor shall notify the Procuring Contracting Officer in writing not later than fifteen

(15} days prior w the dates established in ahove paragraph “a” if there is 4 change in the
prajected/esimated monthly burn-ratwe as established above”

TIMEI00 T AL S0E6

PAST4QF 3



JIAT OF ATvAaCRMENTSE

DOCUMENT PGS DATE TIFLE
EXHIBIT A 1 a7 AUG 2003 CONTRACT REQUIREMENTS DATA | 15T (CDRE)
ATTACHMENT 1 4 10 JUL 2033 STATEMENT OF WORK FOR ASCIPM COMPUTER

SUPPORT STATEMENT OF WORK

3360 1-00-D-Tx1 5036
PALGE SUF 3
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F338M1-00-D-PO0T-5086
10 JULY 2003
ATTACHMENT 1

ASC/PM
Computer Support
Statement of Work

1.0 Description of Services

The purposse of this contract is to provide computer support seivices for the ASC
Program Management Directorate (ASC/PM) at Wright Patterson Air Force Base.

This effort includes desktop and server support, web page maintenance, and video
teleconferencing administration.

The contractor shall furnish all personnei and services necessary to perform the tasks
identified and perfoarm those tasks to the standards identified.

11 Basic Services

The contractor shall provide ASC/PM suppaort for computer ang communications
systems operations. ASC/PM requires contractor support far approximately 150
desktop computers and associated servers in Buildings 572, 110, and 18.

1.1.1 Service Desk Support (CDRL AG)1)

1.1.1.1  The contractor shall provide on-site and telephone assistance to ASC/PN
computer users in the operation and use of Govermment and commercial
software, hardware, electronic mail, peripherals, and local area network, The
contractor will provide this service desk support during normal business duty
days of 0700 to 1700, Monday through Friday, excluding Federal hatiddays.

1.1.1.2  The contractor shall process customer requests for computer system access
in accordance with government guidelines implemented by ASC/PM.

1.1.1.3  The contractor shall collect and analyze data about service desk support
activities to identify trends and appropriate corrective action.

1.1.2 Software Support (CDRL A001)

1.1.2.1  The contractor shall perform development, maintenance, and support
services for the ASC/PM Intarnet web pages.



F33601.00-D-POG1-5026
10 JULY 2003
ATTACHMENT 1

1.1.3 System/LAN Support {CDRL A001)

1.1.3.1

1.1.3.2

1.1.3.3

1.1.34

The contractor shalt maintain the local area network and perform system
administration. Ensure the LAN is operational during business hours of
ASC/PM, 0700 TO 1700, Monday through Friday, excluding approved federatl
holidays.

The contractor shall establish and perform server backup processes and
procedures on a noneg interference basis with normal user operations.

The contractor shall perform as Video Teleconference Centar (VTC) and
audiofvisual sguipment administrator for scheduled meetings 1o ensure
praper operation and connectivity.

The contractor shall implement the countermeasures identified by the Time
Compliance Network OQrder (TCNQ) and Motice to Airman {NOTAM)
advisories within the timeframe specificd by the advisory or as specifiad by
the Government Task Ordsr Manager. This notification shall be done, by
updating the NOTAM/TCNG Compliance Reporting Web Site, as directed by
the 88" Communication CGroup |A Office. 1 the countermeasures cannot be
implemented, the contractor will document the inability and must receive
approval from the Designated Approving Authority (2-Itr authority, see AFI 33-
202) and the Government Task Order Manager for eithar an altamative
corrective action or to continue operations without the countermeasuras, |If
altgrnative corrective action is approved, the contractor shali implement this
action within the timeframe specified by the Government Task Grder
Managst.

1.1.4 Implementation Support {CDRL A001)

1.1.4.1

1.1.4.2

The contractor shall ensura the interface between the ASC/EPM LAN and the

Wide Arca Netwark (WAN) by performing necessary service or coordinating
with third parties.

The contractor shall install computer hardware, software, and peripherals for
the local area network. This incfudes canfiguration and checkout support.
This will typically involve the ¢onnection of peripherals after a computer is
moved, and the installation of software after 2 hardware failure. The
installation of new equipment will be required periodically with the approval of
the government technical manager (or designee).



F33&01-00-0-PO01-5086
10 LY 2002

ATTACHMENT 1
2.0 Service Delivery Summary
SD3 | Performance Objective SOW Para, | Performance Threshold
#
- _ | .
1 iagnose and solve troubte calls including - 1.1.1.1 . The average resolution
| web page updates 1129 | thne for trouble calls will
: ' e less than 2 hours for
building 572 and less
than 4 hours for remote
locations (buiiding 110
_ . _ and 16). 100% of time
2 ‘ Process, dacument and impltemen 1.1.1.2 Less than 4 duty hours
| requests for account creatian, upon the camplation of |
i : modification and deletion to include PC, all security requiraments |
: netwark and email. | and accouni transfers.
: B | 100% of time
3 Provide manthly status report as defined; ! 1.1.1 100% af time
with service call trends and corrective 1.1.2 i
actions as necessary. F1.1.3 i
1.1.4 ‘
4 | Ensure availahility of servers and the 1.1.3.1 | 99% of time
; ' services they provide during the stated
! | System{LAN operating hours of
1 paragraph 1.1.3.1. _ _
5 Ensure servers are backed up daily and 1132 98% of scheduled
backup tapes are maintained, backups successful;
100% of tapes
_ ) | maintained
6 Ensure VTC and audiofvisual equipment | 1.1.3.3 7% of time:
is oparational fur scheduled meetings. _
7 implament the countermeasures identified ; 1.1.3.4 99% of time |
: by the advisory within the timeframe
' specified by the advisory ar as specified
' _by the Governiment. _
P8 hMonitor LANAYAN connectivity and 1.1.41 | Less than 15 minutes
' + coordinate problems with B8™ CG. ' upon reallzation of a
i 3 { problem. 100% of time
g - Prep laptop, PC, PDA equipment as 1142 Less than 2 duty heurs.
scheduled. 100% of time
3.0 Funding

The contractor shall provide a monthly funds and man hour expenditure summary.
(CDRL ADOSR)



F33601-00-D-P0O01-5086
10 JULY 2003
ATTACHMENT 1

4.0 Government-Furnished Propenrty

ASC/PM shall provide for each contractor personnel a work area, computer with
network access, telephone, and physical access to servers and systems.

5.0 General Information

51 Hours of Operation

The contractor shall provide on-site computer support services during normal business
duty days of 0¥30 to 1700, Monday through Friday, excluding Federal holidays. Thore
may be exceptions depending on workload, etc. Under special circumstances approved
by ASC/PM, the contractor may be requested to work during non-duty hours.
Circumstances warranting such action include cutage and hardware/software upgrades.

52 Security
This is an unclassified reguirement.

5.3 Performance of Services During Crisis Declared by the National Command
Authority or Overseas Combatant Commander,

If the National Command Authority declares a crisis, ASC/PM will immediately notify the
contractor. ASC/PM and contractor will review the current proiect schedule and
priarities. The contractor will adjust their duty schedute according to ASC/PR
leadership's instructions.

If the installation or facilities are closed, ASC/PM may request the contractor to
establish a tsmporary work environment and schedule that will altow production
requirements to be met.

5.4 Quality Contral.

The contractor shall develop and maintain a quality program to ensure services are
parformad in accordance with the basc Centralized Network Contral Center (CNCC),
ASC/PM leadership, and industry-accepted standands. The contractor shall develop,
document, and implement procedures to identify, prevent, and ensure non-recurrence of
defective services.

6.0 Contract Data Requirements List {CDRL}

The Contractor shall provide data in accordance with Exhibit A.
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SCIEDULE OF CRANGES

1. Pursuant o Specal Contract Requirement [ SCR) H-675, the beiow numbered task order is heraby
moddified to increase CLIN G801 estimated price and cbligation amaount by $16,015.04, As a result, the
totad task order price and total amount ohligaked is increased by $16,016.04.

2. Departrment of Defense form 11585, block 23; is hereby changed from 342 295,00 1o 558.511.04, an
increase of $15,015.04.

3. CLIN 0€01 is hereby modificd as follews:

Qty \Init Price
ITEM SUPPLIES OR SERVICES Purch Unit Tolal e Amound
o001 CLIN Changs
EST +316,216.04
Moo LABOR
New Tolal ter Amourd:  558.511.04
ACRNM, Al
PRANPE: FEOSYRIZEI0100 F18 216 .04
501223 is Extrbil: A,
Contract type: ¥ - TIME AND MATERIALS
Start Dafer 30 ALG 2003
Croumpletion Date: 31 DEC 2003

Degeriptive Data!
a. The contractor shall provide non-pereonal services |1AW Attachmant 1 and
Exhibit A attachad hereta.

b. The estimated cailing price of CLIN 0001 is $58,511.04 for parformance thraugh
31 Dec 03.

c. In accordance with clause |1A-423C, tha total ampunt now ohligated and
currently available to support CLIMN 0001 is changed from $42,293.00 to $58,211.04,
an increase of $16,216.04; for a performance pericd through 31 Dec 03,

4. Section 3; The following ACEN (s hereby revised:

Ohbligation
! rm | tir Armount
Ad ACRM Changs +516.216.04
57 32400 303 4720 2N1450 40000 50222 T2806F 503000 FO3000
New ACFRN Amount:  $58.511.04
Funding breakdown:  On CLIN 0001 +31G,216.04
RSP FEGSYRIZEI01T00 $16,216.04
5. All ather terms and conditians remain unchanged.
FAANY N 1Y IR A0l
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SCEICDULE O CIIANCLS

1. Pursuant to FAR 52 243-3 "Changas - Tima-and-Malenals or Labor Hour," the abowve numberad task
order is kereby modified to establish CLIN 0005 for a 3-month period of performancs (1 Jan 04 thraugh
31 Mar 04) and to modified CLIM 0005 to reflect the period of performanco/completion date change to 31
War 34, As a rezult, lhe total task order aslimated prica snd tolal amount obligated is increased by
$43.715.56

2. Dapartrmant of Dalunse forn 1155, block 28 3 herety changed from $58,511.04 o $102, 228,80, an
increas= of $43,715.56.

3. Ssction B is modified =5 follows;

Gty Unitt Price
[TEM SUPPLIES OR SERVICES Purch Linit Tatal ltern Amount
0005 CLIN Change
N3P
Noun. DATA FOR CLIN 0001
Total ftem Amount: §0.00
ACRN: A,
DD1423 is Exfribit: A
Contract type: Y - TIME ANMD MATERIALS
Start Date: 20 AUG 2003
Completion Date: 31 MAR 2004
LDescrptiva (lata:
Contractor shall pravide data in support of CLINS 0001 & 0008 in accordanca with
Exhlbit A,
Q008 CLIN Establish
EST 343,716.56
Menan: LARCR
ACRM. AR
PHAPR: FBESYR3A640100 b3, F15.56
DOT423 iz Exteiful: A
Contract fyge. ¥ - TIME AND MATERIALS
Start Date: 1 JAN 2004
Complation Date. 31 MAR 2004
Descrptive Data:

a. Tha contractor shall provida non-pereonal services |AW Attachment 1 "Statement of
Waork for ASC/PM Compater Support Statement” dated 10 Jul 03 and Exhibit A aftached
to the "Order far Supplies aor Services™ awarded 30 Aug 2003,

b. The current price for GLIN 0006 is estimated at 543,715.56 which will covar pariod of
parformanca from 01 Jan G4 through 31 Mar 04,

FASa0e-00-0-P0] 2G0T
FAGEZ0OF 1




HRELTILE OF SHaAMGES

4, Section 3 is modified as follows:

a. ACREN AE is heraby established as follows.

ACEM Appropriatrond mt Subhesd/Supplamernts] Accognting Dats

AB ACEN Establish

Obligation

S543,715.594

57 42400 304 4720 ZN14PM 040000 59222 TPE08F S03000 FA3000

flew ACRM Amount: 343,715.50

tunding breakdowr:  On CLIN GOGE; tH43, 71556
PRAIER: FEESYR33640100 543 71556

b. Invaicing Instructions to basic order iz heraby modified under "Carilicata of Sarvices" by adding

the words "and DO08" to the end of the 2nd sentence of that paragraph.

5. Thiz Supplarmanial Agreament conslitutes and full and eguitabile adjustment arising oul of and in

connection with the changes effected bersin,

320100 T-FONT 30RA02

I'AGL 2O 3



ORDER FOR SUPPLIES OR SERVICES
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ITEM

0o

0004

0005

Oty LIril Price
SUPPLIES OR SERVICES Purch Unit Total ltern Armount

EST S577,000.00

MNourn. LAROR - B-2 5P0 ONLY

ACRM: Al

FPRIMIPR: FOORYS32110400  B577.000.00
D423 is Exfibit: A

Confract type: Y - TIME AND MATERIALS

Start Date: 30 AUG 2003

Commpfation Date: 3 BEGC 2003

Descriptive Osfe

a. The contractar shall provide non-personal services |AW Attachment 1, Attachment 2,
and Exhikit A attached hersto.

B. The ceiling price of CLIN Q001 is 56848,373.21 for pedormance through 15 Jan 04,

e. Inaccordance with clause 124238, the total amount now obligated and currently
avallable to support CLIN 0001 through 31 Der: 03 i3 557700000, Amount remaining Lo
be fundad is 568,378.21 to mect cailing price.

EST $8,000.00
Mot TRAVEL FOR B-2 SP0 ORI Y
ACHN: iy
PRIMIPR: FRORYS32110100 $5,000.00
D23 is Exhibit: A
Contract type: 5 -CO8T
Starf Dole: 30 AUG 2003
Completion: Daife: 3 DEC 2003

Descriptive Data:

a. The contractar shall pravide travel in suppoit of CLIN G001 1AW Aftachmeant 1,
Altachment 2, and Exhibit A attached hereto.

b. The ceffing price of CLIN 8004 is $8 618.58 for performance through 15 Jan 04.

<. In accordance with clause 1A-423C, tha lital smaount now abligatad and cumantly

available to supporl CLIN D004 through 31 Dec 03 is $5,000.00. Amount remaining to be
funded iz $:3 18,58,

NSP
Moun: DATA FOR CLIM D001
ACRN: Y
DD1423 iz Exhibif: A
Contract type: ¥ - TIME AND MATERIALS
Efart Dale: It ALG 2003
Compfetion Dato: 3 DEC 2002

Degeriptive Data:
Contractor shall provide data in support of CLIN G001 in accordance with Exhibit A.

TI3E1-00-D-PH] 5087

PAGE 2 OF &



FTERM

Q00

0003

0008

Oty Unit MPrice

SURPLIFS OR SEREVICES . Purch Ung Total Herm Amount
EST $1682,500.00

Mo LABOR FOR B-1 3P0 OMLY

ACRM; AR

FRMIPR: FAOYDFE32100100  $163,500.00

D423 is Exhibit: A

Contract fype - TIME AND MATERIALS

Sfart Date 30 AUG 20003

Completion Dato: 30 DEC 2403

Descriptive Dala:

8. The confractor shall provide non-parsonal services 1&W Attabment 1, Attachment 2,
and Exhibit A attached hereto.

b. The ceiing prica of CLIMN 00045 is 5184,819.81.00 for performance through 15 Jan 04,
. Insccordance with clause 1A-423C, the talal amount now obligated and currently

available ta support CLIN DOUS through 30 Dee 03 35 5463, 500.00. Amount remaining to
be funded is $21,219.81 to mest cailing price.

EST $2,500.00
Noun: TRAVEL FOR B 1 SPO OMLY
ACRN: AB
PR FI0YDF32100400 $2,500.00
DD1423 is Extibai; A
Confract tvpe. 5-COS57
Start Date: 20 ADG 2003
Complelion HDafa: 20 DEC 2003

Deseriptive Dafa:

a. The contractor shall provide travel in support of CLIN 000 6 1AW Attacfunent 1,
Afkachment 2, and Extublt A attached haratn,

b, The ceiling price of CLIN 0008 is $12,709.27 for perfarmance through 18 Jan 04,

. I accordance with clanza 1A-123C, the total amount now obligated and currantiy
available to support GLIN D008 through 30 Dec 03 is $2,500L00, Amount remaining to b
funded is $10,209.27 to mest ualing price.

MSF
Mo DATA FOR CLIN 0006
DLy 323 is Exhibf: A
Contract trpe: ¥ - TIME ANMD MATERIALS
oiart Date: 30 AUG 2003
Completion Oute: 30 BEC 2003

Deseriptive Data;
Conlracter shal provide data for CLIN 0006 in socordance with Exhibit A,

F37601-00-B-F)] 5087
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Clly Lknit Price
TEM SUPPLIES OR SERVICES Purch Lnit Total tern Amount
o1
CST $7,558 80
Nour: LABOR FOR SAFAD ONLY
ACRN. AL
PRAIPR: FRORYS3Z2160100 57,858.80
D01423 i5 Exhibit A
Contract type: ¥ - TIME AMND MATERIALS
Start Dale: 30 ALIG 2003
Complotion Date. 15 JAMN 2004
Dascriptiva Data:
&. Thea Contraclor shall provide non-personat services in accordane with Attachment 1,
Attachrment 2, and Exhibit A atlached harels,
b, The ceiling price for CLIN 0011 is $7,555.80 for pefformancs through 15 Jan 04,
CLIN 0011 is fully funded.
Dhligation
ACRMN Appropration’Lrit Subhead!Supplemanlal Accountipg Data Amonnl
AR _ 583, 000.00
Y 33600 293 3620 653842 2AC0O00 H3200 A4240F S03000 FOIO00
Funding breakdown:  On CLIM 0001 $577,000.00
On CLIN Q004 565,000.00
Qn GLIN 0005 5000
PRAMPE: FRORYS3Z2110100  $583,000.00
AB f166 000.00
57 33600 2093 3620 654596 ZABD00 592BG 64226F 503000 FG3000
Furuting breakdown,  On CLIN DO S163,500.00
On CLIN 0008, $2 500.00
PRAJPR: FIOYDF32100100  5166,000.00
AC $7,556.00

57 33800 2893 6045 &Y 7230 000000 40000 002000 655300 FRI900
Furtding breakdown:  On CLIN O011: 37.556.80
PRMIPR: FRORYS321680100 $7.556.90
Clascrplive data:

Reference Advice Nr. HOAZBEOD132

Fa360 LO0-D-BI3L 5087
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1. INSPECTION AND ACCEPTANCE

ASCHSXA, Vicki Long, is designated as the office respunsible for all wark accomplished an this order,
Accoptance will take place at the time of invoice certificalion.

2. INVOICING INSTRUCTIONS

For the pumoscs of this cantracd, lhe contractor is hereby authorized to use certificd Invoices in lieu of a
separate nvoicing report, The contractor shall submit invoices to ASCAYSXA, ATTN: VICKS L ONG,
2690 LOOP RD W (BLDG 556), AREA B, WRIGHT-PATTERSON AFB, OH 45433 for carlifcation.
Upon complotion of the certification process, the certifying official shall forward 2 copylies) of the certified
invoice to the designated payment office and 1 copytics) ta the designatard administratian offlee.

Certificate of SBervices (Slandard Form 1034) shall ba submitted in accordanes with the ferllewaritig
proceduras,

Certificate of Servines - The contractar shall submit in triplicate {original and 2 capies} a monthly
Cerlificala of Service to the task monitor for aach Order, which shall cansizl of the negotiated labor
classifications and hours assigned to this cantract; the number of parsan-hours worked by ach
negotiated laber clagsificalion for the calendar month; fundad smount; monthly and cumulated
expenditures; percentage expendes); and the estimate to complete. The Cartificate of Service shall atso
tist the ilams of cost incumed in accordance with the Contract Line ltems O0G1, G004, 0004, COUE, and
0011, Individual it shauid incluge the task order's proposal item number.

Upon determination by the task inanager that all services stated have been satisfactorily
rendered by the contractor, the follewing statement declaring acceptability shall be exscuted on the
Certificate of Service:

"l ceafily (hat the services described herenn have been reccived and are acosplable

{Task Monitor Name and Office Symbol} {Date)

(COTR Namea and Office Symbcl)

{=} Invoicas {or publle voushers), supported by a statement of cost for performanca under this contract,
shail be subrritted to the coghicant Defense Contract Audit Agency (DCAR) office pursuant to FAR
52.232-T, Paymants Uncler Time-And-Matorfals and Labor-Hour Contracts. Under the provigions of FAR
42.803(h). The DCAA Auditor, as the autharized reprasentative of the Condracting Officer for examining
voushers received directly from contractars, will transmil prvastonally approved vouchara o the cognizant
disbursing oftice for payment.

{b] Those costs clalmed which ars dalemminad by the DCAA Auditor to ba unallowable ar suspended, will
be identified on DCAA FORM 1 "Nolice of Contract Costs Suspendead AndiCr Disaprproved " which will be
issued to the contractor, with a copy to the cognizant ACO. On such actions of susponded or
disapproved posts, the contractor may appeal in writing to the cognizant ACO, who will make a
determination pramptly in wiiling. Any final decision by the Cuniracting Officer may be appeaaled
therasiar in accordance with the provision of the "Disputes” clause of the contract.
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ATATEMENT OF WORK

TASK ORDER TITLE: B-2 System Program Office {(SPO}
PERIOD OF PERI'ORMANCE: 30 Angust 2(H03 —15 Jannary 2004
1.0 DESCRIFTION OF SERVICES:

The purpose of this contract is to provide communicalion-compuler system (C-C8) support for
personnel located in AMC TTE (Bldg 356), Wright-Patrerson AFB OH. The B-2 SPQ is responsible
lor providing C-Z5 support to tenants of AMC TIT assigned to the B-1 SPQ, B-2 §P0O, and
SAFFAQ-OL orgamzations. Contractor support i required to enhance praductivity by mininuzing
downtime of autemated systerns, providing efficient electronic nationwide communications, and
protecting government data fiom inadvertent loss or comnpromise. All references to computers in
the following paragraphs shall he understond as refarring to desktop and laplop compulers, Local
Area Networks (LANs), Wide Area Wetwarks (WANsz), and associated conneetivitics, poripherals,
hardware, and software,

1.1 Seope ol Work: The contractor shall provide skilled individuals who can provide C-C8
suppart at a minimom up to Seerd work and several functions will require up to Top Secret work.
Thig effort would include service desk support, sellware, installation and tracking, training
support, hardware and software accountability, all facets of networking: for both local and wide
area networks (classified and unelassified)y, database development and admimistration,
lelecommunications including on-site support at ten ASCAY'S remote sites (Finker AFB OF. and
Whileman AFB MO}, video teleconferencing (W TC) scheduling and aperations, electronic
document management (Imaging), computer information security, communications secunty
(COMSEC), web site development snd maintenance, and other related areas including project
management. Lhese requirements, though not an exhauslive lisl, are described below.

1.2. CONTRACTOR TASKS: The contractor shull perform the [ollowing lasks:
1.2.1. SERVICE DESK SUPPORT

1.2.1.1  lhe contractor shall provide on-site computer hardware and software suppott to the
AMC I tenants and on-site/ofi=gite telephonic assistance (0 LAN/WAN users during
nurmal business hours (0730- 1700 Monday throwgh Friday).

1.2.1.2  The contractor shall schedule and maintain records on lapwp and secure ID card
checkouts, assist customers in obtaining WPRAS sceounts and provide the necessary
fraining on their use.

1.2.1.3  The conmractor shall use an autormated syslem o recond all ealls/visits, segregated and
ruporled by requesting organization. Data shall be segregated by organtzation and



1.2.1.4

1.2.3.2

1.2353

1.2.3.4

1.2.4

1.2.41

1.2.4.2
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include, but is not lmited 1o

*  Log ol cach service callfvisit recetved (including oripinating office} and actions
taken until resolution, and elapsed (response) tima.

» Tuotal support calls received by category (hardware, software, maintenance, etc.) and
UFganization,

‘The contractor shall coordinate with other on/off hase apencics to roporl andior resolve
any C-CS problems.

SOTTWARE SUPPORT

The contractor shall maintain a library of aft implemented saftware,
associated upprade, rewisiration, and licensing documentation,

The contractor shall develop sollware und software templates  this includes
all related/required documentation, training, and testing/implementation.

TRAINING SUPPORT

The comtractor shall identify, consolidate, and document formal computer training {both
inittal and recurring) requirements for the users supported in Bldg $36.

The contractor shall administer and conduct training programs and hardware/sofrware
demonstrations.

The contractor shall acquire training materials.

Traiming for government-unique (non-commercial) software/hardware will be subjcct to
Crovernment review, approval, and funding.

IMPLEMENTATION SUPPORT
The comtractor shall provide computer hardware and software acceptance, installation,
and checkout suppert. The contractor shall be uble to install Windows and Microsoft

Oflice Packapes as well as other computer software.

The comtractor shall develop and maintain standard procedures checklist for all
applicable C-CS support processes.

TECHNICAL KNOWLEDGE
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1.2.5.1  The contractor shall covrdinate and coneuct nrectings, provide on-line mail and bulletin board
services, and provide a user interface o relovanl lechmicat documents.

1252 The contractor shall ussist users in defining C-U% requirements.
1.2.6 REQUIREMENTS ANALYSIS STUPPORT

1.2.6.1  The contractor shall identify, analyze, and evaluate C-C'S, provide recommendations,
and support C-CS tactical and stratcgic planning,

1.2.6.2  The contractor shall identify any new softwarc or hardware requirements, replacements
and/or upgrade requircments. The contractor shall assist the government buyer in
identifying the correct itcms.

1.2.7 HARDWARE/SOFITWARE ACCOUNTABILITY SUPPORT

1.2.7.1  The comtractor shall provide inventary/configuration control support by maintaining the
database and accomplishing data entry to track applicable hardware, software, and
maintenance/warmanty coverage,

1.27.2 The coniractor shall maintain and docurnent the standard operating conlisuration(s) for
all asgigned hardware.,

1.2.7.3  The contractor shall report equipment failurcs as necessary and coordinate with
appropriate vendors for warranty and/or maintenance repairs.

1.2.7.4  The contractor shall support the C-C8 configuration control board(s).

1.2.7.5  The contraclur shall provide support for the Air Torce Automated 1ata Processing

Equipment (ADPE) inventory, to include surving as the Primary and Alternate ADPE
Cnstodian,

1.2.8 TEST AND EVALUATION SUPPORT

1.2.8. 1 'Fhe contractor shall evaluate and analvec new hardware and sofrwarc for possible
implementation.

1.2.8.2  'I'be contraclor shall provide written reports of functionality, special featurcs, and case-
of-use considerations.

1.2.9 MAINTENANCE/LOGISTICS SUPPORT
1.2.9.1  The vontractor shall schedute and monitor hardware maintenancs work performed by

variots mamntertancs contractors. This includes troubleshooting and minor maintenancy
arnl scheduling maintenance with other contractors.
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The contractor shall identify, recomround, develop, and document support procedures to
ensuve that supplies are availahle as nueded.

The contractor shall coordinate with povernment supply systeni/personncl.
The contractor shall provide same support to WAN off site personnel.
SYSTEM INTERFACE AND COMMUNICATION SUPPORT

The contractor shall identify, analyze, desiyn, and provide support (including
installation, managoement, and monitoring) for system interface and commumicalion
needs for LAN and WAN connectivity and operation. This includes nerwork
management and related information security tasks and remote site support.

The contractor shall provide COMSEC support IAW AF] 33-211 (Communications
Security (COMSEC) user guide and instructions received from the base COMSEC
office.) This inclades STU-II, KG encnyption devices, NES encryphion devicees, and
foriezza cards. Thesc duties will require serving as (he Primary and Altemate COMSEC
LResponsible Officers.

The contractor shall pravide VIC support for both unclassilicd and classified operations.
PROGRAM MANAGEMENT SUPPORT

The contractor shall conduct C-CS special studies and reviews and docurentinlegrate
results in the form of minules, briefings, and/or reports.

The contractor shall provide support for the re-enginecring/insiallation of the B-2
Datalink (o support cost cutting initiatives,

The contractor shalt recommend hiring and allocation of personnel resources to (1-C5
project.

The contracior shall prepare and monilor project budset requirements and expenditure
forecasts.

The contraclor shall coordinate and schedule AIS project work and the submittal of
Contract deliverables.

The contractor shall prepare quarterly program management roview {EMR) briefings to
address current {-CS issues.

The contracior shall coordinate with the other organizations (B-1 System I'rogram Ofhce
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and SAF/AQ-01) located within bldg 556 in order to obtain any nniguc or {future special
requirements for their operalion.

SYSTEM SUPPORT

The contractor shall provide Local Arca Notwork {LAN} and Wide Area Netwark:
(WAN], and Intranet system adminisiration and in-house syslem services support for all
tenants ol AMUC III

The contractor shall provide system administration and system services supporl duties (o
include computer operations, document production, data entry, elsctronic data
management, creating and defeting customer accounts; assessing, configuring, managing,
aml monitoring servers, routers, firewalls; und all related cabling, swirches, huhs,
poriphorals; database management administrative [unclions, implementing user
adnmnistration and access control, maintaining optimal performance, and installing,
upgrading, and confipnring rclaiional database management. ‘This includes any
coordination required between 38 Communications Squadron, AFMC, and other
organizations (including contractors) supporting the B-1, B-2, or SAF/AQ-O1. in order
to correct any C-C8S problems.

The contractor shall back up data files on a datly basis and overall system filesona
weekly basis, cnsure general system avaifability, and provide for disaster recovery.

The contractor shall provide lor operations support of systems sither curronily instatiod,
or instalted during the performance period of this statement of work.

The contractor shall provide operaiions support for single server conselidation, AFMC
Tiveli tools, Liveliok, and other downward dirceted inmitiatives.

The contractor shall provide information security support (developiienl of Automated
Information Security System Plans (AISSPS), technical reviews of AISSPS, cic), and
sueurily management duties for both the classificd and unelassified LAN

and WAN systems at the B-2 Provram locations.

The contractor shall develop and maintain a B-2 Continnity of Operations Plan in order
lo recover from any operational disruptions caused by environmental and/or man-made
disasters (fire, flood, sabotage, hwman error, etc). This plan shall describe the actions
necessary during various INFOUON states of readiness.

The contracior shall develop, update, and maintain a comnpuler operating instruction (T}
IAW the latest Air Force, AFMC, and Wright-Patterson AFR policies, instructions,
and/or supplements. This operating instruciion shall be approved by the System Propram
Dircetors and requires each computer user to acknowledg: reeeipt of this QL

1.2.12.% "F'he contractor shall provide support to other off site persormel.
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INFORMATION ASSURANCE: The Air Force Computer Emergency Responsc Team
(AFCERT) issues Tune Complianes Network Order {TCNO} Managemenl reports o
identify known vulncrabilities in computers and computer networks. These include but
are mol limiled to nformation Assurance Vulnerability Alerts, Virus notification, Advisory
Compliance Messages (ACMs), and Follow-Up Messuyges.

'I'he contractor shalt report suspected vulnerabililics and sceunty incidents in accordanco
with AFSSI 5021,

The contractor shall respond te '1CUNOs 1n accordance with AFSSI 5021.

The contracter shall implement the countermeasures identilied by the advisory within (hu
timeframe specified by the advisory. 1 the countermeasures cannot be implemented, the
contractor shall document the inability and must receive approval from the Dusignated
Approving Authorily (scc AF1 33-207) for either an altemative corrective aclion of to
conlinue operations without the countermeasures. If alternative corrective action 18
approved, the contractor shall implement this action within (he timeframe specified by
the TCNO.

SPECIAL CONSIDERATIONS

The contractor shall bo prepared to meet with AMC TIT tenant personnel and any/all other
organizations and contractors to address existing and/or planned C-CS capabilities or issues.
Orgunizalious/contracters inchude B-1, B-2, SAF/AQ-OL, pnme contractors, sub contractors,
WPAFB porsonnel, contractors, and other C-CS supporl contractors including vendors.

I'he comtractor shall cooperate with authorzed AMC T tenant personnel and all other
arganizations or coniractor persvnnct in scheduling meetings, exchanging dala relative to
assigned tasks, and in performing anthernized tasks.

The contractor shall travel in support of off-site/remote site aclivilies. Any travel
undertaken will be accomplished in accordance witl: Jotut Travel Regutations (JTR).

The contractor shall provide alt above support at B-2 Tinker AFB, QK (ASC/Y S8} and B-2
Whiteman AFR, MO (ASC/YSW} includimg VTC, COMSEC, and ‘Telephone

support . Contractor provided support includes, at a minmum, back-up supporl at
ASC/YSS and ASC/YSW for all communications support 1o include installation of intercom
and video teleconferencing centers (VI Cs).

The contractor shall provide the B-1 Program Office with PCDS (Papurieas
C'DRL Delivery System) sofiwarc installation, training, and testing support to the
following ofl-sitc locations:



{1) 'mker AFB O
(2) Langley AFTB VA

(3} Kirtland AFB MM with follow-on to Edwards A¥B CA

{4} Robins AKB GA

{3) Ellswarth AFB SD with follow-on to Dyess AFR T'X

{6} Long Beach CA

VAT -00-T-PO 5087
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This will require one trip to each location wilh sxception of Tinker AFB OK, which will
requure two trips. Lstimated time for cach trip will require 3-5 days dependent upon
prablems encountered and number of 1nstalls at cach Iocahion.

1.2.14.6 The contractor shall ubscrve and comply with current security gnidelines cstablished by
each facility (government or conirscior). Each contractar emplovee will be roquired to
take initial and refresher security training mandated and provided by the government.

1.2.15 SUPPORT TO OTHER ORGANIZATIONS

1.2.15.1 The Contractor shall provide above support to all building 556 tenants. Current (enants anc

B- 2 8P0), B-1 8P, and SAF/AQ-QL.

1.2.15.2 The Contractor shall segregate and rcport churges/costs, service calls, hardware/software

gceountability, periodic activity reports, cte. by organization.

2.0 SERVICE DELIVERY STUMMARY

Performance Ohjective

1. Assure that customers are satisfied with quality
ol strvice.

2. Provide new user and refresher training on the
current computer VTC techmology as well as any
other new technology that is directed for use.

3. Maintain a database systemn Lo lrack the
installation and movement of all accountable
ADPE and soltware assigned to B-2 SPO.

4. Deliver roports, statistical infon‘naﬁcrn, and
other items of interest that will be required by the
Ouarlerly Program Management Review (P R}.

SOW pura. Performance Threshold

1.2.1 Atleast 97% of custamers
contacted must be satisfied with
SETVICE.

1.2.3 Al leasl 97% of new uscrs

1232 contacted niest be satisfied with
their user Iraining.

1.2.7.1 DE% of cquipinent must be
recorded and reconcile with the
annual ADPE Inventory.
The software will e reviewed
anoually, o

1.211.0 8% of all requested PME

mtergst itoms will be provided
before the quarterly PMRs.
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5. Pertorm server (to include web, appli:-zatiﬂu, andd
databases) administrative functions.

1.2.12.2

Maintain weekly o perational
avatlability of Y7% or lughoer.

Perform wuser administration and
access control functions TAW
AL, ATMC, and Wright-
Paticrson ATT policies,
instrnctions and/or supplements.

G. Deliver an upduted computer OT.

12128

Reviewed guarterly for accuracy
With the latest directives.

7. Initiate action on all TCNOs within the time
period specified by cach particular message.

8. Deliver cost/charpe reports [or cach
organization monthlsy.

1.2.122

100% of all TCNQOs are closed
oul belore suspense date
asglzned or an cxlenslion is
reguested.

Reviewed monthly by FAE.

3.0 GOVERNMEN] FURNISHED PROPERTY AND SERVICES.

The povemument will provide, without cost to the contracior, the equipment and services identified
below. Maicnal and facility space will be provided as indicated in this section. All such
equipment and materials shall remain on WPAFB unless an individual(s) in supporl of a lask
under this contract signs it out. The government reserves the right to change, alter, and/or modify
the facilities. The government witl also provide aceess to the infrastructure and all related networlk
and computer devices, as well as operator conselus, required to perform the work described in this

SOW.

3.1 GOVERNMENT-FURNISHED PROPERTY.

3.1.1 Faeilities. "I'he povernment will make office space availahle for contractor eperations. The
facilities/space allocated to the contractor undor this 1ask order shall be adjusted to the level
identified in any subscquent approved revised plan. {ravernment facilitics have been inspected for
compliance with the Clecupational Salety and Fealth Act {OSHA). No hazards have boen
identificd for which work-arounds have been established. Should a hazard be subsequently
wdentified, the government will correct OSLIA hazards according to basc-wide government
developed and approved plans of abatemeoent, taking into account safety and health prioritics. A
highur priority for correction will net be assigned to the fhelliies provided hereunder merely
becanse of this contracting in#iative. The fact that no such conditions have been identified does
nob warrant or guarantee that no possible hazard cxists, or that work-around procedures will not be
necesiary of that the facililies as furnished wall be adequate to mect the responsibilities of the
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contractor, ‘The conteactor shakl retom the facilities to the government in the same condilzon as
received, [ir wear and tear and approved modificanions excepted. These facilities shall be used
for the performance of this task arder. The facilities will he shared with government personng] and
may be shared with other comtractor personnel as well. If deemed necessary by the povariument,

the contractor may be required to relocate to other government-furnished Facilifics at no additional
cost to the government.

3.1.2 Government Turnished Eguipment. The govermunent will provide required office
stations and provide ancillary office fumilure such as 1ile cabinets, bookeases, storage cabinets,
and tables. Office staton 15 delined as:

+ 1 workstationPC meeting at least the minimum current configuration for B-1/8-2 offices

» 1 doesk (or systems forniture workstation)

¢ | desk chair

= 1 visitor's chair

« 1trashean

s Access to shared printer({s)

3.1.2.1 Automated Data Processing Equipment (ADPE) luventory. The contractor shall sizm
areceipt, AT Form 31, Compuler System Hand Receipt, or substitute form, for all ADPE
provided by the govermment. The contracter and the ADPFE Custodian shall jointly determine the
working order and condition of all cquipment, Ttems of equipment missing or not in working
order shall be reported pramptiy to the ADPE Custodian. The contractor shall retum all ADRPE to
the ADPE Custodian upon resignation or end of task order.

3.1.3 Government ¥urnished Materials. The government will furnish adminisirative/oftice
supplics required for the performance of this task order to include, but not nevessanly he innted
ta, paper, pens, pencils, ink, markers, paper clips, tape, staples, file cards, lolders, computer disks,
compact disks {CDs), copier, printer, and fux cyuipment/supplics {including paper, printer
cartridges, and toner).

3.1.4 Government Furnished Records, Kiles, Documents, and Work Papers. The government
will furmish those records and documentation related (o the systems supported under this task
order. All records, files, documents, and work papers provided by the government or genurated in
support of this contract are govermment property.

3.1.5 Government Furnished Software. The government will provide the necessary COTS
sofbware mamtain and enhance the applications supported under this tazsk order. The povermment
will also provide muintenunee Lor most, but not all, of zaid software.

32 GOYERNMENT-FIIRNISHED SERVICES.

3.2.1 Utilities, The sovermnent will farmish clectiicity, water, sewage, and heating for facilities.
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3.22 Postal or lustallation Distribution. The povernment will provide an-hase mail
distribution via the Base Information Transfer Systemn {BITS) for official government mait matter
only, under the terms ol this contract.

3.23 Telephones and Telephone Service. The government will provide telephones and service
to inehide conselidated unsecured voice, dial-up switched communication setvice, Defense
Switched Network (DSN) and commercial iong-distancy acesss, The contractor shalt camply with
the provisions of AF1 33-111, Telephone Systems Management, and DMATS Directives (|
through 9).

3.2.4 Custodial Services. The goveruncnt will provide custodial service to the extent provided
in the Base Custodial Contract(s) for the facilitics provided.

3.2.5 Reluse Collection. The government will provide refuse service for the facilitics provided.

3.2.6 Tire Protection. The government will provide fire prevention and protection, inspection
and maintenance of government-furnished fire extinguishers. Fire Department (clephone
extonsion 15 911 for emergencies and 257-6767 [or routine calls.

3.2.7 Real Property Maimtenaoce, The government will provide maintenance and Tepair of
government-furnished real property acilities.

3.2.8 Emergeney Medical Service. The governnent will provide emergency medical treatment
and emergency paticit transportalion service for contractar porsonnel whe are injured or become
critically ill while on WPAYE during (he performance of this task order. The conlractor shall
ruimburse the government for the cost of medical treatment and paticat transportation scrvicy at
tl: current inpatient or outpatient treatiient rale, as appropriate. The emergency telephione nutiber
15 U11.

329 Security Force. 'I'he govermununt will provide general on-base Scourity Foree service. The
Sccunily Force phone extensiom is 911 for cinergencies and 257-6516 far toutine calls.

3.2.10 Printing/Duplicating Services. The government wilt provide shared use of existing
copier machines for performance of this task arder, Thu contractor shall not outsource any
printing or duplicating requirements in the performance of this cantract,

3211 Forms and Publications. The govemment will provide forms and publications cxprossly
required to porform the work in the SOW.

40 GENERAL INFORMATION.

4.1 Work Schedules. The contractor shall manage their schedule and employees in such a
manner to meet the requircments outlined in this statement of work W include work on evenings,
weckends, and federal holidays (e.g. mininuze vnd-user disruptions). Waork jn excess of forty (40)

hours will he billed at the normmal contract raie.

4.2 Keewrity. This iz 2 classified effort. A 1M) Fonn 254, DOD Contract Secunty {lassification

T}
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Specification, applies. A facility clearance is required; however, storawe of classified ar the contraclor
Ineation is not required. All personnel must be cligible to meet special decess program security
requiternents,

4.3 Coulractor Identification. The contractor shall display a contractor identification badec at atl
times whilc in 4 government facility,

4.4 Vehicle Registration. The contractor shall resister and apply the appropriate decals to al]
personal vehicles requiring access to Wright-Patterson AFR during the cowrse of their worlk.

4.5 Data Protectiva and Non-Disclosures. The contractor shall comply with the following
cunditions to ensurc the protection ang non-disclosure of data slored on systems and transported
over networks supported by this task order:

Protect other contractor's proprictary data {Conflict of Inlerest clauses)
Protect classified data (DoD Industrial Security Regulations and DD2354),
Protect privacy inlormation (FAR 52.224-1 and 52.224-2)

Protect For Official Tse On by (FOUO) data

4.6 Performance of Services During Crisis Declared by Nativnal Command Antharily vr
Overseas Combatant Commander. Periormance of this requirement is not deemed to be
cssenlial during ensis according to DoTH 302037,

4.7 Quality Control. Contractor shall develop and maintain a qualily progrant to ensure services
are perlormed in accordance with commonly accepted commercial praclices. The contractor shall
develop and implement procedures to identi fy, prevent, snd ensure non-recurmence of defactive
services. As a minimum, the contraclor shall develop quality control procedures that address the
areas identified in paragraph 2, Service Delivery Summary. The government evaluator must have
a specific quality control inspector to notity in case of cnstomer complaints.

48 Quality Assurance, The government will cvaluate the contractor’s performance n
accordance with the Quality Assurance Surveillance Plan.

11
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PURLIC RELEASE. Any inlormatun felussified or paciszitiod] parraining to tis earract shall not ba releaeed for pubfic dinaeminron sacdpr ) providag
Pyt nousthial Sezkerity Maowal oF wnlese it hag beeh agaraved for ouglic reegge T a0Broghata U 3. Sowernment auteity. Propaaed gublic reldaces ohall
b swbmittzd her approvst pder bo releane :' Dumer m Thraugh (Fereifv
ASCIPA

iBES Fourth St., Ste 15

Wright-Paticrson ARB Ohic 45433-7129

Public rcicase of Sansitive Compurtrmented Information (SCD is not authorized,

1o Uin Ditectorote for Frnaky T of Informaton amd Bazuriry Thavimw, Drﬁ:'t al ine Amlxtanl Sweratary of Dufenre [Fublk Aflakes] " Tar reviwm,
*Ire the pre of noneDel User Agace, requerts for dizefocure shall e subrmtied o Hhat Jnenay.

13

BECURITY QUIDANCE. The securhy clidbthaction qidence nesded ioe the ciscsind ullory in idencdlad balow, |f wny dilfimulry it enooumered in sppbving
his guldanee of |f 4oy athel contibuting Tecter indicates & nusd ior chargez In Uy gHdance, the COMURCEOR iL Authariznd and snoourrged b provide
fecomrgndad GINQes; [0 ghalengs th guidweas o W8 Claimifcetion  assigned te wny inirMALON or materly Turhlshed er guemiated e thin cortract:
and ta EUBTHE MY dudstiane far inteprasaton of (hin quidasce ta the offislat darided Elh‘lﬂ. Fahcing Gral decizion, By iRfsrmETan invalved dhall Be
handled wnd pratected « tiee highest (wye of Caenhcation ascmed of recommerded, i it ws apwrepcfare for the claeiled effnt, Altach, o ferword onder
IERSRER COrRpnncency. Ay AOCHMINIEURIRS/EU I PrfOrTACON ARB. Add adeWilnal pagce ke TORCRE D Grmvide cammielie gukesor,

The National [ndustrial Bzcurity Program Opcrating Magual {NISPOM), NISPOM Supplement (INISPOMSTI®) and DoD
Ovcrprint ta the NISPOMSUP applics to this contrzet.
a. Ref BIk 10 COMSEC Sufeguprding requirements sppiy. ['of of bise performance, COMSED |s incumbent on the
OVEITITEnE,
. Ref Blk 10e{l): Costactor requires access to SCI materialy; SCI pecurlty requirsments apply, see SCI addendwn for

c. Ref Blk 108(2): Contracter will require zccass io {ntelligente information and raust comply with AF] 14-303/AFMC
Sugplement 1. The Program Manager has determined thar disclosure does hot areats an nofair competitive ndvantegs for the
coniTades or a conflict af imerest with the contracior's abligation to protect the informaidon, The contractar will submit the
AFMC Farm 210 & the AST SIO (ASCANY for approval nrior o granting acoess.
d. Ref Blic 50f: The NISPOM Supplement (NISEOMSUR), 28 Dex %4, and the Dol evcrprint to the NISPOMSUP, Februury
1598 spplica to this cogtzact far .'-.‘gociﬂ Acccis Requircments.
&, R:f%li: 10j: For Offlcinl Use Only (FOLIO) epplies. Sce addendum '
f. Ref Blk 11a: Rcleasing government activity will furnish complate classification gridance for the service to be performed. Dnr
rlocmance in sypport of ASC/YSX] wiil nccur ar Tinker AFB OF, Whiteman AFB MO xnd Wright-Pattersan AFB

QH. If any classified information is g=nerated in the performance of (his coutract at the identified Tocatlon, he contrastor shall
apEEr dezlvalive claaxification and marking ¢onsiatent with the sourse muarstial.
1. Rel' Blk 11i: EMSEC requirerncals apply. For on base performance EMSEC {8 Jneumbent ob the Eovermoent,
§-Ref BIk 11f: OPSEC Requiremants apply. ASC/YSXS will provide OPSEC guidance
b. Ref Blk [11; The Motifigation of Governmant Secuzity Actvity and Vishtor Group Security Agrermamt clausm appiien, See
contract section 1 for dewils.
i. Functional Arcz Chicf: Mr, Lawrence Long, ASC/YSK. (537) 255-0445

. Functional Area Evaluator: Ma. Vickt Long, ASC/YSXA, (937) 755-3%05

- Administratve Conmact Officer Address: DCMAD-Bastan/GFOJ, 455 Summer Street, Bodon, MA 02210

Coordinated {via email) by LtCel Barbara E. Furyk-Olien, ASC/IN, (337} 255-8108 6n 27 Aug 03 (skb).

- ADDITIONAL SECUMTY REQUIREMENTS, Teguirsmanis, in addisn td (56 MHLTEMETES, W0 #STa0Naed Far Lhin agaleat, | s L LT I Ma
. fipArerenty, Provice 8 £opy of e nigUhemionis (o MOF CoprizaRt Secunity pifien, Wan frems 10 GF weditfana’ upacy fa ramer,)

fif Yax. iectlfty cha permingn! ansirscthonl ofvies in e camc) ghomend Aewfll ar pravice sa sportpria e B timmnr witkr aminee (R FETRTRSS

Ref Bik Jof; SAR/Procedure spply. Guidance for galning access will be provided by B-2 Security Office, ASC/YSXS.
Ref 81k 10e(1): SCT Requirecantd apply. COR [ Kelll Fragier, ASC/YSXS, 1 billet.
Ref Blk 1lj: OPSEC Requitements apply. Cls will be provided to contractor under separate cover and updated, a8 Teguired.

18.
., beurity oversight wilt be under the cognizance of
riarman '

_-—-_-.
18. CEATIFCATION AND BIGHATURE, Bwouwlcy requiramants statyd herein am zampleiy whd adsgquate for calequardng the clysalfice

a. T¥YFED Eﬂm! QOF CERTIFYIMNG Blﬂaﬁ-l.

INSPECTIONS, Clarenic of e canbpst arw cutpide e inagectian recpomsibfiey al ta coghikaal aagurity oilz, i AED ha
HE Yoo, alotsir wral fwernify wapcliic proBs gr glamainis camvrd our anct e 2clivily refgoanible for EPOCTONY. U're item 1T T ATy i neeated,

Ref Blk 11I: DS ¢ relieved of all sccurky uv=r:j§1: for potformacce on the installation. For performancs on WPAFB,
& SF3/SFAS for non-SAR performance and by ASC/YSXS for SAR
EE_

E:or Blk [0e(ly: SCI securlty requirements apply, sex SO addendum (para 13) for deraily

Informatinn to ke released ar garermted wrdw this cleasifed wfarr. 4l questions ehall Ba tefarced 1o the officlsl nemad balow,

b. TITLE . g, FELEMAGONE Sncive Aree Codal
Contrasting Qfficer (F37) GRE-4400-

REP- 23SV

FRIEDA THORNTON

17. AEQUIREDR DIETAISUTION
x

, CHNTRACTON
L540 Allbrock Drive, Saiw 3 : PUSCONTNACTOR

FB Dtj “ﬂ}ﬂuff PCONLY X} e COGIEZANT SECLRITY DFFIOE oW PRIMS AND TJBCONTRASTOR

Y iAF " e i 4. LN, sGTIVITY RESFOR KL RO Sy IREFAT EECARTY &Cemd TR I
* AN FTEATIVE CONTRAET NG O cEn

J. DTHENE A NECEEFANRY
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ADDENDTM TO DD FORM 254 (Block 10a(13) Attachmen
ENSIT o1 CLL

1. Reference Block 14: AFMAN 14.304; DoD $105.21M-1: ICID 673, 6/4, &/8, &/%, and 1/1%; IDCSISSS; and DIAM 504 provide
the necesaary guidanca for physical, prryonnel, industriy], formation, and information BYatems securify miewsurcs and is part of the
Sensltive Compartmented Ioformation (SC1) security specifications for the cantact.

2. SClwall nat be releascd io contracter employees Withoot the kpecific telease approval by the originator of the material a3 outlinad
in the goveming dircchives and baszd on priot approval and certification of "nesd.to-know™ by the Coatracting Dfficer's
Representative (CQOR): .

_ Kalii Prasfer ASCYEXS B37.5656-3162
{Offlce Symbal) {Phena)

3. Names of cantryctor personnc! taquiring acceas te SCIand justifieation for SCI billets wil! be submlred for coordination and
Lction ta 350 ASC/INS nfter the contract menitor epproval/concurrence, Upon ceceipt of writon &ppmval from the COR, the
Cagtractor Spacial Security Officer (CS50) may submit the aecatsary furtas to Defense Sorurity Service {DE5) for a Singls Scope
Buzkground Investigation {S3B]) for those parconnel nominated for BT accass in accordance with the Narional Industrial Security
Progmm Operating Manual (NISPOM),

—  (Name}

4. This contrast requires x total of 1 SClconmrpct bilkew in avdor 1o M)Al conmactual obligstions incurred. SCT access it subject
io DS Governmemt roview apd wppraval 3 cutlined in the afotementioned SCT sacurity regulstions. Upon completion or canceliation
aFthe contract, the CS30 will deSrief al) peesonnct net roquired for contract clogeout and thoae billats wiil be dizestehiahed.

5. The CS80 muat restrict access by only these individuals who possoas the NECESIATY gcctrily claarance and who are actually
providing scrvices under the contract, Fusther ditsemnination 1o other éontractors, fub-<conizractoms, ather govermment dEonciea, privets
individials or crganizabione i prohibiecd unless authorized in writihg by the relcasing apency,

6. 8CI materials furvishod in suppont of this contruer remaims the propenty of the Dol department or cetmand that released i Tpen
serpletion or cancellution of the contract, 11 SCT ruterial furnjshed will be retumed ta the direct cusindy of the ardginater of the
materiala,

7. Classified foreign intelligence muterials must hot be relagged 1 forgign naticnals or mmrigrant aljiers whether or nat they arc alsn
copaultanty, US contrectors, or cmplayecs of the contracton, regardlens af the loyel of their zecwnity clearmnce, except with advanced
written, permixsion from the ariginatar,

&, Inquirics perisining to clamification guidence an SCT wlll be directad to e COR listed in para 2 abswe. SCY security management
is3yes shall be dizected to $50 ASC/ING, phare (937} 2553932, DEN prcfix 735, '

1 Ax SCT Faejlity {SCIF) meeting the Physical security requirements autlined in DCID &9 must be mither uned for conbct wark or
establithed and maineained at the contmraeror Jacatiap, AN 5CI uard for this contract hail be atored, kandied, and maintsined in a
SCTF, be it the Joce] conteetor SCIF or similarly SCl-ncorodited Iacilitien used by the contracter. Addreas of SCIF for contract

cxccution. 718 WP, Bldg 705, Whitemyg AFE, M.

10, For eeniract work within s contractsy extabliched SCIT, nfonmatisn systers {compurers}, elecironic eounsctivity, snd similar
sledtronic methads of woring snd ¢emrmunicating within and cutside the SCIF muat be jn comphiance with DCHD 63, DIAM 504, the
TRCEISSS, and any additional inamyetions arued by DHADAC.ZA, HQ AFMC/TNE, nod S§50 ASC/ING,

L. The CS3C muat mainkain accountability for all olaysifisd foreign intelligence muterdaly rel=ssed to dair custody.

12. The C380 must oot ceproduce classifizd foreign intelligence withont advance approval of the relessing agoncy. If pormiesion is
§rafted, cach capy will be cantolled in the same manner g3 the arigluel. The CSSO must not dastroy iy classificd farsign
intlligence without advanee appreval of the rolassing ageesy. '

13. Relarance Block 18: This contract Toquires accens to 3T, [f the contractor hag ertablished g SCIF, the Defenss Intelligonce
Agency (DLA) and itx designees arc reapensible for all inspectiona of the conttsstor SCIF and 5CT fecuziey mandgement program for
coauring complisxcs with uil S0 pecurity regulations and pelicies.

Effactive; 27 Fsbruary 2003
SCI requirements reviewed and approved (via rmail) by MSgt Penny L. Russ, ASC/INS, (937) 2554087
un 28 Augast 2003 (skb).
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Attaechment 2
ADDENDUM TO DD FORM 254 (Block 10])
FOR OFFICIAL USE GNLY (FOTI)
(Reference Dol Regulation 5400 7/Air Force Supplemeni, 22 July §999)

2. MARKING:

8. FOUOQ Informatica reccived {ralensad by a DaDd esmpanent) should contain the following marking, when received: TEIS

DOCUMENT CONTAINS ENFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER FOiA, EXEMPTIONS)
. APPLIES/AFPLY,

B, Mark an unclassificd document vontaining FOUQ information "FOR OFFICIAL USE ONLY" at the bobiom of each page
containing FOUQ informaton and on the battam of the fopt page of fiont cover (if any) and on the back of the Lat page und on the
back cover (if any). Each mragraph containing FOUO information shall be marked as sich

. & Wlthin a ¢lasrified document, an mdividun] page that contming both FOUO and clasified information shalt be marked at the
top and bottam with the highest scourity classification of informuation appeiring an tha page. Individual paragraphe ehall be marked at
the approprinte classifizotion level, 26 Wwell as unclasifed or FOUQ, as approprisie. An individyal page thar contains FOUD
information but no classifed informution shall be marked “FOR OFFICIAL USE ONLY™ at the top and bottarn of the page, as well as
etch paragraph that coplaim FOUD informatios. NOTE: For "production efficlency” the entire document may be marked bop and
botiom with the highest iev! of classification cantained withla it, a» loag ws every paragraph is marked to refl=ct the epecific
clissification of the information it contains.

. 4 Mark other tecords, guch ag computer print outs, photographs, films, tapes, or slides 'FOR. GFFICIAL USE ONLY™ so that
the racajver or vicwer knows the record contzdns FQUQ informalan,

€. Muark cech part of # fressage that conting FQUO information, Unclassificd messapes coptaining FOUO infocmation must
show tha abbrevintion "FOUC" beforc the text beging.

"3 DISSEMINATION: FOUO may be dissominated botwesn ofclls of DoD Compenwnts, Dol conttacton, énmulmnh and

ganmes lo canduct official budiness for DoD. Recipients shall be made awarpe of the statun of such information snd transmision
shall be by nteans that predude unauthorized publie distlosure.

% TRANSMISSION: FOUO infarmstion shail be trantmimred in 4 swnner thar preveats disclozure af the contents. When not
commingled with clusaified mformation, it may be sank via first-glasy mail of parcel post. Bulky shiptoents, ic. teeting rmaterialy, that
otherwise qualify under posai fogulations, may de gent by fourth-clezs rail.  FOUD information may also be sent oyer fassimile
squipment; hawcver, when daciding whsther to uss this Tmieans, balance the sensitvity of the records agatnst the tak of disclosize.
Consider the location of raming and receiving mackinez aod epswn pulhorized perwonnel are availible to peceive the FOUG
information as soan as it is eansmitted  Trapamimal documents shall call altcotion tn the presence of FOUO sitsehmants. FOUG
information maey alia be seotvia c-mmail, i it §5 sent Vie s syatrm that will prevent unintentlonal or unsuthorized disclosure,

5. . STORAGE: To safeguard FOR OFFICIAL USE ONLY records during normal duty hours, place tham in s eut-ofaight loction
if yolr work arca it soerssibde o persops whe do not have g valid need for the [nformation, After normal duty hours, stare FOUQ
tecords 10 prevent unautharked sccess. File them with other uocleasifed records in unlocked files or dosks whom normal internal
building seourity it providad, When there is no intarpa] building security, iocked bulldmgs of rocins normally pravide sdequate yiter-
kours protection. If such peotestion i3 nat comsidered adrquate, FOUQ material shall be stored in Jocked contsiners such aa file

cahinets, desky, or hookenses Ezpenditure of funds for security containers or closed areas Solely for the protection of FOUQ data ir
pro#idited

6. DESTRUCTION: Wien no longer needed, FOUQ information shall be ditpesed of by any method that will proclude its
disclosure to unsuthorized individuals, _

Effective $2 Fabrpary 2002
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sttactmment 2
ADDENDUM TO DD FORM 244 [Bloek 11}
SPECIAL CONSIDERATIONS
(AFMAN 33-214V EXTRACT} )
34. Special Fams. People mey innacently inoduce other radio devices, such #s pagers, band-held porable kandreiver mdios,
cellular telephones, cordless telaphons, nd cordfars mictophanes into the arca processing classified infapmation with disstroos
results, Also, zlarm yysterns may wic redio transmiticrs o alect remolely located seeutity or fire-fighting Teasms.
3.4.1. Hand-Held Rzdlas, These comtérmensuray are required, Hand-held redin transcelvers used with intrabase radios asd Jznd
robile radion dessrve special consideration becauss of their unique oporationz| applications. A prrsan may camy these devienx inte
an drea where classified informahar is processed. I'ihe Pelson catrying such & device works in the facility, cither turn off the device
and ugs the telephonw or sepamate it 2 maters from cluszified Plocesson: ho tmowmissiony wre allawed. If the person carrymg the
duvice in a short-term visitnr, it is agr necestary to hon ofF the radic because the visitor usually moves about i the facility, Infrequent
trenamnissions arc allawed, but anly for short dursbions. '
3.4.2, Beepars snd Pagery. Theds comermeasizes arc required Berpers and pagers deserve spocia] cansiderstion hecanse of their
unique aperationa] spplications. A person may carry thase davices into an nrea where clasilficd inforation is procoscd. If the
Prrion eATying such a device works in the facility, sither turn off the davica 20d Ee the tclephona or keep the dovice 2 meters from
classlfled processars. If the perisn eamying the device is = short-term vigitor, it & not necessary to turm off the device becese the
visiter ugually moves about in the facility, If the device has a transmit capabilily, follow the mstructions for hand-held zadios.
3.43. Alarm Systems. Thess coupiemocasures are requited  The mode of operation of elarm systerns mdic frequency wansmitters
will deterrnine thelr weammenr, Any suek Bansmimer with a contintous frapamit mode or a high duty cyele {ansmite most of the blaze)
st mect the same sepamticn roquirements os all other fixed TEhsmittess; follow te spplicable guidance in paragraph 3.3, [fthey do
sot meet these requircments, exclude e Som opersting in the clasified Information proceasing ares. Low duty cyclc {trapemirs
shart huegts infroquently) $ystoms arc ook considered hazards and raguire no special meatmmt. '
Jufd, Celiviar Telephones. Thrss countermessures are required, When o cellular telephose is used a3 a0 operatlonal horessity
Icparate it 3 meters from RED equipmeont. When the cellular telcphone is 2 personal aasct, its use i prohibited. Drisable tha und from
receiVing calis or separate It 10 meters Som BED processona, Cellular relephones are excluded trom aparating within 10 maters of the
vlessified infarmation processing ares when the facHlity is Jncatsd outside the Unitad Srates.
3.4.5. Cordlcss Talsphenas, These countermessurod are required, When a mdio frequency cordless telephonc ix used ax 4n
opératiodal noomzsity, sepanic it § metem from RED equipmant, When the cordless telaphone is 3 personal neset, its uss 19 prohibited.
Disabla the personal cordluss tolephions from recriving calls o scparate it 10 meters from RED processors. Thers sre no scpamation
requirements for infrared cordless telcpbanes. Cordless telephones are exaluded fom operarng within 17 metera of the clasified
loformation processing eres when the Factlity (s joeated patside the United Statas,
3.4,8. Cordless Microphones.

34.6.1. Radlo Frequency Cordlesx Mleraphones, These sanptirmeasures are requlied. Whon 1 rdic frequancy cordiess
miczophone, encrypted or unenerypted, is uicd for brisfing either clamified [nformation or poclacaifed information, seperate it 10
meters fiom RED equiprsent. Uslog umencrypied radie foquoncy cordiess microphonea for clatsified briefings is prokibited,

34463, Infrared Cordless Microphones. These countermessures are required. Using an infrared cordlenss micraphans for
briching classified {nformetion requires Blocking the line of sight to & porsibie phee where o adversary could detect the infrarcd
emanafons. Do not forget that smooth er shiny surfaces canse infrared Eignals to be reflected, The bast solution i 1o tic » closed
room, keeping th: doore claded und cayering the winduws with drapes,

34.7. Cardless Accessorinn. Thasa comtermeasurcs are raquired. When 1 radjo frequency cordless accesrory sush as & keybeard or
& mouse iy used, scparate it 5 meters from RED equipmient. Radis frequency cordlom accesaaries cannet be used o proccud clamified
tnformatian unless encrypted.

3,48 Wiraless Local Area Networks (LAN). These countsrmeasiices ere required ‘When a radio froquency wirelass LAN 15 uged,
sepireie the ranamitier and reeelver unle § meters fom BAD euipment.

3.4.3 Infraved LANs. Theea countepmessures azs requited, An infinred AN procctsing cluanified information requires blocking the
linn of sight to & pesnble place wher: kb adverssry coyld detoct the infrared emanetions. Do nat forget that smonth or shiny nxfaces
cauke infrared signals to be reflected. The best salution is o tse 1 tloted ranm, kerping the doorx clodes and covering the windawy
with drapex.

3.4.10 Infrared Davices. Thess countemensurea are required. Infrerad dewicaz not covered by any subpargraph of paragraph 3.4
reqiires blucking the Jine of ipht 1o 2 possibls placz where an adversary could detest the infared emanations. De not Torgd that

xmeoth of shiny surfaces cause infrared signaly t bs oflected. The hest solubion is to use = rlozed room, kecping the doors closat szd
envering the windows with drapes.

NOTE: If guidencs in paragraph 3.3 on Alarm sigoals is needed, picasc contact the Program Manager/Contract Magitor fo obtain

Effactive 9 Apri 2002




TAG 28 '8 B2 1PFPM S37SReU4SR : P

PY360]-00-D-FO0 15087

Y Attachuenl 2
ADDENDUM TO DD FORM 254 {Black 11i)

EMISSION SECURITY (EMSEC) REQUIREMENTS -
(FORMERLY TEMPEST REQUINEMENTS)

EMISSIONS SECURITY ASSESSMENT REQUEST {ESAR)
FOR CL TEMS '

I. The contractor shall ensurs that cempramising camnations (EMSEC) conditions retutad to this contTast are minimized.

. The coztractor shall pravide CoOURTeTrMd Fuls masersment dute o the Contracting Officer (CO), In necordance with Chapter B of
the NISFOM, in the form of an ESAR, The ESAR shall provide only specific TEspONARe to the data required | paragraph 3 below,
The conftuctar's standsrd nzcurity plaz shall NOT be vied 35 a "#tand-alane” ESAR response, - The centracior shall NOT submit a
detailod faciliry snelysit/assessracnt The ESAR kformation will be usad to complete an EMISEC Countermeasurce Axrpatment
Review of the contractor's fazility to be performed by the govermment EMSEC suthority using eument Air Farce EMSEC direstiver,
EMSEC is spplied on & casa-by-case basis ard furher information may be required to complete the review. Thn cogttyctor ghal]
pravide this infortoation o the CO wheg requested.  Afler the evaduation of the ESAR by the povermment EMSEC anthnrity,
ndditional EMSEC requiroments may be nccestary.  When changes to the infarmation requized in pamapraph 3 below ocoury
{including, but not timited o, relocstion, additions, or deletons of squipment from the origina) wperaved o), the contTactors ahall
nabify the CO of thesc changes, Upen request, the contractor shall pubtnit tn the CO & pew ESAR, idemifying the neaw configuration

at Jeast 30 days before the <hainge ecours, The contretor shall NOT commence proceseing with the ety configuretion until teceiving,
A% & minimum, interign appraval fram the CO, '

3. YESAR contents shall include, 23 2 minimum, e following information:

- & The spezific classificarion and spacial catcgocien of material fo be preccrsedhandled by electronic means. Inchuda percentage
of each clasyification leval used including unelaysified (ie, 59 Tap Secret, 10% Scerct/SAR, 25% Secret, 507 UnclassiSed).
b, The spacific [ocation {complete address, building/roam wamber, or office} where clumified Procrising will be performed.
Tncluda identiflcation of sny other caniractor/sormpany located within 200 maters of the facility, '
c.. Attach s copy of the Defensa Iavestigative Service (DIST Form 147 to validate Physical soutity apd approvad sorege lovel of
the facifity, :

_d. Provide the nume, title, and telephane sumber (commercia] and/ar DSN) o1 1 point of contact ak the fucility where processing
will oewur. '

4. "The prime contractor ghall epeure that all subcontractors andior vendors comply with EMEES requirements whea
olassified processing related ic this contract, The nubcontracter will pravide the sbove dpcumemstiog through their prime to the CO
to compiets the BEAR,

$. In addition to the information required for ail clumified systomy, the follawing will be required for Top Secret proccesing:

8. Identify tho mdins (in meters) of the Physical control kpace available sround the syalem, equipthant, or facility. Describe the
berriers, doors, fances, walls, ¢ thet define the arma. Describe the eontre! exercised over the ared during duty and nonduty bours.
Descrfbe ather factors, which conmibure to control {is., visiter procedures, i
el

. Identify the type and locaron (relative 1o the chearificd Aystem) of any unfilteredtelophane or corammicytion lizca, shinlded or
unabielded twisted pair cablex or fibex, undazground or unfiltercd Power lifca, candult, kesting wnd air conditioning ducts, water pipcs,
ctt, that ransgyess the camblishied contralled aren

€. Dagcrbe the huilding in which the classified wystem(s} ic housed, i¢., concrate block moter wills, 2" X 4" and singls Fly
Evpium board innar walls, qus floor 16 tue ceiling walls, metailic (steel} or solid wood doars, windows (if thore nrc windawe,
dnu.-jbtthatrpearunwﬁnpmthmﬂ, clc, _ :
4. Dinprams andfor dnwings wouid be oxtremaly halpful,
6. Additiona] information may be requested upan review of the documentation Frovided,

*NOTE: A copy of your Automated Infermaton Syetem Secyrity Plan(s) (AISSE) will suffloe.
Effective 13 July 2002
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Attachment 2
ADDENDIM T DD FORM 254 [Bik 11}
NOTIFICATION OF WFPAFE SERVICING SECURITY ACTIVITY

1. "Thirty days before the date Contractor operations will begin on Wright-Partezson AF

B OH (WPATB), the Confractor shall provide
to $8 SFS/SFAS Bldg 8, 180] Tenth Steal, WPAFR, OH 43433.762% the following information:

2 The sarme, eddress, and telephone number of Yomr company's Fasillty Seeurity Officer and your designatad on-pitc
EBCUNTY repranentatve;

b The coptract numbar apd mdlitary contracting command;
€. The higbest claarification eategary of defones informetion re whick Centtictor comployees will have acc Eaa;
d 'The date Contraciar operations will begin on WPAFR OH;

€. The catimated completion data of operaticns o WPAFE OH;

2. This requirarmant is in additian to viGit Tequest potification procedures contuiged in Dol) 5230.22M, Nationa! Incustra) Seeurity
Frogtam Oparating Manual, Chapter &, .

Effeetive 12 February 2002
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) Attaclhment 7
ADDENDUN TO DD FORM 254 (Bleck 111}

NOTIFICATION OF SERVICING SECURITY ACTIVITY

1. Thirty days befare the data Confzactor operelions wiil begin on the Governmant Tnstallation, the Contractor shall previde mach
Scrvieing Serurty Activity the fallowing informatisn:

12 BFS/5FA
7373 FIFTH 8T, 8TR 132
‘TINKER. AFB OK73145-9008

% The name, addres,
Security reprotentative;

aod telephoge number of your company’s Facility Security Offeer and your des{gnated on-afw

b The contract nurmber and rlitary contracting commend;

€. The higheet clzasification category of defonge in{brmatien ta which Contractar smplovees will have acecss;

d. Tha date Contracior eperations wiil bagin on the insta)fation;

e. The estimated complation

2. This requircment is i addiMlon to v
Program Cperating Manual, Chapter £,

Eiféctive 12 Pebruary 2042

datc of apsrations on the installatioe:

isit request rotification Plocedures contained in Dol 5220220, National Indeatrinl Sccurity




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRAGT e TOORE | PAGL O FAGES

2 AMENCMCNTMIDISICATION M 3. CFrCoTIVE CATE 4 REQUISITIONPURCHARE err.z ETe "5, FROJICT NG, Fapsicatie,
[+ 07 JAN 2004 Sk SCHEDULE
G ISSUEDEY  ASLCFRWIS CODE FAIENL T. ADMINIZT=RED 37 {ifrdfwrr (e ffem 61 TR S2T1A
I
DEPARTMEMNT OF THE AIR FORCE | DCMA BAL TIMORE
ASCIFEW, AREA G, BUILEING 1 |21y BAST RCOWOOD STREET
T8 ALLBROOK DR, SUITE 3 D SLITE 1400
WRIGHT-PATTERSON AFB OH 454:13.5300 f BALTIRCIRE MD 212025204
GEORGCANMN THOMPSON B3F2ST2135 XA432
. Geurgednn ThompsoniDwpall.al ol I
R WAME AMD AEDRESS OF CUN IR TR (hin | sinesr, ondnty, Sfate and 205 Cods) - [ 0 | g AMENTIMENT OF EOLICITATION T
RS INFORMATION SYS1EMS, ING. |
161 QLD MEADOW ROLL 50, DATED (52 1k 1)
ETINM QR
; ’“:E]; ’;:tz" \T"IE:::E 321 oz | 108, WMOOF AT OF CONTRACTOROCT M0,
A7y 74 L X F$3601-00-0-P0U1 S087
| : 100. DATED (SEE (TEM 15] !
monE  0Z4U5 _ FADILITY GO0 40 ALIG 2003 |
11, THIS ITEM GNLY_ P-.F’F’LI!;S 10 AMENDMENT 3 OF SOLIC I_'Ai ICIME __ i
D Tha abgwa Auribeced sulisililion '@ amendad a3 264 forth in fam 14, 1ha e and data apaclfizd far reeqipt of Cifae ’ ] |3 eaxtended, D i% nat axtandad. .

HfErs MUt Cnow adge receipt ol his armuend ment prar t2 e ~aur and ¢ata & prah i lhe soliciatn of a8 armardad, by one af e Fallowing methoda: |

(31 Dy corrplating eans & and 15, end retuming capes nf ks anocandment; {b) By ackeawladging recsnt f tis snendment an egeh capy OF the offer

finlunillez:l or oy Dy senaraty [6tae or eleg i weich includes 8 referenes t the sahcilatic el sonendmend numbers,  FAILURE OF ¥l M ADKNIW_ERCMENT T BE .
* RECEIMED AT TIHE PLACE UkSI:NATED FOR THE RECEI™T OF OFFERS PRICHK 101 THE HOUR AND DATC SPECIFIED MaAT HEZIULT IM REJECTION OF yOuUT: OFFCR.
If by wirtue & Ihis wieznc'ment yau desind t changa an offier slisaly submitked, such cha M8 may ba made by Inlyrnn orleter, provided mach feisgrem or etk inakes b ones:
ferthne soilicilation end thlg arendment, @ s soeivead pricor 4o the opening rour and dats snal e

[ 17 AGCOURTING AND APROPRIA N BATA [if reqoired,

SEE SCHEDULE
12, THIS ITEM APPHICS COMLY T MODIFICATIOM (5 CONTRACTIIORDERS,
IT MD!.;I:—II:H THE CONTRACT/ORDER NO. AL DSCRIBED N ITEM 14
LA
A THISZ CHAMGE QROER 13 15511+ FURSUARNT TO: J THE CHANGRE MET SCRTH [N ITEM 14 ARE MAGE IM |H= {0 TRAST ORCER MO, ITCM
[+

B THEARCVR NUMBZRZD CONTRAGT/ORDER IS MO3TFIFD T0 REFLECT THE ADMIl I STRATIVF CHANGES feuoh a5 chanses 1 paying affice,
anpropiation date, efr.) SETFORTH M 1R 14, BURSUANT T THZ AUTHORTY [k FAH 42 1030,
X 1€ THIS SUPPLEMENTAL AGREEMINT 15 ENTERED INTD PURSUANT TO ALTHORITY CF:
' FAR §2.243-3 "Crannes” . :
O, OTHEH ¢speciy tvpe of maoifization and Frhonty )

E. IMPORTANT: Curiractor D 13 rica, m is quired s sign ki ducoment and retien 1 Copies T bhe issnimg olfice,

14, DESCRIF G 1F AL ENDWMENTAODIFICATION (Crganised by (0F saction hezdings, inclucing soncd3fiurcurdeae! sehiae! Marer whae faasihis. )
SUBICCT: Revisc Coiling Prices, Increasa/Dancraase Funding, and Chznge Period of Pefarmance for GLIMNg QUoT, DOOE, and GMIA

Change in Doder rice: $72,500.00 intrease
Change in Obligation:  $73,500.00 increase

Except a3 provided baresn, all lenns and conditdona of the facument rafecanced in Mt ar 104, 33 hesetalara changed, reaing urchanged and In Fufl ferea and efec

158 NAME AND TITLE O GIGHER {1 pne or fri] [ 164 WAME AND TITLE 3T SIGMER [Trpe or ]

FRIEDA M. THORMTON
Contracting DMicer

158, COMTRACTOROFFERDR ’ 15C. DATE SISN=0 1 1RR. UMITED STATES OF AMEMILA 1G5, DATE 5 GHCL
1
: sigrade 02 FEE »nig4 !
. BY_ - '
(Egreeinns of nerzom Futnanzed o cigs) {Sigriatuec: of Condrefimg e ar)
FeSh 7EA0A01-152-HUL/ 0 30-105 - STANDARD FORM 30 (REW 10-63]
FREVICLE PEHTTON UMUSAdLE Fresgribed by GSA&

LonWnke Yorsion 54,2

FAH (48 CFMY} 53,243
Greated 23 Jan 2004 12018 P



SUHEDULE OF CITAMGES

1. Pursuant to FAR 52.243-3 "Changes - Time-and-Materials or Labor-Hoers," the balow 1ask ordear is
hereby modfied to revise the colling prices, increasce/decrease funding, and changa peried of
perfonmznoee [or contract fine iterm numbers (CLIN) Q0D1, D0DS, 2nd 0003, As a result, the total task
erder ceifing price and amount abligated s increased vy $73,500.00

2. Dapartment of Defense Form 1155, Block 25, is hereby changed FROM $756, 055,90 TO
$230,056 90, an incresse of $73,500.00.

3. SELCTION B: is moditied as follows:

ITEM

aoda1

oao1a1

aoa102

by Unit Price
SUPPLICS OR SEEVICHES Furgh Linit Total Item Amaount
CLIN Changs

EST +$61,500.00

Mo, LABOR - B-2 SPO OMLY
Naw Total tam Amount: 5638 50000 '
ACRN: 9
PRAIPR: FLORYE22110100  -3577,000.00
0031423 is Exhibit: A
Corndract fype: ¥ -TIME AND MATERIAI S
Start Date: 30 AUG 2003
Complefion Date: 15 JAN 2004

Besecripfive Dafa:

a. The contractor shall provide non-personal services LAW Attachmant 1,
Attachment 2, and Exhibit A attached to the "Order for Supplos or Services”
awarded 30 Aug 2003,

k. The celling price of CLIN 0001 is herein revised from $648,378.21 to $638,500.00
{a decreass of §7,078.21) for performance through 15 Jan 2004,

c. In accordance with clause 1A-423C, the total amount now obligated and
currently avaitable te support CLIN G001 through 15 Jan 04 |5 $638,500.00. This
CLIN is fully funded. )

CLIN Establish

Mo Furnfing Info Only
ACRN: A +$577,000.00
PRAIPR. FEORYS32110100 57700000

BPeseripiive Dafa:
The amount of funding for this sub CLIN iz $577,000.

GLIN Eslahlish

Mot Funding Infor Only

ACHN: AE +361,500.00
PRAMNER. FSORYS33510140 $651,500.00

RSB ERUEANIRHEN

FAGC 20T 5




SCIELULE OF CHAMGES

ITEM

0005

0005

ooo60q

Q00602

Oty LInil Prica
_ SUPPLIES OR SERVICES Frueoh LInik Tatal temn Amount
CLIN Change
NSP
Moy DATA FOR CLIN 0001
Totaf flem Amodnt: 000
ACRN: Al
QD427 i Exhibit: A
Contract fype: Y - TIME AND MATERIALS
Start D an ALMWG 2003
Completion Dato: 15 JAN 2004

Descriptive Dats,
Contractor shall provide data in support of CLIN 0081 in accordances with Exhibit A,

CLIN Changa
EST +%14,500.00
Mo LABCOR FOR B-1 SPO ONLY
Mew Tofal Hemr Amowat: $178,000.00
ACRM: 9
PRAER: FIOYDIF32100100 5168350000
DD1423 is Exhibi: A
Contract iyoe: Y - TIME AND MATERIALS
Slart Data: 30 AUG 2003
Complefion Onle: 15 JAN 2004
Descriptive Data;

a. The contractor shall provide nan-parsanal services 1AW Attachment 1,
Attachment 2, and Exhiblt A attached to the "Crdar for Supplies or Services”
awarded 30 Aug 2003,

k. Tha ceiling price of CLIN 0006 is hersin ravised from $154,819.81 to $178,000.00
{a decrease of $8,819.31) for performance through 15 Jan 2004,

<. In accordance with clause 1A423C, the total amount now obligated and
currently available to support CLIN 0006 through 15 Jan 04 is $178,000.00. This
LIM js fully funded.

CLIN Establish

Maurn: Fundimyg Info Only

ACRN. AH +5166,0600.00
PRAMIPR: FioYDF3Z100100 $168,000.00
Degeriptive Drata:

Tha amount of funding for this sub CLIM is 188 000, The amount of 52,500 was
transferred from CLIN OO0,

ZLIM Establigh

feaure: Funding Info Qnly
ACRM: A +512,000.00
Prahier: F10YDF33520100 $12,000.00

Droscripfive Dala:
The amount of funding for Uiz wub CLIN is $12,000.00,

FR260, Lik-DxT001 535701

Padik 3 0F 3



SUHELHILE OF CHANGER

[TE M

00Gs

Caty Unit Price
SUMELICS QR SERVICES Purch Unit Todal ftem Amount
CLIN Change

EST -$2,500.00

Mour: TRAVEL FOR B-1 SPO OMLY
New Total tem Amount: $0.00
ACRN: Al
PRAFT: FADYDFIZ100700 -$2.8500.00
D01423 is Exhibit: A
Candract type: 5-COST
Starf Nafer 30 AUG 2003
Cempletion Data: 30 DEC 2003
flascripiive Data:

a. The caeiling price is hersin revised from 512,709.27 to $0.00 {a tecraase of
$12,709.27) for performance thraugh 15 Jan 04.

k. In accordance with clause JA-423C, the total amaunt now obligated and
currently available to suppoirt GLIN DQCS is $0.00 for parformance through 15 Jan
Q4. {Original funding for this CLIM i the amount of $2,500.00 has been transferred
to CLIN 000G}

4. Zection G is modifisd as shown below:

Qhligation
ACRMN Approprision/Lmt shbhead Supplamental Accounting Data Amount
AL ACRN Change +(.00
57 33800 293 3620 653843 2ACO00 58200 642400 503000 FA2000
fotal ACRN Amount:  5583,000.00
Funding breakdown:  On GLIN 0001: 557700000
O CLEN Q0010%; 4557 7,000.00
AB ACRN Change +$0.00
37 33600 293 3520 554506 2ARON0 592BG &4276F 503000 FOI000
Tolal ACRN Amount:  $166,000.00
Funding breakdown:  On CLIN O006; -$183,500.00
O CLIN 0006801;  +$188 000.00
On CLIN 0008: -52,500.00
AD ACRM E=lablish 512, 000.00
97 43600 294 3620 654556 2AB000 59206 64226F 503000 FO3000
New ACRN Amount: 212,000.00
Funding broakdown:  On CLIN 000802 +H12,000.00
PRASICR: FlYDF3A520100 1200000
EAZH0 0 D-P00L SHE70]

FPaGE A0k 5



SCIEOULE OF CHANGEY

Obligation
ACEN . Approprigtiop/Limt Subhesd/Supplementat Arcounting Lata ] __ Amount
AE ACRMN Establish $51,500.00

57 43600 294 3620 853843 2ZACO00 43900 B4240F 503000 FO2000
few ACRN Amount:  361,500.00 :
Funding breakdown:  On CLIN D002 +331,500.00
FRAMIPR: FEORYS533510180 F61.500.00

3. This Supglemantal Agreement conslilutes a full a equitable agrezsment arising outof and in connection
wilh the changas effectad harem.

FISE0 -0 Ty BIAL s14]
PACE 50T 5




| CRDER FOR SUPPLIES OR SERVICES PAZE 1 OF ¢ |
| 1. CONIRATTIFURCH ORDERAGREEENT NO. | 7. DELVERT CRBERTEAT L WG, | 1 DATEDFORDERIGAI| | 4 RLUUNATICHPLRGH REGIIFST Mo, 1 5. FRORary ’
(YT YMidLebn} .
F33601-00-0-PO0A | sowe | TiaJaN 2004 SEE SCHEDULE i DO-Ca i
& meuen ey ASCIPRKWIS cooE | FABGOA | 7 ADMIMISTE-l BY (F Ol thom ) cuk | SHOA & DELIVERYFOR
DEMARTIMIMT OF THE AIR FORCE | DHCMA BALTIMORE DESTINATION |
ASCIPEWN, AREA C, BUILDING 1 P17 EAST REMWOOD STREET [ %] crecr |
1940 ALEBROOK OR., SUITE 2 [ SUITE 1800 77 fhmm St v
WRIGHT-PATTERSOMN AFB OH 45433-5408 BALTIMORE MM 21202-5290 : A
¢ GEORGEANN THOMPSON 937252135 K442
| Georgednn. Thampson@woaft af.mil
- peon@vs SCD. C PAS: (NONE)
1. CONTRACTOR r0E | 0Z4Us FACILITY 10, DELIVER TS FOB PCHNT BY “Cacel 11, X IFBURIHERE 1§
RS INFORRMATION SYSTEMS, NG, N ) 1 srovvwmoe BCE SEHEOUILE _| SMALL
NAME 1651 OLD MEADOW 120340 TZ. TSC GUNT TEME i hinL ol
LI 5TH FLOOR | :u'ﬂ.h"ml‘_.E:-
| ATRREER T LEAN VA 22102 N R e
{703} 724-7R00 ;1L WAl INVGICES TO ADDRE S IN BLOCK
| BIF BLOCK 185 (PAYMEN] OFFICE)
T EHF T4 15. PAYMENT WILL BE MAGL BT )

8EE SCHEDLLE

Co0e '

FRE | HOO338

DFAS-COMSOUTH ENTITLEMENT QRER
PO BOX 182264
COLUMBUS OH 437218-2264 |
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MARK ALL
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CH3 1 AND L
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EFTT
15 | CLolviky | ' | Thia dallvery ardg 23l 16 ieauer] e anulhier Ciri FTWT BN 808 &y A 0 Accerdance wil il :ulh_ﬁrr'n leTne BAA S5ndibgAs of abirm 1 wralenssl conmand
TPE | el | x :

h - .

ar D raAisgE R firmnnA your hams 3 lsloadng oo IkTs specifed nee m.

ORDEH | | ALCFITANCE TiL LN RACTDR HERERT AlGu=1T5 1L OV F &R HeFRESERTED BY THE NLIMRERED “URC, 185 LHECER A2 T WAY PREYIGUSL ¥ HawF
| BERM QR 15 R MCOIT L SURIEST T ALL OF THE TRRRS AND SOMON RS 5E- SORTH. AND ACGAFES TO MERMCHM iHe SAME.
MAME CF COMTRAST A, " Bk AR TWRFD MA T ARD 1L

[ PN T TE e F R T X [ v

SEE SCHEDULE ]
1 ITEM BO, 139, SCHEDWULE OF SURPLIBSIEERYKCFS UM GUANTITY vl L2, UNIT PRCE | JA AMCIMNT
: ORDEHEDY : WHIT :
ALLFPTFRY !
4. UMITED ETATES OF AMFRILS, a ETH =i S‘lﬁﬂ.ﬂ-ﬂl}_ﬂlﬁl ——
T Quanbity apcamds by ma
CLeTment it Lamg 35 puashly |
darmd, indale by X At |'I.'r F— it L
ARTAr BEfUE Gty acsppted SIYgree DIFFERERCES
[FRlnt JERTIENTE N oS o oRE
B, .
|  FRIEDA M. THORNTON 29 JAN 2004
D i N . COMTRAGTINCIGROCRING UHHCER, |
25, CHIANTITY IN COLUMN 20 HAS AEEN 27. EHIF NO, I 0D VOUSHER MO, . aNnaLs
" | sPECTER 1 RECEIVED ACCERTED, AND ELNFLRMS TC THE
] h LONTRACT [T A% HRTED .
FammAL 3L PAIT AY 33, ARKIUNT WERIFIZO CORROS | OR
Kkl
DATE ZIGMATLRF ANETITLE O &1 =0RIZEC GOVERNMENT REFSESCMTATIVE 1 32, PAYMENT | . -Jq: HECK MUKBER
.. - ! i .
W1 CREDFYT TH S ADSOHNTY 5 CORMCST A0 PRGAER FOR P IENT . YONFPLETE
i i _.
. AR A, SR GILo U Lok NG

TATZ SIGMATURE ARDTITI = QF CERTICY MG G-l 5K FiohL
I7. RECEWED | 3R RRECERYLU BY [P 33 DAFF RFCLAVLD A0, TCTAL Corn- 41, BR ACGOLNT ML 42, SR YGUCHER hC -

AT ! (T AMOO) TAINERS
OO FORM 1155, JAH 1598 {(EG) Convrits Version 6 0.4 PREWILS FOITIOMN MAY BE USCD Craated 29 Jun 2004 3318 M



SCIIRIA M.

1. Section B:
: Oty Linit Price
e _SUPPLIES OR BERVICES Purch Unit Total lterm Amount
0oc102
6og1
EST $157.0/4.55
ffonir: LABOR
ACRMN: 9
L 423 /s Exfibif: A
Contract tvpe. ¥ - TIME AND MATERIALS
Start Drafa: 16 JAN 2004
Compiciion Date: 09 MAR 2004
Descriptive Data:
a. The Coniractor shall provide nen-personal services in accordance with the following
documents: Attachment 1 "Statement of Work Computer Support for the Acronauticat
Faterpnse Program Office” daled 17 Dac 2003 " Altachment 2 00 Form 254 Conbract
Security Classification Specification,” and Exhibit A "Contract Data Faguirements List."
k. The estimated price aslablished for CLIN 0801 iz 81 J265,.358.84 for total peried of
performance from 16 Jan 04 thraugh 15 Jan 04,
c. The current estimaled price for CLIN 00 is $157,0/4.55 to support perfarrmernca
ihrough 0% Mar 2004 {reference clause 1A-423C and SCR H-873). Amaunt remaining to
be fundad, 5962 284 29 will be accomplished in accordance with SR H-5r5.
000101
Mown; Funding Infa Cnly
ACRN: Ad $128,000.00
FPRAMMIPR: FSORSMI3430100 $128.000.00
aoa1o02
Mo, Funding Info Oniy
ACRN: AB $29,074.55
PEMNPR: FIRSM2A3290100 $29.074 .55

TIlaiO0-Tr-Ped11 =0T
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SCHRMLLE

CHy ' Linit Price
iTEM SUPPLIES OR SFRYICES Purch Linit Total ftern Armonnt
DoG3

EST 51,848.25
Nour: QDo
ACRN: AB
FRAIPR: FSOREMAZ200100 51.646.25
D01423 5 Exhilsif: A
Confract type: Y - TIMF. AN} MATERIALS
Start Date: 16 JAN 2004
Compflation Data: 08 MAR 2004
Descriptive Data;
2. The vontractor shall provide Liabilily Insurance as Autemated Data Procassing
Equipment {ADRE} Custodian for Gavemnent Furmished Equipment in accordance with
Attachment 1 "Statement of Work Asronautical Enterprise Program Office” dated 17 Dec
2003, paragraph 1.4.3.
b, The estimated price established for CLIN 0003 is $1 646.25 for performance through
15 Jan 015,
. The current estimated prics for CLIN 0003 is $1,646.25 to support performance
through B Mar U4, This CLIN s fully fundead.

0004

EST $2.0va.20

faurn: THAVEL

ACRM: AR

PrRAIPR: FEORSMAIZROI00 £2,079.20
DRT423 is Fxhibit: A

Contract tepe; Y - TIME AND MATERIALS

Sfart Crafa: 18 JAMN 2004

Complelion [ata: 08 MAR 2004

Deoscriptive Data:

3. The contractor shall provide travel in support of CLIN 0D 1AW Attachment 1,
Aftachument 2, and Exhibit attached heretn.

b. The sstimated ceffing price astablished for CLIN 0004 is 52 079,20 far performnance
through 158 Ja=n 5.

¢. The current eslimalad price for CLIN 0004 is $2,072.20 for performance through 9 Mar
(4. This CLIN is fully funded.

T33001-00-T3-Fraln e

PAGEIOT 7



SUHELHLE

. Lty Uit Price
ITEM SUPFPLIES OR SERVICES Furch Linit Total lfem Amount
0005
NP
Moun: DATA
ACRMN: U
DO1423 v Exhibit: A
Contract fype: ¥ TIME AND MATERIALS
Start Date: 15 JAN 2004
Cormpledion Date; 0% MAR 2004

Descriptive Dals:
2. The Contractor shall provide data In accardance with Exhiblt A "Contrant Nt
Raquirements List” attached to subject Qrder for Supplies or Services,

b. The price for this CLIN is contained in GLIN DOOT.

2. Section G - Contract Administration Dala

3. ACENS AA and AB are hareby established as follows:

Obligation
ACRN Appropriation/Lmt Subhsad/Supplettental Aocounting Data __Amount
AA ' $128,000.00
57 43600 294 4720 BE4BAS 2JYC08 5200 &5011F 503000 FOSOOD
Funding breakdown:  On CLIN 0OU101: H122,000.00
PRAIRR: FOORSIMEZ430400  $128,000.00 .
AB $32,800.00

5743400304 304 4720 2N1530Q 040000 58200 72806F 503000 FO3000
Funding breakdown:  On GLIN 003102: 323074 55

On CLIN Q0&3: B1.6465.25
On GLIN 0004: $2,079.20
FRANEA, FRORSM33280100 332, 800,00

Doscrptive dafy:

SC. B1 and C8N: MP3E99

b. Inspectlon and Acceptanes is as follows:
"1, INSPECTION AND AUCEPTANCE

ASLIAAQ, Bruce Kusmierezyk, is designated a5 the office respensible for all work accomplished on this onder,
Acuoptance will talee place at the tiine ol invoice certfication.

3. INVOICING NSTRUCTTIONS

Fur the pumoses of this contract, e contractor is hersby authoniecd o use cettified invoiees in fou of a SEPAraTe
invenging report, The contractor shall snbrait invoices o ASC/AAD, ATTN: BRUCE K FNMIERCEIYE, 2145

FA2601LA-D-P001 3097
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ACHEDLLE

Monahan Way, BLDG 28, RM 236. AHEA B, WRIGHT-FATTERSON AFB, OH 45433 tor certificatio,
Upuon completion of the ceslificaliom process, the cerufying official shalt forward 2 cupy(ics) of the certified nvoice
to the desipnated payment office and J copylics) 1o the designated adminizration otfice,

Cortificate of Services (Stundurd Form 1034) shall be subritted in accordance with the followring procedures.

Celificaie of Services  The contravior shall sithrmit in tiplicals {vripinal and 2 copiss) 0 nwnthly
Certificate of Service Lo the tasi moniter for egch Crrder, which shall copsist ol the nopntiated labor classifications
and hours 2szipned 1o this conlac the number of person-hours warked by each negotiuwed Jabor classificanon for
the calendur month; fimded amount; mcothly sand curmulated expenditures: petcentage expendad; and the esmate to
complere. The Curtifivatz nf Service shall alsu list the items of cost incurred in accordanes with fe Conlisel Line
Demn Number (CDRLY Q001, 0003, and 0004, Individuul items shonld nclude the lask ordor's praposal item
nomler,

LIpon deteninination by the task manager e alt services stated have been salisfactnmily tendered by the
tontractor, the fallowing statement devtaring acceptability shiall be ceeeutad en the Centificate of Scrvice:

"l certity that the semvices described hereon Luve been received and e aruepoahle. "

{Tusk Monitor Name and Oflice Symhaly {Thate)

{COTR MNamnc and Office Symbol)

{a) Invoices {or public vouchers), supported by a salement nf cost for performanee under this conteact,
shall be submitted to the cognizant Delense Contract Andit Agency (DUAA) office pursuant to FAR 52.232.7
Fayments Under Tie-And-Materials and Labor-Hour Contracts. Under the provigions of FAR A2.803(0). The
LCAA Auditor, as the authorized ropresentative of the Comracling Cificer for examining vouchers recerved directly
from conlrastors, will transmit provisionally approved vouchers w the eopmizant desbursing olTice for paymenr.

(b} Lhose costs claimed which are determined by the DUAA Anditor 1o be unailowahla ar suspended, witl
be identificd om DCAA FORM 1| "Molive of Conrract Costs Suspended AndiCr Disapproved,” which will ke 1maned
tor the: contracion, with a copy to the cognizant ACD. On such actions of suspended or disapproved costs, G
Lunoactor may appeal in writing to the cogmzant ACO, whi will malce 2 determinalion promptiy n wiiting. Ay
final devision by the Contracting Offiver may be appealed thereuller in accordanees with the provision of the
"Pspuses” cluuse of the contract

<. Payment instruetians for multiple accounting classifications are as follows:

Payments shauld be made in order by CLIN as shown below. Funds on each ACRM shouhd ba fully
axpended before paying with funds on the next ACRN,

CLIN AGRN AMOUNT
GOGI01 Al 2128, 000.04)
(R k2 AB 5 2907455
(03 LY £ 184825
4L ) AB I 207320

FA3G00 10 13 FIGT SIFT
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SCHELWILE

3. BECTION H - Special Contract Requiremants (SCRY: SCRs H-875 is heraby incorporated az follows:

"H-673 Government Unilateral Right to Modify Task Qrder Estimated Price,
Amount Obligated, and Perlod of Performance

a. The Government has the unilateral right to inodify F33601-00-D-P0G1-5097 sstmated price, amount
abligated, and period of pardformance in accordance with tha following cantractor projectad/astimated
enenthiy bume-rate.

Mat Later Than

Modfflcation
CLIN Burn-rate Month Issuance Date
€01 $7/1,540.00 Mar (44 01 dMar 04
FO6,713.00 Aor 04 &1 Apr Q4
$88,122.00 May O 1 May 04
598,608,000 Jun Q4 1 Jun 04
395 501.00 Jul o4 01 Jul 04
399 608.00 A 01 awug 04
S35 502,00 Sep 04 1 Aug 04
F90,755,00 Oet 04 U1 Sep 04
$90,760.00 Mow D4 01 Mo 04
$95,502.00 Der: 04 01 Dec 04
$45.669.00 Jan 05 01 Jan 05

Mote: Burm rates are rounded

b. Currenlly as of 16 Jan 2003, the above paragraph "a" referenced task ordar, CLIN 0007 current
astimated price and amount obligated is $157,074.55

c. Nt |atar than ten {10} days before the snd of the performance perind wstabhshed in above paragraph
"B," the Procyring Contracting Officer shall issus = latler notifying the Contractor (1) when the next
modification will be issued, stating the revised estimated task order price, estimated tatal dollars 1o be

ahiligated, and {he cstimated petiod of parformancs for the GLIN, or {2] Stop Work letter in accordance
with FAR 52 24215

d. The Contractor shall notify the Procuring Contracting Officer in writing not later than fifteen
{15} days priar ta the dates established in ahovs paragraph "a" if there is a change in the
prajectediestimated monthly burn-rate as established above.”

FA3e ] H0-Lr-T001 5097
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LI OF ATTACHWLNTS

NOCUMENT

EXHIEIT A

ATTACHMENT 1

AITTACHMENT 2

RS

DATE TITLE N
17 DEC 2003 EXHIBIT A - CONTRACT DATA REQUIREMENTS
LIST (CORL)
i7DEC 2003 STATEMENT OF WORK COMPUTER SUPPORT
FOR THY: AERONAUTICAL ENTERPRISE
PROGRAM OFFICE
27 JAN 2004  DEPARIMENT OF DEFENSE CON1RAGT

SECURITY CLASSIFICATION SPECIFICATION, DD
FORM 254

FA3001-00-T-POGE 08y
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F33a01-00-D-FO01-5027
Exhibit &
17 Drecernber 2003
EXHIBIT “A”

CONTRACT DATA REQUIREMENTS LIST (CDRE.)

CDRL # DESCRIPTION/TITLE OF DATA ITEM
A0 STATUS REPORT (DI-MGMT-80368-M/T)
ADOS

FUNDS AND MAN/HOUR EXPENDITURE (DI-FNCL-80331/T}
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FA3601 -00-D-R0nf - 50w
Artachitent §
|7 Trecember 2003

Statement of Work

Task Order Title: Computer Supporl for the Acronautical Fntcrpnise Program Oflice

Period of Performance: 16 Jan 2004 through 15 Jan 2005,

1.0 Tieseription ol Services

The Aeronautical Enterprise Proyram Office (PO} consists of a senior manngemenl wam that SRy d
porttolio of five major businuss naits at the Acronautieal Systems Center (ASC) und creates an euvironment in
whick clear lines of authurity are establisheet, otgamization (fexihility exists, and program executivn is Improved,
Tl Enterprize Manuuement Action Group (LMAG) within the Arronaulical Faterprise PO is tzsked to provide
Lompter supporl t the Development Systemn Managers (T3SMs) of Propulsion, Flectrouic Combar, Conunon-
Aviomics, Automnabic Test Systems and Aging Systems. The Aeronuutical Interprise PO requires
Communicativn Snpport (C-C8) by the contaclor ta provide technicat support in the ennfisvration,
implemenlation, operation, and troubleshootin 1 of Local Area Network (LAN), I.AN hardwaye { workstations,
nucrecompoters, printers, modens, ete. ), network inderface hardware and sufrware, tetwork upplications
sollware, stand-alone apphications software and VIO troubleshoating, Ernail suppert and Wide Atea Network
(WAN} suppot s provided by the 88 G

1.1 Place of Performanee

The Aeronuutical Lnteyprise PO provides support ta 425 personnel in Building 28 and an additional 40 remote
users located in Bunldure 146.

1.2 Seope of Work

The contractor shall provide operation, inaintenance, and engincering support (or the networks arl SO,
The Acranauneal Enwrprise PO and the business units they support are located in building 28 amd bikding 16
with c-mail services being provided by the 8BCG and wilh ARV AN having territory rights given for aceount
udministration,

1.3 Service Desk Support

1.3.1 The centractor shall provide service desk, support fo the Aerensutical Iinterprise PO, the MAG, and the
business units supported by the Acrunantreal Engzrprise 0. L'his shalt include on-site and Lelephone problem
resolution supporl for compurer hurdware and software and interfaces for desktop compulers, maintrame
compter systews, local area petwork, and cemunivations svstems. Service desk support shall be continuous
during the ol hisiness day, which is 7:00 AN, W 5:30 .M., Munday through Friday, cxaluding approved
Federal holidays,

F.3.2 The contiactor shalf analyze identified problems and recominend soltions. The contractor shal] fefir
problems to apprupriate support uclivities and frack stafus until zesolved. The contracler shall nse an gutomrmied
systent to record all calls and visils and to generate standard reports as well a5 exception reporrs.

135 The contactor shall analyee data collected fiom Lhe seribce desk o determine uends and to identify
vorreative activms such as standands, training, in-howse dncutmentation,



Fi a0 G0-D-PO0T-3097
Allachment !
17 Drecembar 2003
1.3.4 The contracton shall maintan the techmical reference library of computer sofrware and docurmentation for
the: carmputer svstems withtn the Aeronautical Linterpuise PO, the EMAG, und the business units suppotted by
the PO, The contracter shall crenre that bsers are Nty infonmed of available support scrvices.

1.3.5 The contractor shalt process all uccess Taquests fon 82 OO host systens (.2, WPRAS aud IVS)Y and
felbow up clavge requests. The contractor shall coordinate with the 33 C3 Service Desk regarding access and
FYSIE0L anagement of the bost systems for users. The contractor shall coardmate with the an-sita Local Aweu
Network Administrator on =l system connectivity and system inlerface jsopes,

i.3.6 The coutraciur shall develop procedires and maLgy the pertodic checkout of portable cuenputers.

1.4 Hardware and Software Accountability Suppart.

L4.1 Fhe conttactor shall collect and maintain item and configuration date vn all auromated workstations and
network facilitics installed in ;1 acquired by the Acronautical Linterprise PO and the business units supported by
the Aeronaulical Enterprise PO. The contractor shall mainrain the nwsier configuration datahase of all
bardware, software, and communizations cotnponents. The coutractor shall periodically verify the accnracy of
the itemn and configmation data acainst installed systetns and the olher databases susintained by the 38 Computer
Cummmmications Group Tnvenrory Manegement Section (88 COHSCOL).

1.4 2 'I'he contiactor shall provide frana gement reports and products on a monthly basis, (CDRT. AN, DI-
MGMT- 80368-M)

1.4.3 The contractor shall perform the duties of the Antemated Data T'roceszing Equipment (ADPE) Custodian.
The conmractar shall prepare, distribate and rack band Ieceipls for all accountable ATITL equipnteut vwoed hy
the: Aeronautical Enlerprise PO,

1.4.2.1 The contractor shall uppoint a pravaty and alernate Equipsieent Custodian {EC}. The contractor-
appuinled BCs shall be responsible for the Automarad Data Pruviessing lquipmewt { ADPT) equipment aveounts
and could be held negligent it band-receipts are not obtained, inveniory is not perlirmed of proper
documenration is not maintatned, The contractor appoiuted FCs corld be lield liahle financially fur the lnss,
destruction, or darmage 10 any equiprment nnder their controt caused by willful misconduct, deliberate
manthorized use, or negligence in the nse, cars cuslody or safeguard of the property froni cuwses other than fajr |
Wear QI tear.

1.4.3.2 The contractor shall traintain account paperwork for the equipment assizned and shall npdate the
accolet informatien with adilitions, deletions, transfers, tum-in amd Reporr of Surveys (RO

1433 The contractor shall perform armual invenlorics and sign for ull eornparer equipnem. Tosses and

trregularities slull he immediately reported to the buse Rquipment Coalral Office and the povernment monitog,
The contractor shall abrde by AFI 23-111, dated February 2%, 2001, concerning ADPE eGuipmcTt.

1.4.3 41 he tollowing specific duties ae required of the conlractar-appointed ADPE anstadian.
1.4.3.4.1 FCs shall perfurm annual inventorics and sign for all property.

1.4.3.4.2 1is shall 1epurt 1osse s/irregulan itics to immediste supcrvizor/ LCTY offies.

1.4.3.43 B(s shall take prompt action to reconcile and courect property records,

1.4.3.4.4 ['Cs shal] atlend B ‘Lraining,

1.4.3.4.5 ECs shall pertiam a joint inventory between autgomyg and bwcormninge s,



EA3G01-00-D-T00 1 -5 057
Attachroent 1
VI Decembser 2003

1.4.3 4.6 1:Cs shall coordinate on all requests for new eguiptiisnt.
1.4.3.4.7 ECs =hall issue AF Forn 1297, (Mand Recuipts) to all users,
1.4.3 4.8 1ICs shall nwinlain a properly documnented LC tolder.

1.4.3.4.9 ECx shall nonfy ECO offive in a tinwely mamner regarding wansters, uew cquipment received, and
maintenunce persannel replace cquipmentiserial nuiober. FOs shall netify the FOO regarding any missing
equipment (ROS),

|.4.5.4.10 ECs shall ont process through the FOO otfice 45 duys tn advanee of giving up FC responsibilities.
LCs shall perfoorm a joint inventory and account for all their cguipmment assigaed Lo their account prior w relief
of Juty,

143411 iCs shall obluin permission to cunmihalize equipmoent from the Tiase Fquipment Control Officer.

1.4.3.4.12 ECs shall process axcess equipment through the ECO nffice,

1.5 Reguirements Analysis Suppart.

1.5.1 The contractor shall analyze user requircments and reconumend the aaquisman of develepment, as
spproptiate, of hudware, aystern software, spplication software, and crmmumications LIRS NTS,

1.5.2 The contractar shall plan and implement for due optimm ntehization of approximately 500 deskiop
cuinputers hased on the ASC standard swstesns architceture, The workslylions imedude, but are nw limited to
Crateway, Micron, Dell, Suny, and Comapag,

1.5.3 The conlractor shall tailor the Acronantical Enterprise PO network architectwe 1o the &ir I'oree and
WEAFB slandards Lhe contractor may recommend use of ather hardware, software, and commumications
compencns th satisty valid wser necds when it 5 determined to be more cost-cifective to acquire, ruplernent,
operale, and maintain, or when the items availzble on standard COnacts cunnot meet those pneeds.

1.5.4 The contractor shall inrerface with the users to analyze their reguirements, provide solulions, and assist the
nser 10 prepare the requited documentation to purchase any hardwars or sottovare identificd in the solutian,

1.6 Implementation Supporl.

1.6.1 The coutractor shall upgrade inutafled systems with new versions and releases of hardvware, sottware, wd
COMNMULICAtoNSs companents as required. The contractor shali provide ¢omputer hardware and software
installation, aveuptance, and startip support. *I'he contractor shall develop standard implementation procedures
and eanfigniativn cheeklists, The conlructor shalf suppart the re-deployment of instutled sysrems, as Tequined.

1.6.2 The coutactor shall read gll tnessapees that are sent to Lhe Informanion Assurance and WNetworkers
distribution [isls. The contractor shall lrack any mail that conlaina an AFCERT Nutice 0 Afrmen (NOTAM)
LAW AEFSS[ 5021, The contractor shall comply with all luslructions identified u the Air Taotee Emergency
Eesponze Teamn (AFCIR T} directive. The conmactor shall report the status of the AFCFERL NOTAM to the
Base Infornalion Assurance Office by the suspense date speeified 1 the MOTAM.

1.6.3 The vunlractor shall clear all discropanaies identified in the quarterly network scans accerding to curment
guidance fiom the 88 COG Information Assurance Office, The contractor shall notily the Necignated Approval
Anthority (DAA) of any discrepancy that cannar be tesalved.
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1.64 The contractor shall purlivipate in the planniny and execution of C-CS requiremants resutting fiom
Building renovation, sysiem furmitire upgrades and the relocation of persomnal. the conmactor shull assisr with
the itnplementation and provide C-CS suppart w0 persomiel that arc cxremal to the ulding i renovation or
growil requircs A A to expand to ancther locanon,

1.7 I'raining Suppurt.

1.7.1 The comtractor shall provide user-oriented guidelines and aids to enspe eptimnal utilization ot installed
systems. ‘The contractes shall provide in-house C-C5 arientation and fumiliarization brietings to ewnd users.

1.7.2 "Fhe contractor shall analyze the CUIIHILEr SYStems geueTiv fraining needs of end users, snd recommend
appropuiate traming methods to achicve the desired skill levels. The conmractor shall mintain the master
COMpuler systems trarming plaw, und maintam current information on Tecomnended suurces for traiming suppot.
The contractor shall coordinale with the Aeropautical Fnterprise PO tralning monitors regarding taining newds,
methods, costs, and availabitity. The contractur shall perform follow-up lraming surveys to enswre adeyguacy
and utility of faining,

1.7.3 The contractor shall provide one-un-one iraining on specialized applications or fou sperialized nesds of an
individual user. This raining will saly ke on applicetions specifically approved by the Informanon Systenns
Olice of the Aeronantical Enterprise EMACG,

L8 Prograw Planning and Managcinent.

L&t The conmractor shall document progress aud privect stars of all assigocd taska. (CIMRL A001, DL-
MEGMT-80368-M and CHRIL AU0S, DEFNCL-R0331}

1.8.2 I'ke contiuclor shall support and atend techmeal neetings, wser meetings, mandatory yuarterly secnrity
waining snd program mansgentent revicws as required,

L.8.3 The conmractor shall ersure thar all computer support conrractors daily input their work sehedsle inte e
ASC activity based cosling (ATIC) model if and when teuired.

1.9 System Tnterface and Conununication Suppaort.

1.9.1 The comtractar shalt tailor the Aeroniutcal Eulerprisc 10} architectue to the Air Foree and WPATER
Centralized Nevwork Cantrof Center standard system archilecture. The cenmractor shall continue with the design
atd nstallative of a Tacal Area Network (T.AN} for the Acronaulical Enrerprise PO using Lhe guidance provided
by the Chief Infurmation Ofticer of ASC. The contractor slill suppart changes to the aelwork infraseruchize
ineloding new notwork policies and ditectives relarting to the implementation of Windows 2000 Scrver, Active
Directory, Exchunpe. Defense Messaging System and fire SIPRNET connection far class fed procesaing, [he
conmactor shall provide support for Lurdweare installation and ruamtcnance, and softwaie inslallakion and testing
1o enswe information assurance, The contractor shall have wisl rerponsibility for the duy-o-day maintenance
and operation of the network infrastructiure in ASCYAA,

1.8.2 The vontractor shall perforn system administration un the Windows N'T, Windows 2000, Latus Notes, and
DME Exchanpe servers. ‘These dutics inchide ereating and deloing custemer accounts, managiig prioters and
Pt servers, allocating disk space, confimring applicative servers, hacking up datu [tes on a daily basis and
ovelall sysiem files on a weekly basis, and ensuting geperal swsbomn availability, The system should be available
2d hows u day cxcept daring scheduled mainterance and when hardware fahwres cecur. The conrracter shal]
provide on-call support for system problems after normal duty houra, 24 hours o day, seven dayva a week, This
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stpport shull include a telephone number sers iy call to repott system problems. 'The conlractnr shatt take a
fult bavkup of the systen W ofisite storage each week,

P23 The contractor shall perfoun the dnties of the Compmuter Systes (COMPUSEC) Manage: ur Cnmpater
systern Sveurity Otticer (CS50) TAW AFL33-202 and the Infor imtion Assurance Awaleness Manazer 1AW
AFT 33204 "The contruclor shall provide die Designared Appruval Authotity Representalive (AAR)
comtinuous updates Lo the A%C/AM and LP Motwork Systetn Svenrity Authorizatiun Apreement fE5AAY ax
changes in hardware and software confimurations oceur. The contracto shall initizte new certificslion packages
and updube existing certiffcations a2 required for slund-atone classified and unzlassified compulers. Tha
contractor shall provide Indliu] network access COMPSLIC iTalaing and quarterly secwity training to easure thiac
wicrs comply with secunity requirements identified 1 the SSA A

1.8.4 The conlractor shall provide sudinvides suppart which meludes video leleconferancing, The contractor
shall train the nser to use the eyuipment, sat up tzlevonferences as required, and schedule the VTG Hridpe tor
rulupuint eonpee tivity,

1.9.5 The contractos shall document the existing network confipuration. This will include a detailed descriptiom
of each server, restart and recovery prucedures, location amd purpose of the lopon scripes, and any other
information that would be required [or 2 smooth transilion to A new support Ware if required in the fulare.

1.5.6 The comtractor shall huve individual(s) who will he respensible fur accessing and maiulaining zafes and
COMBEC/ computer procusaing rooms contaiming cauipment and infrmation required [u suppont computer
sceurity and certificution and accreditation uclivities.

1.10 Sofllware Support,

L1011 The conmactor shull evaluate, test, and install any software applicanons tat are reguired by the
Acronautical Enterprise PO and DHMs o add to the standard softwars suite available thronrgh the LAN,

1.10.2 The comtractor shall interact dircetly with senive- und rud level Buanagers withtn the DEMs supported by
e Aeronaotical Lnterprise PO in order to acconplish the requirements of this partion of the Lask.

L.10.3 The contractor shall provide Lotus Noles support for the ASC/AS office aulummatinn affort. "Fhis effort
wiil imelude the modification of existing Notes databases aud ternplates such that thoy can be used by otuer
1I5Ms in the Acrunantical Enterprise PO, The contractor shall develop, depluy and document new applications
for validated uscr requirements. The coniractor shall provide Notes waining fiw corrent and new upplications as
needs arc identified. The conlructor shall repair winor software discrepuncics as they are idenlificd. The
cotttucler shall web enable the exizsting Lotus Notes cliont applications so that they ¢an be accessed by remate
nsezrs. The conlractor shall provide suftware support for 1000 rermote costommrs using thess Web-Lased
clectromic coummeree applications. The vontractor shall assist with the ongrativu uf T.oms Notes workilow
applications from Lotus Notes mail to e AT srandard e-business solution,

1.10.4 The conlractar shall develop new Weh pages. The vomiractor shall nmintain and enhance e exisling
pages to reflect the current srganizations and their program stams  “Lhe cotracior shall interfirce cusiomer's
inputs from the Web to data systems (o lack rertomiance and aofraare problem reparts. The canlracior =halt
enhance the existing databases and intcprate additional data Felds into the dala input sereens, The contractor
shall provide repors from the new und exishing databases to identify invedtment strategies. The confractor shali
provide requirements analysis o ewsure that the current data rystem meets all scourity directives and takes
advantage of any new technology thul improves comnectivity with their internzl and exrernal cuslomers.

1105 The contractar shall participate us 2 member of the Lots Notes and IDE waorkine zroups. The comfracrer
zhall integraie the prinrinzed list of soliware changes developed by the Lotus Notes Working Givup with the
findmgs from the imeprated digamal enviionment {UYE] stwly. The contractor shall implement these chunges into
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the Secure Web Elcctronic Acquisitiun Progratn (SWEAT) databases. The contractor shall wirk with SWEAPR
users to guwsure that the software cnhancements sutisfy the plamed shjoarives.

LE1 Dreliverables and Acecptance

L11.1 The Comtractor shull prepare and dedivery data i aceordance with Exlilil A.

1.12 Contractar Tnteraction. The comiractor shall
& cable plant upgrade,

mteract with other contractors and provide requitements for
mainlenanes of the installed communicativos cquipmment, purchase of hardware aund

softweare and associated servier, uperades to govornment and commercial software, and instances ps reguined.

L1} Contractor Travel. [nttequent Lravel may be reguired in the performunce of work under this task order.
All travel aud reimbursements ahall be in compliznce with the DoD Juint Travel Regulativns. &M travel Tequests

shall have priar approval of the task manager aud the COFLR.

2.0 Quality Assurance Survefilance

Ferformance Objective

SOW Paragraph

Performance | hueshold

I. Maintain a dalahase of all trouble calls and fTack 1o LrsnLe
that all are closed to costomers® safsfaciion,

1.31
1.3.2

The average resolution time for 100%.
of lreuble tickets sacly mowth for
Building 28 users will be 2 hours, The
average resolution e for 1004 of
rronble ticlets cach month for vzers
outside of Building 28 will be 4 hows.

2, In processing personnel will have their ewwail and network
accounis created i 24 hours and a PC will be installed and
uvailable for their wse.

L
L

At least 23% of all uvailahle in-
processing persenne] will be set up
with aecess ur the Wright Patterson
network within 24 howrs of the
corpletion of all security reguircments
und account transters.

3. Mawntain o dalabase system to truck the installation und
mavement of all accountable ADPE amed by customers
supperted by the Asronautical Enterprise Program Office,

14.1
14.3
1.5.2

100% of equipment miist be recorded
and 99%, reconctled with the unnua)
ADPE Tnventory.

4. Ensue availability of servers and the services they
privvide.

i9.:2

7% of the time, servers jx ASC/AA
CoInpuieT SUPnot’s scope Will be
available for use 24 hours a day

3. Perforiu server backups Monday throngh Friday und
maintain an sulomated log. Ensure that sach weel o CUpY i3
taken o offsite storage.

162

a) 253% of the scheduled buckups
within ASCYAA computer suppart's
seupe will complete successluliy; ar
least onc hackup must be successhil
un cach server each week by Weekly
backups will be taken offsile for
storapge 1O0% of the time

G. Ensure that VTC and zudic/visual equipment is
vperatinnal for scheduled meefings.

L34

The average reselution Hme tor users
whe repott luss of audin visnal
funetionality withis the seops of
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135{_1-".%\ compuler support, will be

resolved inless than 2 howrs.

7. Initiate activn on al) NOTAM messapcs within the fme
reriod sperified hy each partionlur messags, Clear all
discropancies identifted i Lhe quarterly nstwork seun
sceording to cwrent puidance Tom the Infourmlion
Assurance Office,

1.6.7 (a}
A5 (b

g} I00% of all NOYAMSs shall be
chaged by suspense date assizned
urtless ain entension is rranted by
e, MAJCON, ar TraA
tepiescntative. by FOUYS of all network
discrepancies shall be addressed befor
the suspense date unless un cxtension
iz granted by DAA, MATCOM, or
DAN reprusentative.

|8, Coutract delivera bles are delivered monthly

1.11.1

[00% ot all deliverables are pravided
by the date spevilicd in the conmract,

3.0 Government Furnished Property and Services.

The government will provide, withanut cost to the contractor, the equipment and serdces wdenttied below.
Mulcrial and facility space will he provided as iudivated in this section. Al such equipment and walerials shall
remain o WPAFE wrless an individuals) in support of a task wnder thix contract signs it cud. The government
reserves the rght to chunge, alter, and/or nodify the facilities. The povernment will also provide soccss to the

tmirastructure and all related network and commiter devices, as
the work deserihed in this SOW,

11 Government Ferniched Property.

will as operaror consoles, requircd to perform

5.1.1 The government wall make olfice space available for contractor operations. The faciliies will be shared
witlk government personnel aud may be shared with other contractor personnel as well. Tf deemed necessary by
the guvernment, the conteactor may be required to relucate t other govenusenl-fumished facilities at no

additional cost to the government,

3.1 The governunenl will provide reguired ulfice stations aud trovide ancillary office furniture such as file

cabinets, bookuuses, storage cabinets, und tables. Otfice station is defined as:
| workstationPC meeting at lcast the minjmun current corfigiration for ASCYAA

1 ielephnne
Access to shared nerwork including printer(s)

@

b, | desk (or systams furnitars warkstation)
. 1 desk chajr

d. 1 visitor's chair

€. 1 trash can

f,

g
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303 The government will furmish admivistrative/office supphes reguired for the peiformunce of thos task arder
to include, but nor necessarily be limited to, paper, pens, pencils, ink, markers, papsr clips, tape, staples, (il
carils, folders, computer disks, compact disks (CTh), rapier, primer, wnd fax aquipment/supplivs (including
raper, printer cartridyes, and toner).

3.1.4 The government will provide forms and publications expressly requiced i parform the work i e 30W.

3.1.3 The government wall fiwnish tuse recnrds and docwinentation related o fle systemms supported under this
task order. All records, files, decuments, and work papers pravided by the government or generated in suppoel
of this confract are government property.

3.2 Government Furnished Automated Data Processing Equipment {ADPE) Hardware/Software. 1he
contractur shall sign a receipt, AF Form 3], Computer System Hand Receipt, or subatinite fortm, for all ADPE
providud by the goverument. The contracter and the ADTE Custodiar shall Juintly determine the woking order
and condition of all equipment. Trems of equipment missing or pot in working arder shall be repurled promptly
Uz the ADPE Cystodiun. The povernment will replace or repalr missing or damaged items. The contractor shall
reiurn all ADPE to the ADTE Custedian upon tesignation or eud ol tusk order, The contraclor shali nad install
sntrware, programs, or apphications {including freeware and shurcwarc) on a gevernment cuommputer andior server
ot included in the povernment baseline. The contractor will follow a1l sottware vendur-licensing agreements,

4. General Information
4.1 Mecurity,

4.1.1 This is u classified etfort, A DD Form 254, DOD Coutract recunty Classification Speeificanon, applies.

4.1.2 A facility clearance is required; however, slorage of classitied a the contracior lecation i3 not reyuitcd.
All persannel must be eligiblc to meet special uccess ETOErAm secuuty roquitements,

4.1.3 All contraclors must have an interim sceret elearapee, The Acronautical Enterprise Boevelopmentad
Program Ofice (ASCYAAP) will require two people with u Top Secrer clearance.

4.1.4 Coniractor personael may he required to Luve sceees o ¢lassified mulerial and attend classified mecHnps.
Additiomally, the conuuclor may he required s have access to program planning, financial, and current systems
iata i the performance of this task order. Any unclassified informelion, records, or data e cuntractor may
have access 1o shall be handled as “unclussified sensitive™ material. The contracror LAY Tequite acsess ta the
¢lagsified inkrnet. In addition, they may be required to upen and secure safes and Lthe roam containing compuler
equipment used for classified prucessing. 1he coutcuclor shail et divulge any infivmation about Alr Foace Olos
or awy other sensitive inforgslion to anvone wha is nol authorized 1o have aceess (o such ntwrnation.

+.1.5 The coutractor shall abserve aml comy with the securily provisions in effect at the Air Faree Taeility.
Fhe contracies’s Faoility Securiny Officer {F50 will provide a current visit notification Lo the ASCYAA Priot to
n-processing. Whan the contractor repurts for duty to ASC/AA, be ar she is required (o comply wath afl in and
o0t processitg reguirements, ncluding the cnmpletion of the Eleciromic Personne] Securily Quastionnaire
S1785P and SF85P-8 warksheet unless the eontracter already hus a scourity clearance. If the contractor bas 5
oureent securily clearance or had a DOD clearance prior to cwent cmployment, that shall he noted in the visit
notiticatton. The contractor shafl weur and display any required identification badges ai a1l Hmes while o fhe
mnstallation,

4.2 Installation Tratfic and Parking Code. AH contaciar erployees requicing aceess to Wright-Fatlerson
AFB during the course of fheir wurk shall comply with WPAFR 31-204. The vontractor shall register wud

apply the appropriate decals to «lf pursanal vehicles Leguiring aceess o Wright-Pullorsom AFB during lw course
of their work,
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4.3 Data Protection and Non-Diselosure. The contractur shall comply with tha Eollowing conditions o eusure
the protection and nun-disclosure ol data stored on systems and gausported over networks snpported by tiis Lask
arder:
*  Protecl other contractn's propristary data (Comflict of Inteest clauzas)
Protect classidfled data (oD Induserial Security Rurulations amd D254y
*  Proleer privacy information
*  Protect For Official Use Only (FOLQ) data

4.4 Perfurmance of Scrvices during Crisis Theclared by National Command Authoricy or Dverseas
Conbatant Commander. Performance of this requireinent is sot deeued to be essential during crisis
aceording to DoDI 3020.37, dared Muvcmber f, 1990,

4.5 {malily Cantrol. Coutractor shall develup and maintain 1 quality program w cnare services arc norformed
m aceordance with commonly accepted cummercial practives. The conteacior shall develop and irmplement
procedures to identify, provent, and ensun: nan-rectamence of defective servives. As a mininoure, the contractor
shull develep quality control precedures that address the arcas identifted in paragraph 2, Service Delivery
Summary.

4.6 Quality Assurance. The povermnment will cvaluate e vontrackor’s performence in accordance with the
(uality Assurance Swiveillance Plag,
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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The rogunrcoents of tha Dal? fndusiris! Sacurity Manual aaoly

fu aif Fecunty aspects of thiv effont )

1. CLEARANCE AND SAFEGUARDING

3. FACILITY CI FARAHCE RCOUIRED
TOP SECRET

B, LEVEL [3 BAFEGLAADING HECTFRED

NiA

| 2. THIS SPECIFICATION IS FOR: (% anc crargiere 13 BN

3. THIS SPECIFICATION 15: x und compléte as agteirist

X

a. PHINE CONTAACT MUMSER
FI3601-00 -D-POO/5097 Comp Date. 14 Jan 2005

X la

OHITINAL (Campista date we ol coses)

[ DATE feve vaandiin)
Hmnrry

Classifind matarral receivad o pDerseralad under FjB&Dl-m-D-lefﬂﬂ??_-

b. BUBCONTRACT MUMEBER . b, REMISLD REMWISIIN [y [ 2 T T Y]
rFupersedes al
previius specsl
L. SDIICITATIGN QR ATHER NUMRER DLE DATE /v v vasmdnn) DATE rY'¥ iy
c. FIMAL [Compieta item B i ol cases)
4. IS THIS A FOLLOW-ON CONTRACT? by [vis L NG, It ¥as, conplete the fellowing:

e Contact Mumber) is transferred 10 tis follow nn COntRET,

5. I5THIS A

I rAspane

FINAL DO FOAM 2547 |_ J YES o ] M M Yes. complata the Following:

T2 thd condraclonr™s raquast dated - Iatanticn nf the cledsifiad materid iz autherized for tha praiced nf

8. CONTRACTOR flackrde Commmero s Gowvernman; Ertity [(LAGEN Sode

a. NAMF, ADDRESS, AND ZIF CODE B, CAGE LUNE
RS Informalion Systamts OZ415
1615 Old Meadow R, STE 500
Mclean, VA 22 104-4308

e COSMZART SECURITY QIFICE amn, Aifress, &nd 2in Codel

D55 Capital Region
38 Elkridge Landing Rd Ste 3600
Linthicum MD 2]

7. SUBCONTRACTOR

NiA

NAME, ADDRESS, AND Z1P GOOE | 5. Catk TODE

N/A

¢, COGMIZANT SECURITY OFFICE e Agitinegs, and Tip Codal

IviA

5. ACTUAL PEAFORMANCE

a. LOCATIOrN
Mia,

k. CAGE COOF
N/A

©. COGNIZANT SECURITY QFFICE (hmme, Adgvess, and Zip o

A

3. GENERAL

IDENTIFICATIGN OF THIS PROCUREMENT

Provide on-site computer support o ASC/AA and ASC/LP,

10. CONTRACTOR WLt REQUIRE ACCESS TO: |vEs| ner [11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: vES | NG
A COMMUHIZATIONS SECURITY (0MSLLT INFOAMATION }f.' 'mﬁ-ﬁm&ﬂ ERSTRR W
b. HESIHCTED DATA p B RECEMYE CLASHIFIED DOCUMENTS DMLY e

. CRITICAL MUCLEAR wEATDn L:C31GN FORMATION X | ¢ RECLVE AMD GENBRATF CLaSI £ D MATERIAL P
. FORWEALY RFSTRICTED DarA ! d. FAURCATE, MOEBIFY, GA STOHE CLASIIFIED MARDWARE =
b INTELLIGEWCE NFOMmstion w 5. PERFORM EEAV-CES OnLT - - 4
T Swnsive Camprrredied Infarive S0 =TT a‘}f&gﬁ{%ﬁd’-&mg:?gﬁ¥gﬂig HELE I S
) x Gl R e e e B Y
B I, BPECial ACCESS INMOHMATIGY - K b, AEGUIAE A COIMSEL ACCOLUNT i
W, NATO INFORMATI O ' }( I HAVE TEMPEST SEQUIREMEN TS -
L T e —— x 1. HAE QFERATSING SCOUR, [ [OPSECH REALIREMENT 3 p
[ le'l;E.": QIFFEMI S ATION INFOMmASTIIN K kb ,a.un-mmzén TO LISF THL UL FEMSE l;;[:.ijgn SFAWCT }(
| PO QPFICIAL USE DMLY BREOIRMATICN A fe OTHER iSpackter - 4
k. GTHER (Soeciy X Notification of Government activity iz required. See
Program Pratection Plan addendurm.
DD FORM 264, DEC 1995 PREVHIUS EDITION 15 ORSOLETE.
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12. PUBLIC RELEASE. Any indormasion (clarsified or urclassifec perigining ta ths dantract snall nat ba rulaased for public dissaminatian an ey

trev eutenithisd Tor approval prlor to rerepse E Diract L.I_KJ Through [5ecity)

ASCIPAX Bidp I4, 1865 4th Street, WPAFR, O 454337120
(937) 2552776 FAX %37) 6364022 < bt Masepa public. wpafh.af mil s>

through SAF/AQ Security, 269 Loop Road West, Suite 018, Wright-Palterson AFB OI1 45433,
to the Cirectarsts bor Freedom ol Lofesinaitioe: and Security Fav s, CHhce of tha Axaltant Dacralary of Drtersse |Publlc Atfales)* For revide.
“In the cage of aon-OeD Leer Agencles, requests for deacloogne shall ba submittad to Lhal imency.

s provided

by the Industrial Sacuarizy Manual ir uniegs it has bees pppraved for publin relpase by appropriate U5, Govemmont gutherity. Fropasad pubhs rhises shall

No pulilic release of Special Access Required (SAR) or $AR related material is authorlzed without approval of SAF/AQ

13, SECURITY GUIDANCE. Tha sacunly cisiisctian gldare® neaded lar this claasiflag £Mart is idantifi= G CF 3y difficulty s aragun
TAis guulzimze o if any other contrlboting factor indicatms » rsed for ch#agas in s guirfince, 18 CoNTIACISd i§ Autharzed amd einzaueaed to
racommgnced changes; ta challenge the: quidance or the ¢lassification  nssigned te sy informabon or Lol burmished or qenerated wndar |
and (o sulimit any questions for intersreration of the. guidiien e the s1ficial Igenn e bBelow, Pandlng final decisian, W ndoematicn fnvalved shall ba
handicd and protected ar tha kighest iavet ul classification Azskaned or resnrmendad. Y M ag AT T vk e
FEPIAIIE COrTEEMONTBICE, sy TNNMEN MLAQU AR B CE raferensad torein. Add addrtional Fgns a5 Reeded 13 provide comaiate guniance |

provioe

Tha Mational Industriat Security Program Operating Manual {NISPOM), Jan 95, applics 1o this contract,
a. Ref Rlk 10a: COMSEC Safeguarding requiretnents apply. Tar on bage peiformance, COMELC s incumbent on the

Bovernoedl,
h. Ref Bl 10e(2): Contractor will require access io intelligence nformation and must comply with AFT 14303 AFMC

APMC Form 210 to the ASC SIC {ASC/IN) for approval Prio: tr graviing access.

Special Access Reguirements,

d. Ret Eilk 10j: For Official Use Only (FQUO) applies. See addendum.

. Ref Blk 10k:Program Protectivn Plans (PPF} which are applicible will be provided by the Goveriunent activiry.

f. Ref 8k Ila: Using activity will provide Eecurity classification guidance for performance on this contract. On-base
performance in support of ASCFAA and ASCYLP will ocour in Bldgs 28 and 16, Ares b, WPAFE OH. If any classified

g- Ref Blk 11i: EMSLC requirensents spply. For on base performapce EMSEC is meumbent on the government,

Clause in Section  for Jeratls.

1. Tragsfer of documents to other IR&D effurts is not permitied.

J- Functional Area Chief: Karen Crothers, (937 2559471, BBCG/SCXP, WPAFE, GH 45433

k. Functivnat Area Evalpator: Bruce Knsmierczyk, ASC/AALL (937) 255-5707 R3I852

1. Security POC: Ms. Lee Avey, ASC/AAQ, 2145 Momahan way, WPAFR, 001 {437) 255-5707, x366%

m. Ref blk 17 (DISTRIRUTEHON); 58 SFS/SFAS, ASC/INIY, SAFIAQ-OL, ASCIAA (Security Manager)
Coordination reccived from Robin Zartmun, AFOSI, Repion 7, SAF/AQ-OL, (937) 25%-6106 on 28 Tan 04 iskb}.
Covrdinated {via email) by LtCel Barbara E. Furyk-Cison, ASC/IN, (937) 255-8108 on 28 Jan 04 iskb}.

arad in applying
Iz czantract;

fur the vlassified afrert. Attach, or feevend under

Supplement |. The Pragram Manager has determined that diselosure does nol ereate an unfair competitive advantape for the
contactor of a vonilict of interest with the contractor's obligation 1 protect the information. The contractor will submit the

c. Ref Blk 10f: The WISPOM Sopplement {MISPUMSUPY, 29 Dec 94, and the LoD overprinl ta the NISPOMSUP, Fehrpary
1998 and appticable Program Securicy Directives (PED) and Security Classifivation Guides (53CG) applivs to this contract fo

nformation is generaled in the performance of (his contract the wimtractor shall apply derivative classification znd markings
consislent with the source material. All Special Access work mist be conducted within a SAF/AQ Sccurity approved location.

b. Ref Blk 111: The Notitication of Goveriment Security and Visitor Group Security Agreement Clause applies. See Contract

T4, ADDHTIOMNAL SECURITY RECILNBEMENTS. Aaquraments, In sddition 1 1SM requiremants, ans established far this contr act. >':: Tiss
fiF Y, idarbdy e periinent poafraciual clausey in the soAIrac! Gocement lieedE ar Arvesde g JOPRARAE S Statarttaet whinh identities g Fodiiaen
FIrSTITE,  Frdvidhe & copry af the requirem s fa fhe EAFEIIE SeTuaTy (Hloe. Las frem £330 adinamed F0808 F Aeedod. )}

AL/ AG Security.

Ref Bik 10f: Special Access Requirements! Procedurcs apply. Guidance for gaining acesss will be provided by ASCIAAP or

1)

5. INSPECTIONS. Etemency of this contract e oubside T inspecirmn rezpeagibitity ol e cognlzant secny il LXJ Yos
1f Yz, eapknr ing Men ity spacife derees e plomEArs carvad mur g e detivity resnonaile for mEgactens | fse w13 adotoemd AFTE B edoad)

Eel Blk {11: DS5 i5 relieved af alf security oversight for performance en the installation, Far perfonnance on WPAFR,

performance.

seclrity oversight will be under the copnizance of 88 SFS/SIVAS for won-5AR performance and by SAF/AQ Sceurity for SAR

Mo

16. CERTIFICATION AND SIGNATUYRE, Sscurity reguirements stated harein are complete and edequatas for safeguarding the classified
informetion to be raleased or generated undar this classlfad effort, Al quastions shall be refarred o the officinl namad by,

a. TYWPED NaME OF CERTIFYIRNG OCFICIAL h TITLL v, TELEPIIQME ot Area Cogder
FRIEDA M, THORNTON Cogtracting {Miicer (9371 257-2135 }4407
J. ADDRESS [noluds s Cede) EESFSISFAR 17, RECWNRED DMSTRIBUTION
ﬁSCJPKWlS B R_ #. GONTRACTOA
1940 Allbrook T COORDI NATION — . BUBCONTRACTGH

+ QUGMIIANT SFCURILY QFFICE FOR BRIME AND SUBCONTRAS ™55

E"n’r':‘FE D'I;l 4543i ' PC"Q t “ ¥ - Y
a.l_.E y .‘ '_H__/?;--'-_,.’ %JM'}:—_':‘;ES,J /
g - __,_Lgf’?f;ﬁ‘- & ok ok Jen <z

. ACRAINIETRATIVE CONTRACTIME OFEICER

4

T

U3 ACTIVNTY ACSFOMSIBLE FOR OVERAEAS SLOUHITY AAINIETRATIDN
]
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F33601-00-D-1001/5007
Attachmenr

ADDENIMM T{ DD FORM 254 {Bluck 10§}
FOR OTFICIAL USF. ONLY {FOEIC
{Reference Dol Revulation 3400. %A Farce Supplement, 23 Juty 1060

I GENERAL: FOUD is inthrmation that has not been Liven a secunty classification pursuant to the criteria of an Execulive Crder,
but which may he withheld from the public Because gisclmsure would cause « foresesable hann to an intersst protected by oae o more
at the Freedom of Information Act {(FOLA} exemptions 2 throngh 4% Additional information un FOUO may be oltained by contacting
the User Agency. FOEIO t5 assigned w information at the time 1t 15 created in 2 Ddold Agency or derivatively as instucted in a Securty
Classification Guide.

2. MARKING:

a.  FOUQ information received {released by a IvD component) should eontain tie [ollowing marking, when received: THIS
DOCUMENT CONTAINS INFORMA 110N EXEMPT FROM MANDA TORY DISCLOSURE UNDER FOIA. EXEMPT TON{S)
_ APPLIES/APPLY.

b, Murk an unclassified ducument containing FOUO infermation "FOR OFFICIAL USE OMLY™" at the bottor of each puye
containing FOUD information and on the bottam af the frunt page or frout cover {1F any) and oo the hack of the last page and on the
back cover (if any). Each paragraph containing FOUQ information shall be narked as such,

& Within a classified docunyent, an individual page that contains both FOUO and classified information shall be marked ar the
iop and bottom with the highest security classification of Iformation appeuing on the page. [ndividual paragraphs shail be marked ar
the sppropriate classification lovel, as well ag unctzssified or FOUO, as appropriate. AN individusl page that comtains FOLIG
mformation hut no classiffed information shail be rmarked “FOR. QFFICIAL USE ONLY™ at the top and bottom of the page, 45 welt ag
vach paragraph that contains FOUD information. NOTE: For ‘production efficicney™ the entice ducument may be marked top and
hattom with the highest Tevel of classification contained within it, as loug as every paragraph is marked to reflect the specific
classification of the informatisn it contuins.

d. Mk other records, such as computer print ouls, photographs, filns, tapes, or slides FOR QFFICLIAL HSE ONLY" so that
the recelver or viewer knows the record contains FOUO nfotmation,

e. Murk each part of a message that contains FOUO information. Unclassified messapes containing FOUC information wnust
show the abbreviation "FOUO" before the text begins.

2. DISSEMINATION: FOUO may be disserminatcd hetween ullicials of DaD Compeonents, Dol contractors, consultants and
pranieey to condnet official business for DoD. Recipients shall be made aware of the statis of such infurmation and trapsmission
shall be by meanz that preclude unanthorized public disclosure,

4, TRANSMISSI0ON: FOUO informaton shall be transmitted in a manner that prevens disclosure of the contents. When
conuningled with classified informarion, o may be senl via fiest class mail or parcel post. Bubky shipmnents, [e, tesling materials, that
athersise qualify under prstal regulutions, may be seutl by fouuth-class wmil.  FOUQ information may also be sent over facsimile
equipment; haweyver, when deciding whether 1o use this means, balance the sensitivity of the records against the risk of disclosre,
Consider the location of sending and recejviog machtnes and ensure authorized prrsonne] are availablc to receive the FOUO
informatien as soom 38 it s Gansmitted, Transndtia} documents shall call attention w the presence of FOUD attachments, FOUD
infonation may also be sent via c-mail, if 1t 15 seqt via a system that will prevent uninteational or unanthorized disclosue.

3. NTORACE: To safepnard FOR OFFICIAL UGSE ONLY records during normal duty hours, place them in an vut-of-sight location
il your work area is accessible to persons who do fiot have a valid teed for i infomation, Aficr nommal duty liours, store FOUQ
records to prevent unauthorized access. Filc thern with other onclassifiad recurds in inlocked files or desks when normal intemal
building, security is provided. When there is no intemal building security, locked builtings or rooms normally provide edequrate after-
lwurs protection. If such protection is not considerad adequatz, FOLO materfal shall he stored in locked contaimers such as fle
cabinets, desks, or hookcases. Expenditure of fundy for Securify containers oF closed areas Solely for the protectinn af FOUE dara ix
prokibited. .

6. DENTRUCTION: When no longer nceded, FOUD information stull be disposed uf by any method that will preclde s
disclosue to unathorized individuale,

Effective 12 Fehraary 20402



T33601-00-D-PO01/5097
ADDENDUM TO DD FORM 254 (Block 1 1i) Attachment 2
EMISSTON SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)
EMISSTIONS SECURITY ASSESSMENT REQUKST (ESAR)

FOR AL CLASSIFIED SYSTEMS

1. The contractor shali ensure that COMpromising emanations (EMSEC) conditions related to this contract are munifiized,

2, The contractor shall provide countenmessure amsessment daw to the Contracting Otficer (00, in accordance with Chapter § of
the NISPOM Supplement, in the form of an FSAR. The ESAR shall provide only specific responses to the data required
purapraph 3 below, The conmractars standard secunity plan shall NOT be used as 2 "stand-alone” ESAR responsc. The contractor
shall NOT submit a detailed facitity analysisfagsessment.  The ESAR mfomution will be used 1o complete a EMSEC
Lountermezswes Asscssment Beview of the contmactor's facility to be performed by the government EMSEC awthority uaing currens
Alr Force EMSEC dircctives. EMSEC is 2pplied on a casc-by-case basiz and furtler informatan may b reguired o complcte the
veview. The contractor shall provide this information to the C6) when reguested. After e evaluation of the ESAR by the government
EMSEC authorty, adilitional [IMSEC sequitements may be necessary. When changes o the information requited in parugraph 3
below occurs {incleding, hut net limited to, relacation, additions, or deletions of equipment from the uniginal approved room, the
cobtractors shall notify the C0 of thege changes. Lipon request, the contractor shall subynil ko the OO a new ESAR, identifying the new
conflguration at least 30 days hefore the change occurs. The contractor shall NO'T conumense processing with the new configuration
until recelving, 25 a minitmwn, interim approval fram the OO,

3. *ESAR contents shall include, as a ntnitaum, the fallewing information:

A. The speeific classification and special calegortes of nuterial to be processed/handled by elecronic neans. Inclede percenlage
of each classification |evel psed including unclassifiad {i.e., 5% Top Sacret, 10% Scoret/SAR, 25% seeret, 60% Unclassified),

b. The speeific location {complete address, building/room mimber, or uffice) where classified processing will be performed,
Ioclude identificarion of any other contracior’company located within 200 morers of the facility,

c. Allach a capy of the Dofense Investigative Service {DT15) Form 147 to validate physical security and approved storape lavel of
the facility.

d. Provide the name, title, and telephone number {commerzial andior DSN) of a point of contact a¢ the facility where processing
will oecor.

4. The prime contractor shall ensure that all subcontiuctors andfor vendors comply with UMSEC rcquiremnents when petforming
classified processing related in this contract. The subcontaetar vall provide the above ducumentation throwgh their prime to the CO to
complete the FS5AR

5. I addition to the information required for all classificd systeis, the following will he required for Top Secret pracessing:

a. Ldentify the radiua (in merers} of ithe physical control space avaitable around the system, equipmenr, or facilily, Describe tee
barriess, doors, fences, walls, eic that defiue the area. Dreserike the control crercised over the area du ing duty and nonduty hours.
Describe other factors, which contibute to control (ie., visito, procedures, escort requirements, scarches of persanne| and/or vehicles,

etc),

b Identify the type and location (relative to the classified zystem} of eny vnfiltered/iclephone or communication lines, ahizlded or
unshiclded twisted pair cables or fiber, underground or unfilercd power lines, conduit, hewting and air conditioning ducls, water pipes,
ctc, that transyress the estabiished controlled arva.

. Describe the building in which the classifjed systemys) iy housed, je., concrets block outer walls, 2" X 4" and single ply
eypswn beard fier wally, brue tlaor to true ceiling walls, metallic {steed} or solid wood doors, windows (if there are windows, descrihe
the type of coverings on them), efc.

d. Diagrams and'or drawings weld Le catremely belphul.

6. Additional inforinadon may be meguested upon review of fhe documentation provided.

*NOTE: A copy of your Autemated Tnformatian Syslem Security Plan(s) (ALSS®) will suffice.
Lffective 18 hily 2002



F23601-00-D-PRo1 /5007
Atraclicent 7
ADDENDUM 0 DD FORM 254 [RIK 11 Iy
NOTIFICATION OF WPAFIL SERVICENG SECTRITY ACTIVITY

[ Thirty days before the daiv Comntractor operations will hegin on Wright Pattersan AFB OH (WAL

B, ihe Conrracsor shall provide
fo 88 SFR/SFAS Bldg 8, 1801 Tenth Streer, WPAFB, GH 454337625 the fulinwing informatie

mn:

g The name, sddress apd telephone number of your
SECUIY represestative;

company's Facility Secumity Officer und yaur designarad on-site
b. The contract nember and nulitary contracting command;

¢. The highest classification categary of defense information to which Contractor emplnyees will have acoess;

d. The datc Conrractor oporations will begin om WPAFR Ol
& The cstimated completion date of vpeTations on W1'AFE OH;

2. This requitenent is in addition to visit request natification procedures contatned in DoD S2222M, Mational idustrial Secuniy
Program Operating Manual, Chapter 6.

Hffective 12 Febreary 2003
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ITEN _

aon1

0005

Oy Unil Price

SUPPLIES OF SERVICES Purch Unit .. Total_tam Amount
L

Moun: LABOR

ACRMN. L

001323 is Extibit A

Confracd lype: ¥ -TIME AMND MATERIALS

afart Date. Ot QCT 2003

Complefion Date. ABRED

Descripfive Data:

a. The Cantractor shall provide non-personal serices in accordance with tha Tollowing
documents: Altachment 138 Communications Group Slaterment ot Wark, dated 11 Ay
03" Altachment 2 "D Form 254 Conlract Security Classification Spciftcation.” and
Exhibit A *Coniract Data Requirsments List" atached hereto.

b. The estimated price established for CLIN 0001 is $743,435.28 for total pericg of
perfarmance fram 01 Oat 03 through 30 Sop 04,

. Tha current estimated price established for CLIN 0001 is $0.00. Aot remainmng o
be funded, B743,435.28, will be accomplished in ancorduance with SCR H-GTS,

d. FAR 52.232-18 "Availability of Funds (APR 1984)" is applicable to this CLIN.

NEF
Nowry DATA,
D423 is Expibit: A
Confract (ypa: ¥ - TIME AND MATERIALS
Slart Date: 01 OCT 2003
Completion Date: ASREO

Descopfive Data:

a. The Contractor shall provide data in accordancs with Exhibit A “Cortract Data
Requiremenis List" dated 11 Aurg 2003 attached hereta.

b. The price for this GLIN is contained in above SLIN 0001

c. FAR §2.232-18 "Availabillty of Funds (APR 1984)" is appiicable to this CLIN.

FI300 ] QG-L-FCa | 5003

FAGE Z OF 4



SECTION H - Special Contract Reguiremens (SCRY: S5CRs H-675 is horehy mcomotated as follows.

“"H-615 Guvernment Unllateral Right to Modily Tusk Order Estimated Prive,
Amaunt Obligated, 2nd Period of Performance

a. The Govermment has the nnelateral ight to modify F33600-00-1-2001 5093 estimated price, amount nhligated,
and penod of perforvunce in accordance with the fallowing contractor projectadesumated oty Buroerate.

Mol Later Than
Modification
CTON Eurn-rate Mloth Fesuance hate
i Fad 455 00 Qe 03 01 St 03
5275400 Mow (3 01 Nove 413
Fack, 3. 0K Trac )3 O Dhew 03
L3R8T 00 Jan 04 41 Jan 04
855,500 Teb 04 01 Feb 04
567,134 .00 Mlar [ 01 Moy 0d
S, 406 .00 Apr 04 Gl AT G
Rag 23200 Belaw O May 04
fibe, 352,00 Jun N4 071 Jun 04
FE3,152.00 Tul o4 1 Tul {4
300,333.00 Aug (H 07 Aug 04
56249124 Sep 114 0l Sep 04

b, Currently as of U1 Qctober 2003 to sbove paragraph "a" referenced task order, CT.IN 004/ cierent ssimated
prive and wmount ohfigated is S0 00

€. ot later han ten {10) days before te end of the performance perivd established in ahove paragraph ", the
Procuring Contracting Gfticer shall issue a lstter nulifving the Conrractor (1) wlhen the next modificadon will be
issued, stating the revised vatimated task order price, estintated total dollars to he obligated, and the estimuted perind
of performance for the CLI, v (2) Slep Work later in aceerdance with FAR 52.242- 15,

d. The Coutractor shall notify the Frocuring Contracting Odlicer in writing oot later tham Oftcen (15} days

nrinr i the dates established in abuve paragraph "2 if there is a change in the projected/estimated mouthly
burni-ruie ax extablished abave,"

FAEE T 10-p00] 3003

PAGE 30T 4



LIS E ¥ ATTACIIMENTS

o ENT

EXHIBIT A

ATTACHMENT 1

ATTACHMENT 2

PGS DATE TITLE

5 23SEP 2003 EXHIBIT A - CONTRACT DATA REQUIREMENTS
LIST (CDRL)

16 11 AUG 2003 ASC/EN COMPUTER BASED INFRASTRUGTURE
SUPPORT STATEMENT OF WORK

g 27 AUG 2003 DEPARTMENT OF DEFENSE CONTRAGT

SECURITY CLASSIFICATION SPECIFICATION, DD

FORM 254

FIZG01-00 1-BU0] 5003

PACE 400F 4



FA3601-00-10 P -5002
17 August 20403

| FUNDS AND MANHOUR EXPENDIIURE REPORT

Esxhikit A
E_X_‘E_IIBIT “f\“
CONTRACT DATA REQUIREMENTS T.IST (CDRL)

CDRL # DESCRIPTION LD

ADG1 STATUS REPORT DI-MGMT-8036G8-M/T
A2 TECIINICAL REPORT/STUDY DI-MISC-80508T

AODZ . COMMERCIATL OFF-THE-SHELE MANUAL DI-TMS5-R0327AT -

ADOS DI-FNCL-80231/T




FAA611-00 D-POG-5002
23 Sepremlbeer 2003

Extuhit &
CONTRACT DATA BRFOBIREMENTS LIAT Frer Apperrand !
1 Y Lara ftem) DD Yo, OFLEO TS .
i _. i
Tlar pkls nﬂrrrlml'l irtam o B ccllars cnonlonlzaralan o ecierdlad % deefdge 113 ford PEIBNAD, |"|’."u:I|F|]I CMEYor MSEvIM NSDaednns, SORAICTNE Eadnks
o et IR e S P iy s g A CaRG el B iy ST e SR e WV
i "?ﬁl A G T A 1'53""“2 e T T T g T i e T T “har ] |
nerlralf T Ay athed Tnaiten F lava - ahirll b bt Sk Al e s 16 nmpr.- el a Srlesnss s rrln-rrurnn 1] | : r-m uls:!:r'r =|.||rer'||-.'
wubd N SotUal AwTa 1&5& [N TN g TUFN YA o' e ink WG 3 113 d 33TEMIRT Y3 e e Sovwoiras baerg Corsoeumy Lo I
[T NU FEimg in L= .
A CONTRAGT LIME §TEM NO. | B. EXHIEIT |0, CATEGORY: !
b L e m urnen  LAPOR |
T S¥ETEMITER “E. CONTRACT/FR NU, F. CONTAACTOR |
INFORMA TLOM TECH SUPPOKT | F2360]-00-T0- FONW -5050 RS IMFORMATION 5YSTEMS I
Y. OLTL TR MO, | 2. ITCE GF UA LALSFER { 2. FUNTITLE : T3, FRICK GAOLP
A Y¥TATLS REFORT .
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Statement of Work

TITLE: ASC/EN Computer Based Tnfrastructure Support

PERIOD OF PERFORMANCE: 12 months from contract award

1.0 DESCRIPTION OF SERVICES

The purpose of this contract is to provide communication-coniputer support to the
working infrastructure located in Bldg. 560 and Blde. [1A. The infrastructure consists al
network switches, desktop and notebool computers, servers, a storags area network,

Lnix workstations, and penpherals such as printers and backup devices. The
infrastructure also includes an image archival system known as EN Legacy Data System.
Coniraclor support is required to enhance produclivity by minimizing downtinie of thesg
systems, providing cijeient elecironic communications, and protecling govemment data
Irom inadvertent loss or compromise.

11 SCOPE OF WORK

This effort will includc help desk support, svstem maragement and administralion
suppori, database development and maintenance support, website development and
maintenance supporl, website content migration, information assurance support,
classified systems suppet, and other related areas including program management. The
contractor will fumish ali personnel and services necussary Lo perform the tasks
identified. These requircments, though not an exhaustive list, are deserbud below.

1.1.1 Building 56(t Environment

EN’s Building 560 unclassified environment, as supported by this task, consists of
network switches, deskiop and notebook: computers $acOS and Windows), servers
(Windows), network attached storage, a storage srea network, and peripheral devices
{printers, backup, cte).

The infrastructure provides routine office-cnvironment services (e-rmail, office
applications, file & print services, database application development, wib page
development and sitc production, backup, ete.).

EN’s Bulding 560 classified environment contains DEC Alpha thoth T'NLX and Opoen

VMS), SUN SPARC 2000 (Solaris), Silicon Graphics (Trix), PC { Windows NT/95/2000),
and Mactatosh systems and peripheral devices such as printers and tape drives.

1.1.2 Building [1A Environment

EN’s Duilding 1 LA environment for support of this task includes following components:
1} Windows 2000/XF desklop computers for routine otiics applications with connectiviry
to the WPAFR network, 2} a dedicated unclaasilicd LAN comprised of LINIX (Solaris)
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workstations and 3) dedicated classificd LANs comprised of TINTX (Solaris, IRIX and
Linux) workstations and Windows 20007XP deskfop systems,

i.’.! CONTRACTOR SERVICES: The contractor shall provide the foliowing

services:

1.2.1 UNCLASSIFIED SYSTEM MANAGEMENT AND ADMINISTRATION

SERVICES

1.2.1.1 Building 56} Envirynment

1.2.1.1.1  The cemtractor will azsist users and stakeholders in definine neods and
developing system and functional requircments.

1.2.1.12  The contractor will perform systein administrative functions {&.g., monitoring
system and servur performance; monttoring systeim, scrver, and appHeation
security; configuring system hardware and software, maintaining optimal
systein purformance; and implementing vser administration and access
control).

1.2.1.1.3  The contractor shall #dd and remove network login and ¢lectronic mail
ACCOUTLS.

1.2.1.1.4  The contractor will identily sullware and hardware replacement andfor
uprrade requirements.

1.2.1.1.5  The contractor will install, upgrade, and configure the operating systems and
related sysiem applicalions (e.g., virus software, Undelete soliwars),

L2.1.1.6  The contractor shall apply all applicable patches to the Windows servers (e.g.,
security patches).

1.2, 117 The confractar will resolve problems associated with server installed COTS
sollware (e.g., operating system) and internal hardware connecrivity.

12.0.1.8  The contractor will perform application, databasc, dala, and system backups
for the Windows servers.

12119 The contractor will, with ASC/ENOI coordination, perform svstem or

subsystem software and/or data recovery.

1.2.1.1.16 The contractor shall prepare atd maintain systert and nerwork documentalion.

1.2.1.1.T1 The contrsclor shall prepare and implement disaster and recovery procednrcs.
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1.2.1.1.12 The contractor shall provide supporl m maintaining and troubleshooting the

1.2.1.2.2

1.2.1.2.3

1.2.1.2.4

12.1.2.5

1.2.2

1.2.2.1

1.2.2.3

huttding network (LAN). Lhis i3 to melude dizgnosing LAN botllenecks and
reconfiguring of network switches to provide the optimum of perfimance to
the LAN.

The contractor shall establish and perform audit vrails which will include date
andl tine ol events, Wentification of the person who generated the event, tvpe
of event, success ot failure of the event, origin of the request {name & cthernet
addross), name of program or data set. Audit trail reguirements shall he
detertnined by the contractor and the soveruneal, bul should be capable ol
capluring the following events including: 1) all actions specifically taken by
system administrators, system manapgers and i peneral, anyone with
supervisor privileges, and 2) Any event that causes user lockour or demal of
SErvICe,

Building 11 A [INIX Environnment

The contractor shall perform account management {oreation, deletion, and
TMAINLETEnCe ).

The contractor shalt perform regular system bhackups.

The contracter shalt mstall software uperades as now maintenance releascs
and upgrades are made available and obtained.

The contractor shali perforn: network troubleshooting.

The contractor shall install and integrare both hamogencous and
heterogeneous computer hardware und soflware into the existing network.
BUILDING 560 HELP DESK SERVICES

The confractor shall answer trouble valls and resolve hardware and software
problems relating to personal computers (Mac(OS and Windows) and

associated peripherals.

The contracter shall install or replace personal computers (Mac¥s and
Windows) and comnmon personal computer and Macintosh system parts.

The contracter shall provide office amtomation sellwaure support which

inclurdes installing and conlipunng soflware to meet specific needs of
ASC/EN personnel.

1
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The contractor shall perform software and hardware configuration conlrol
{unctions.

The contractor shall capture hard drive images for standard desktop and laptop
configurations (MacUS and Windows). 1'he contractor shall push these
TARCS 10 create new like systoms.

The contractor shall provide help desk support as described above to Bldg

ITA personncl on an emergency bagiz when no qualified government EN MIS
personnel are avartable, This support wiil he coordinsled with the gOVEIrnInct
task monitor. The government task monitor acknowledges that the Bldg 560
help desk support will be reduced during this pedod,

MANAGEMENT DECISION SUPPORT SYSTEM (MDSS) DATABASE
SERVICES

The MIDSS provides a managerial tool 1o EN managers. The MDSS consists
vl multiple database and dulubase applications.

The contractor shall provide Microsaft SQL Scrver Database Administralor
support W ensure MDSS data integrity, including soltware uperade, database
backup/recoverics, performance monitoring and applying sceurity paiches
when necesszary.

The: contractor shall provide Visual Basie programming support to write code
as an mterface to dulabases and users for the existing and new clicutserver
applications as decumented by Government personncl.

The contractor shall provide SQE, Server and Access database support {create
lables, views, queries, macros, modules, procedurcs, (riggers, forms, reports)
to develop applications when new requirements are addressad.

The coniractor shall mansge and maitain MDSS. Modify the databases®
tables, views, procedures, and triggers when MDSS requitements change.

The contractor shall provide 8QL Server and Aceess database support to
retrieve data from Human Resources ntesrated Database (daily), Delonse
Civilian Personnel (monthly), Fducalion and Training Flight {monthly) to
SOQL Server and Access databuse in ASCYEN.

The contractor shall ensure that the design of new SOQF. Server and Access
databasc applications and modilicalions to existing applications are
implemented 1 an cllivivnt and effective manner considerin g such things as
user interfavo/friendliness, inherent capacity for growth, security,
compatibifity with interfacine systems, and fenctional EXPAnsIon.
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Lhe contractor shall lesl newly developed/modified applications for defined
functions/operations/porformance and install associated MDSS cliont
software.

The coniractor shall provide WMDSS, Modern Civiliao Personnel Data Svsterm
{MCPLYS), and Humnan Resources Integrated Database nser support in
insialling database applications. teoublushooting, updating data to database,
creating queres and newly defined reports.

The contracter shall conduct demonstrations and training for MDSS including
nevw applications.

The contractor shall provide life-cyele support documentation of all
apphications developed or modiled.

The contractor shall provide Microsolt Visual SourceSafe support.

WORLD WIDE WEB SERVICES

1he contractor shall administer the Windows servers that scrvice the ASC/EN
web site(s) in hoth web developruent and production. To facilitare
administration, the web site shall be antomated to the maximum extent
possible,

The contractor shall design, docunent and implement intra/inter/extranct
capalnliies lhat require knowledge of information systons, web applications
development, weh site construclion, web site administration, information
scounly, wnd related systems concepts for effective deployment of the
tntrafinter/extranet

The contractor shall install and administcr the web server operating system
and software tols needed to facilitate content update and web deployment.

The contracior shall create and modidy dynamic and static web pages.

The contractor shall generatc web pages that automatically update information
throuph the use of dynamically generated content from available databases.

The contractor shall format new content for publication and convert nan-web
media into browscr-mendly format.

The contractor shall work closely with the division web site representatives
and contributars to coordinate conlend input, ensure consistency and provide a
uniform "look and feel” of the weh site

The conlractor shall develop web pages according to BN guidelines

The contractor shalt assist in the migration of cxisting web site content 1o a
portal envirommment
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The contractor shalf assist in the deployment ol web-based Lechnologies and
volluboration toals for access vin the portal ervironment

The vonlractor shall modify and mainluin the web site to require a valid CAC
with PK| certilicate for sccess. Weh site navigation shall be dependant on
CAC card credentials.

The vontractor shali assess new trends and emerging technolosics to
recommend site cihuncements. This not ouly includss web technology hut
also security technology for web site and information transmission,

INFORMATION ASSURANCE SERVICES

The vontractor shall teport suspected vulnerabilities and security incidents in
accordance with AFSSI 5021,

The contractor shall respond to NOTAM advisories in accordance wilh ATSSI
530121 and unplement the countermeasurcs identified by the advisory within the
limeframe specified by the advisory or as specified by ASC/EN, If the
counfermeasures can not be nnplemented, the contractor shall document the
inabtlity and mst reecive approval from the Designated Approving Authority
(sce AFT 33-202) and ASC/EN lor ¢ilher an alternative cotrective aclion or to
continue oporations without the countermeasurcs. If altemative corrective
acuon is approved, the contractor shall implement this action within the
timeframe specified by ASC/EN.

(Note: The Air Foree Compurer Emergency Response Team [ ATCLET) issues advisories o
identify known vulnerahilifies in computers and compuler notworks. These advisories incfude
but are uod limited to Tnformation Assurance Vulnerubility Alers, Vinus notification,
Advizory Complinnee Messages [ACMs), Time Compliance Netwark Orders {TCHOY) and
Lollow Up Messages.)

The contractor shall apply and implement system and application patcheas
(e, AFCERT, vendor security patches) and uperades and otherwise correct
known vilnerabilities.

The contractor shall perform information assurance and virus protection for all
systems thal include Windows 2004, Windows NT, UNIX {Holariz, rix and
Linux) and Masx Attach Notwork Allach Storage (NAS) sorvors, SNAP
servers and clicnts and personal digital assistants (PDAg)

The contractor shall assist the Intormalion Systems Security Ollicer (ISSO) in
the Certification & Accreditation (C&A) of all systcmns {(stand-atone and
LAN); mform the ISSO of any changes to the system that affects the currency
of the C'&A; and assist in the C&A documentation; as required AW DoD
mstruction 5200.4 and ATSSI 5024,

The contractor shali report alt coufipuration changes to the ISSQ and shall
obtain C&A approval belore placing any equipnient ou the base network.
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The contractor shall perform remanence security IAW AFSST 5020, AFSSI
5020 provides policy, guidelines, and procedure for clearmg and saitizing
computer systeins memory and other storage media for relcase outside of and
for reuse within controlled eavironments. It portamns 1o both elassilicd and
unelassificd information.

The contractor shall provide PK cnabled services and applicalion as required.
This includes but is not limited to web server clicnl certificate, Public Key
enabled applications that access scositive information (ie., privacy act,
proprietary, etc,)

CLASSIFIED SYSTEMS SERVICES

Ruilding 360 Envirenment

The contractor shall identify information technology that is hest for Lhe
customers needs and modify, add or replace ewrent sysiems and integrate new
systems to provide functional coheront operations of alt systoms.

The contractor shall customize solutious to customer requiremcnts.

Tlw: contractor shall intcgrale the classified notwork, in single or tulli-vendor
envirowments and increase efficicney and performance of the netwark.

The contractor shall configure DEC Alpha systems (bath UNIX and Open
VMS), SUN SPARC 2000, Silicon Graphie system (UNTX), PC's {(Windows
KT, Windows 95, Windows 2000}, and Macintosh 8y SIS,

The contractor shall provide softwaure administration support and aid in the
networking of existing equipment with existing hardware at the siic and futare
hardware a3 it comes on line,

The vontractor shall perform server backups and recoveries.
The contractor shall perform inventory management.

The contractor shall perform system/user account backups and accounl
management tunclions.

Thw: contractor shall install and maintain virue detection software that is
provided and required by Air Force. The contractor shall rocommend new
vimis prolection devices as applicable.

The contractur shall manage the classifed enclave and provide administrative
supporl, configure and maintain equipment associated with connectivily o the
Seert Internet Protocol Roulable NElwark (SIPRNET).
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Building 114 Envirenment

The contravior shall manage and administer the classified TINLX (Solars,
IRTX and Tinux) and Windows 2000/XP networks Lo ensure system reltability
and availability.

The contractor shall perform account management (creation, delelion, and
maintenancc),

The contractor shall perform regular system backups.

The contractor shall install sofbware upgrades as new maintenanes releases
and upgrades are made available and obtained.

The contractor shalt perlonm network troubleshooting.

The contractor shall perform installation and inleeralion of both homogeneous
and helerogeneous computer hardware and software into the existing
networks.

The contractor shall assist the povornment in performing and mantaining an
inventory of all accountable ADPE (hardware) and software licenses.

The comtractor shall provide user support to include on-site and telephonic
problem resolution for UNLX {Solans, IRIX and Linux) and Windows
20007XP computer hardware, software agd neiwork Connectivity.

The contractor shall provide user access, conliguration control, maintcnance
and troubleshooting for encryption hardware (STU-IIL, $TF and NES) and
soflware,

The contractor shall perform cost-buncfit analysis and desizgn trade-offs to
recommend new hardware and software upgrades that can significantly
enhance cnd-user capability and productivily meet end-user requircrents and
reduce overall total owmership costs,

The contractor shall ensure that all Air Force security directives are followed,
lo include 1} Those dircetives required to gain and retain C2 compliance for
all hardwarc and soflware 2) Installation and maintenance of Air Force
approved virus detection software: 3) Application of 2/l saltware security
upgrades and patches 4) Activation and reporting of aulomatic sottware audit
trail features to capture all events as detined by the government.

o
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1.2.6.2.12 The contracter shall managu the classified enclave and provide administrative

L2T
1.2.71

[.2.8

1.2.8.1

12.8.2

1.2.8.3

1.2.9

1.2.9.1

1.2.9.2

1.2.8.3

support, configure and maintain cquipment associated with connectivity to the
Secret Internet Protocol Routahle NF Pwork {SIPRINET).

LEGACY DOCUMENT SERVICES

The contractor shall provide operation and maintenance { Q&MY support or
EN's Legacy Document System currently running on the VAY open VMS
uperating system and storing approximarely 6 million pazes of information.
This O&M support shall include day-to-day routine SUppOrt, security,
maintenance, and configuration control functions.

The contractor shall migrate the legacy data into a common environment
{web-browsable) business solution.

FROGRAM MANAGEMENT SERVICES

The contractor shall perforem project plamning and tracking in accordance with
CDRL AODS.

The contractor shall prepare weekly status reports in accordancs with CDRL
AL,

The contractor project leader shall artend periodic project status mectings and
designate personnel from his/her slaff as necessary ta support him/her at the
meelings.

GENERAL SERVICES

The contractor shall follow all established ConOps procedures and maks
recommendations on procedures thal would further enhance productivity and
physical/data securty.

The contractor shall use commereial off-the-shelf components in the design
aned implemertation of the hardware and soltware solutions that meet EN'y
requirements, All commercial otf-the-chel f manuats should be submitted to
the government in accordance wilth CDRL A3,

The contractor shall document ait work done in aceordance with CDRL ANGT,
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The contractor shall follow established Air Force and ASC/EN Computer
Systems and Web DPolicies, ragulations, guidance and directives.

The eontractor shall meet with Govemment and contractor personnel ko
perform requitemcents analysis and tornulate and review delivery arder plans

and deliverable items.

The contractor shall coordinate and conduct hardveare and soflware
demomsrrations.

The contraclor shall attend other meetings as deemed necessary by the
govemment projcel monitor,

]
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specilivd by each particular messaye,

Performance Obhjocrive S50W para. Perlormance Threshold
Perform DBA function 1.2.3. Muintain weekly opcrational
1233 availgbility of 98% or higher.
1.234
1235
Agsure thal customers are satislicd with quality of [1.2.2.1 D7% of users contacted arc
service. [.2.2.2 satisfied with the service.
1.2.2.3 '
1.2.3.8
1239
12311
Perform system administrative fumctions. 1.2.1.1.2 Maintain weckly operational
1.2 1012 avdllability of 97% or higher.
1.2.4.1
1.2.7.1
12621
Develop and maintain web applications. 1.2.4.4 Web site accessibility must be
1.245 U89 or geater.
L2416
Initiate action on all TCNQOs within the time peried | 1.2.5.2 100% of all TCNOs are closcd

oul before suspense date
assigned or an uxtlension is
requcsled.

11
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3.0 GOVERNMENT FURNISHED PROPERTY AND SERVICFS,

The govemment will provide, without cost, the equipracnt and services identilicd below.
Marerial and facility space will be provided as indicated in this section. Al guch
equipment and rpalerials shall ramain on WPAFE unless written permission from the
DAA 15 obtained. The government rescrves the right to changs, alter, andior modify the
facilities, The government will also provide access to the mRastruciure and all related
network and compuler devices, as well as operator consoles, required to perform the
work deseribed in this SOW.

3.1 GOVERNMENT-FUURNISHED PROPERTY,

3.0 Kacilities,

The government will make office space available for eomtractor operations. The
contractor shall return the facilitics to the government in the same conditjon as received,
norrnal wear and tear and approved modilications excepted. These facilities shall be used
for the periormance of this task order. The facilitics will be sharad wilh government
personnel and may be shared with other contractor personue] as well,

3.1.2  Government Furnished Equipment.

The government will provide required office stations to perform the job. Workstations
will melude furniture such as desk, chair, trash can, file cabinets, bookcases, storage
cabinets, and tabics; 2 computer systom with aceess to a shared printer; and a telephone
tor on basg, local and long distance calls as reguired for performance of contract,

3.1.3  Government Furnished Materials

The govemment will lurnish administrative/office supplics reyuired for the perlizmance
of this tagk order to include, but not necessarily be limited to, paper, pens, pencils, ink,
markers, paper clips, tape, staples, fils cards, folders, corputer disks, compact disks
{CDs), capicr, printer, and fax equipment/supplics {including papcr, printer cartridecs,
and lonet).

3.l4  Crovernment Furnished Software.

The government will provide the necessary COTS software to maintain and enhance the
applications supporled under this rask order. The govermment will also provide
mamtenance for most, but not all, of said sofrware.

3.2 GOVERNMENT-FURNISHED SERVICES.

32,1 Undities.
The government will [urmish electricity, water, sewage. and heating for facilities.

13
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3122 Postal or Instailation Distribution.

The government will provide on base mail distribution via the Base Information Transfer
Systern (BITS) for offictal government mail matter only, as requited under the terms af
this confract.

323 Telephones and Telephone Service.

The govenuncnt will provide telephones and scrvice to include canselidated unsecured
wuiee, dial-up switched conununicalion service, Defense Swilched Network (138N and
commercial long-distance access. The contracior shall comply with the provisions of
AFL33-111, Telephone Sysiems Managemens, and DMATS Directives {t through 9).

3.2.4  Castodial Scrvices,
The government will provide custodial service to the extent provided in the Dase
Custodial Contract(s) lor the facilities provided

3.2.5 Refuse Callection
he povernment will provide refusc service for the facilities provided.

326 Fire Protection

The government will provide fire prevention and protection, inspection and mainlenance
ol government-furnished firc cxtinguishers. Fire Department tclephone extension is 911
for emerpencies and 257-6767 for routine culls.,

327 DPrinting/Duplicating Services.

The government will provide shared use of copivr muchines for performance ol this task
order. The contractor shall not outsource any printing or duplicaling requirements in the
performance ol tns contract.

3.2.8 Forms and Publications.
The government will provide forms and publications expressly required to perform the work In
the SOW,

4.0 GENERAL INFORMATION.

&.1 Wark Schedules,

I'he contractor shall manage their schodule and emplovees in such a manner to meet the
requirements outhined in this slatement of work.

41.1 Noermal Hours nf Operation.

Contractor shall perlonmn this effort during the normal duty hours for goverunent
personnel, Monday through Frday Flextime 0600 1 800 with the core hours of 0900 ta
150(. These hours allow 1or 2 30/45/60 minute mealtime as areed to by Contractor and

14
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the govemnment Task Monitor. Deviations of morc (han one hour from these times will
be identified in the SOW and stated in the task order for the cilected positions.

4.1.2 Weekends.

Unless identified in the SOW and the task order for the eflceted position, work performed
un Saturday or Sunday will be considered vulside the normal period of porformnance,

4.1.3 Tlolidays.

TInless identitied in the SOW and the task ordor tor the effected position, work performed
on any legal holiday wilt be considered outside the normal period ol perluemance.

41.4 Overtime.

work performed outside the normal petiod of purformance, for the effected position will
be considered avertime. All uverlime requires prior approval ol the contracting officer in
advance.

4.1.5 Personal Leave,

Areplacement for personncl on leave will not be required for shott periods of time.
However, Contractor must provide a comparable replacement for leaves lonper thu five
days in duration unluss olherwise specified. Holidays, Sick Leave and Vacation will be
in aceordance with the contract,

4.1.6  Administrative Leave.

From limne-to-time, weather or other unusual situations, such as ingreascd Force
Protection, dictate basc closure or changes to the normal duiy hours. When decisions on
buse closure are made during narmal non-duty hours, such decisions will be transmitted
via radio and television announcements, and will be considered sufficient notification that
(he: vontractor should not report for duly and that the governiment shall not be billed for
work not performed.

4.2 Securily.,

Support personnel must be clearcd for sdministration of systems that contuin classified
information. A DB Form 254, DOD Contract Security Clussification  Specification is

required. A [acility clearance is required; however, storage of classified matcrial at the
contractor location 1s not required. Contractor will be required to support Unelassified
{including propriviary information), Secret, Top Scerel and Special Access Programs.

173 Installation Traffic and Parking Code.
All contractor employees requiring access to Wright-Patterson AFB during the course of
their work shall comply wilh WPATBI 31-204.
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4.4 Performance of Services During Crisis Declared. by the Nationat Cammand
Authority or Overscas Combatant Commander,

If the National Command Authorily declares a crisis, ASC/ENOT witl inumedtalely notify
the contractor. ASC/ENOI and contractor will review the current praject schaduie and
priotitics. The contractor will adjust their duty schedule accordin g to ASC/ENOI
leadership’s mstructions. If the installation or facilities arc closed, ASC/ENCL atdy
request the contractor to establish a temporary work environment and schedule that will
allow production reguirements to be met,

4.5 Quality Contrul

Centractor shall develop and maintain a quality progrum to ensure services are performed
n accordance with commonly accepted commercial practices. The contractor shall
develop and implement procedures to identify, provent, and ensure non-rocumence of
Jefective services. As s minimum, the contractor shall develop guality control
procedurcs that address the arcas identified in paragraph 2, Service Delivery Summary.

4.6 COuality Assurance
The government will cvaluate the contractor’s performance in accordance with the
Quality Assurance Surveillance Plan.

4.7 Title, Right and Interest

The governtment shall have rovalty-free, non-exclusive license to all software developed,
enhanced and/or modified under this contract, excluding commercial-off-the-shatf
soflware. The contractor may be asked to support development of Technology Transfor
Plans, such as Cooperative Research und Developmenl Agreements (CRADA), in order
that the Government be allowed to henefit [rom such developmenl activities, including
recerving royally rights, or other forms of pavment.

4.8 Defiverables
Contraclor shall provide:
Status reports of the project activitics (CDRL A{4) 1)

- Technical reports/documeetalion of any contractor developed products (CDRL
A002).

- All commereial off-the-shelf manuals (CHRL AQDL).
- Iunding and marthour expenditure report {CDRL AG)S).

£



FA30UL=UU—l—tmp| =31y
Attachment 2

3

DEPARTMENT QF DEFENSE

CONTRALT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANDCE AND EAFEGUARDING

a. FAUILITY CLEARAMNCE REQLIAED

TOP SECEET i
(The requirements of 1he Dol Industdal Scowily Manual Ay b LEVEL OF 3AFEGLIARLIMIG REDHARZD
b o FUCUNTY BIPECLS Of 1Rt affor) SECRET

2. THIE SPECIFICATION |§ FOR: (% and compiole as apprhratic)

3. THIS SPECIFICATION 18: (¥ and compivde ax apmiicebis)

3 | PRIME CONTRACT NUMBER
FI3601-00-D PORL/S0M3  Exp Date: 30 Sep 04

X

a. ORIGINAL [0 ompiete date v » osgs)

i Dala (Yrarstio,

30327

b. SUBCOMNTRACT NUMBER

. REWVISEN (Sugorsedes ] Rervision Ma.
el priviows spens!

Exme (v rmmpDy

© SULICITATIUN QR OTHER MUMBER

DUE Wate jyratsdo)

©. FINAL fCampieie irgm 8 I aft casas)

Datm (¥ rasaan,

4. 15 THIS A FOLLOW-ON CONTRACT? ¥YES

Clazaified matetlal receivad or ganarated under

! > J MO, It ¥ns, gompiets the fodlewing:
133501-00-D-PACI/S0SY

Pracaaing Crontraed Mol T3 trangierad 1o this foflve-on camsact

2. I3 THi5 A FINAL DD FORM 2647

f YE3

In responee to ha sontracion' s requested dated

NG, I Yat, complate thi fallawimg:

. ratentan ot the dentilined classifiad meerlal is suthonezad fer Ly period af

E. CONTRACTOR o Lommercind and Severament Entity ITAGE) Codel

i COGNIZANT SECURITY OFFICE fVieme, AoDmses, amnd Zr e}

a. NAME, ADURESS, AND ZIP CODS b. ©AGE CODE
R3 Information System. e 0Z4U5 D55 CAPITAL REGION

1651 Od Meadow Road, STE 500 %38 ELKRIDGE LANDING RD, STE 300

MoeLean Va 22104-4308 LINTHICUM MD 21090

7. SUBCONTRACTOR

3. NAME. ALDRESE, AND ZIP CORE b. CAGE CODE |« COGMIZANT SECURITY OFFICE iNarmn, Adthess, and Zip Codn)
N/ia N'A MiA

8. ACTUAL PERFORMANCE

a. LOUATICN
i,

. CAGE COoE
N/A

MiA

o, COGHIZANT SLCURITY OFFICE i, Ariorass, ang 2 Gy

8. SENERAL IDENTIFICATION OF THIS PAOCUREMENT

Provide communication-computer support for ASC/EN, located in Buildings 560 and 11A.

10. THIS CONTRACT WILL REQUIRE ACCESS TO:| vEs Nn_ 11 !N PERFORMING THIS CONTRACT, THE CONTRACTOR WL L: YES 1 [4]¥)
a_ COMMUNIEATENS SECURT+ | COMSESH INFGRMATIGN | X CENFAALTON'S FATILITY GH A GOWERKMERT ACTRATY >
L. MESTAMCTER Bata - b, RECCWE CLASSIFIED DOCLIMENTS GM_Y -
i CAITIGAL MUICLEAR WEARTHY OL5IG N HEDRMATION i #. |z REZEWE AND GENERATE CLARSIFIED AaTLRIAL ’ -
d,  FIAMERLY MEETRICTED AT A > I FABAICATL, MUDIFY, OR ETORE (4 ASEIFIED FARCYWARE >
n. INTELLIGENCE FSAMATION NV al o FEnFOAM SERVICES ONLY - B
{11 ?p!i!iue Cnrm:;;r'.rnm‘.ﬂ Infuriralan 481 = X " FFAVE M-r E‘[_]E&ESEK}}‘E TE-'IHITGRIE'; : I x
21 Mm-S 1% CENTER m%%ﬁ%u%ﬁgwm >
F. SPECIAL ATCESS INFOMMAA (DN = h. ALGURE A COMEES ACCOUNT
2. NATA INFORAIATION X [i Irawe TEMPEST RECLREMENTS W
h  FOREIGH G_D\-'.I:F-'INMEM INFRIMATION > b HAVE OPRRATIONE SECUMITE {OPSEL)| REQUAEMENTS _‘;:(
I I.IN:!F-I'.EI:I CHSSEMI Wk 1 ICN INFORMATION RIES L Eﬁ.-‘-'-'IEE‘!'ZFD T USE "ML RFENSE COURIER SEAVIEE »
L POR GFFICIAL USE ONLY INHFQRMATION - ) - RHER ‘;_s'e.-f,.:r; o
b OTHER fSo=cify :x: f;}i (mvcmment Securily Activity i5 required, ¢
Tdddddn,
| L L ia

DD Form 254, DEC 90D fEF-VT) ireroant suoy
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12. PUBLIC RELEASE. Any Infermatior. |chacifiod or urslataified) Dartaring 20 tis confrace shall not e slessed for public diaasmicstisn SACERT A% IAOVIOST By g Adusrrigs
Secuacy Manuad ar unkets of hag been amarnued far puble alensn e AP omaabe Guwprnment aulfiqity. Sropases piBlie relmases shiail be wibhmieesd far ApLrirval prind 18 ralegse

! ] Diract Throwah (Sueecrites

ASC/PA, LE6S 4th Street, Room 204, WPAFE, O 454336503

to tho Pwrarsornes ‘or Fresdare wl Infommarls peer Secuity Review, CRse of thg Asmztam Saeretary of Defunse [Pubkc AFRICE) PEr gy
In the cagy ¢l norrQol Uner Ameacies rog.vets for disekaure shall b ubrintind re AL agency,

13. SECURITY GUIDANEE. Tne sycunty dlusmficadine SWANACE (i Hor ki isssitind wHort i idunrifioe Deiw, F @y GTEUIbE 15 Ene T i apoiving this pikance or ot any

trazsmcalion Fsigried ta any infarmatan o Mgk Poevinmed oF Apagrated under hily SAtrach an 1o semic a0y pudERgag dar wnbarprztatian of 1his quitince e tha otfeiar identied
Lalave. Swrifing firgl décisica, the infur maring Imeha sha¥ bu handied Bro rotected m the Mt el o1 Craggilicution aasigred of iecommandied, (FIF dr AT ABtOpaNE for Hie
CAESERT gL Altack. ar AV Lngder lpaats carrespading, duy doCUman LG RME mr i rrlarstte Arpin, A adtditionas rages &2 skeded fr providc 2amefale
Tiw: National Industriad Security Program Operating Mamal {NISPOM), Jan 95 applics to this contract.
8. Ref Bli 10a: COMSEC Safepuardiag requircments apply. Fur on-base performance, COMSEC i$ incunbent on EoVernineni.
b. Ref Blk He(l). Conlracior requirss access tn SCI aterials; SCI security requirements apply, see SCI addendum for details.
. Ref Blk 10e(2). Contractor will require svcess to mtelligence information and must comply with AFI j4-303/ AFMC
Supplement . Tk Program Manager has determined that disclosurs does not create an unfair competitive advantage for the
comtractor of a conflict of interest with the contractor's obligation to protect the information. The contravior will submit (he
AFMUC Form 210 e ASC 810 (ASC/IN) fuor approval pricr Lo Eranting access.
d. Ref Blk 10§: Fur Official Use Only {FOUO) applies. See addendum,
¢. RefBlk lla: Using activity will furnish complete classifieation Euidance for the serviee to be perfonmed. Contract
performance is testricted to ASC/ENOT, Bldg 560, and ASC/ENM, Bldg liA, Area B, WPAFB OH. If any classified
infermation is penerated in the performance of this contract ar the idet;ferd Incation, the contracivr shall apply derivative
classification and markings consistent with the source matcrial
f. Ref Blk §1i; EMSEC reynirements apply. Ser addendun:,
g- RefBlk l1L: The Notification of Govemment Security Aclivity and Visiter Group Sucority Agreement clause applies. See
¢ontract clavse in Section 1 for details.
b. Funitiomal Area Chief: Karer Crothers, 8% CG/ESCHD, (9373 2550471 X500
i. Functionat Area livaluator: Stepben L. VanHern, ASC/ENOL (937 25-8313.
J. ACO Address: DCM Dayion, 1725 Vag Pattou Drive, Bldz 30, Area ., WPAFB OH 45433-3302.
J. RefBlk 17 DISTRIBUTION: B8 SFS/SFAS, ASC/IN, ASC/EN {Security Manager), and ASC/ENOQL,

Coordinated {via emai) by LiCol Barbara E. Furyk-Otson, ASC/IN, (937} 255-8108 on 27 Aug 93 (sfe).

14. ADDIMONAL SECURITY REQUIREMENTS. meqursmanms, in agdiinn 10 150 requirerioncs, are ramadliaed for this conact. (F Yes, deniy | 2 [ yon Mo
Lt partiiend CONMBCTLA Gl ses i The =0ATACT dogamett e, ar nravids an A00rourriade Stammamear vdvicn MWHE e aCCIFOTal AR, ETGenTy
4 Ry CF JhE (EQUAETLIN 1 e Cogouzant scurity offen. [t freer T3 sodinomar A iy e

2. Ref Blk 10e(l): SCI Requirements apply. See addendum for derails. COR. Lurry Taranta/1 5C1 Billet.
b. RefBlk 100 Special Access Requiremnents/Procedyres apply. Guidanes for gaining access will be provided by SAFIAQ,

1E. INSPECTIONS. Sements of this muntract are aursde e INEpRCLRIN resporalbiliey af e cognicant securlry nfllms  OF Féx, iowabty ke X | yas |_ _J Mo
APRRE 4 Hemeen s cAnRT purT gaod the acmny g o nsife for TEEESUCNS. A Ndvr 138 pddiliomal Znan In assdad | -

2. Ref Blk 111 DSS is relieved of all security oversight for performance on the installation. For performance on WPAFE,
security oversight will be under the cognizance of 38 SFS/SFAS for non-SAR performance: and by SAF/AQ for SAR
pedormance,

16, CERTIFICATION AND SIGNATURE. Security requirements stated harsin are complete and adaguats for salaguarding the claasifiad
information te be relextad or genarated under thia classitiad effort. All questfona ahall be referred to tha official nemed balow.

B TYPEL NAME OF CEATIEYING OFFMCiaL . b. TITLE % TELEFHON®  tattuoe Arge Soda
FRIEDA THORMNTON Comtracting Officer

i Q37-237-2135 KXT 4407
d. ADDAESS (i 3o Cader 17. REQUIRED CISTRIBUTIDN
ASC/PEW XK s conwmancran
1940 Allbrook Drive g, SWBCONTRACTSR
Wright Pdtlerson AFE O

45:@13.145 . —%S-Es#s-ﬁﬁs £} TEGRIZANT SACURITY OFFICK FOR PRIML AND SUBCOMTRACTOR

i /I A G ACHIVITY RESFOHEIELE FOR SQVEAREAS SECUHITY ADMENISTALTITIN
TAAINIS TR HIN CONTRASTING OARICER
£ JOTHERS A NECESSARY

a, SIGHATLIE
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SENSITIVE COMPARTMENTED INFORMATION (SC]) CLAUSES

1. Reference Block 14: AFMAN 14304, DoD} 51052 1-0M-1, DCIT 643, 644, 6%, 59, and 1/] 9 IDC_‘SISSS-, and I}Iﬁ.itvf 30-4 provide
the necessary guidance for physical, persunnct, industrial, intermation, and information systems sgcurity measures and [s part of the
Sensitive Compartmentad Information {SCT) security spocificarions for the contract,

2. 5CT wilt not be released to contractor ermployees without the specific release approval by the origiator u_f the rn&u:r:ial a5 cutlned
in the poverning directives and based on prior approval and vertifcation of “need . to-know” by the Contracting Oficer's

Repregentative (COR):

Larry Taranto ASC/ENMDM 674—‘?2?_1'
(Nzme) (Office Symbol) (Phane)

3. Mamnes of contractor persougel requiring aceess to 8CI and justification for SCT hillets will be submitted for coordination and
astinm to 550 ASL/INS after the contract monitur approval’concurrence. [pon receipt of written approval fiom the {COR, the
Confractor Special Security Officer (C530) gy submit the necessary fonms w Defeque Security Sorvice (D55) for a Single Scope

Background Investigation (SSR) for thosc persennel nominated for SCI accrss in accordance with the Wational Industrial Security
Frogram COperating Manua] (NISTOM),

4. This: contractrequires 4 toial of _ 1 SCI contract hiliets i order to fulfill contractual obligations incumred. SCT access is subject
to 115 Covenwnent review and approval us eutlmed in the aforementioned S0 secunity regnlatens, Upon completion or cancellation
of the contract, the CSSO will dehrief 2ll personne] not required for cantract closeaut and those billets will be disestablished

5. The OS50 nuusl resivict aceess to only thuse individuals wha Posseas the necessary security clearanee and whi are actually
prn_w_dmg RErvices u_ndf:r rhc_contra-::r_ Further dissemination to other contracters, sub-contractors, nther government agencics, private
individuals or arganizations is prohibited mnless authofized in writing by the releasing apency,

i BCT wwwerials fumished m suppost of this contract rernains the property uf the Dol department o command that roleased it. Upan

vampletion or vancellation of the eontact, all 801 materials fimished will be returned to the direcr custody of the originstor of the
fraterials,

7. Classified foreign intelbgence matenials must not be relvased to foreimn nationuls or immigrant aliens whether or not they are also

consultants, US contractors, or employess of the cotractor, regardless of the level uf thair Security clearance, excopt with advanced
Written permission ffotn the otginatur.

4. Inguiries pertaining to classification guidance on SCJ will be ditectzd to the COR Hsted in para 2 shove. SCT security management
isaucs shal! be directed 1o 580 ASC/NS, phone (937) 153-2932, DSN prefix 785,

#. An 5CI Facility (SCIFy mceting the physical security requiremrents outlined in DO 8% must be either used for contract work ar
eatablished and maintained at the contractor location, All SCTused For this cantract shall he stored, handled, and maintained in a
S, be it the local contractne SCTF ar sinpilarty SCT-aceredited facilities used by the contractor. Address of SCIF for contruct
gaecution: Mdg 620, Arca 13, WPAFE OH

10, For coutract work within a contracior established SCIF, information Sysiend (computers), electronic connaciivily, and simglar
clectronic methods of storing and vommunicating within and outside the SCIF must he in compliapce with DCID 63, DLAM S0-4, the
INCSISSES, and any additonal instructions 1ssusd by DIADAC-2A, HO AFMCING, and 880 ASCYING.

1t The CES0O nust maintaim aceouatability for all clagsified foreign intelligence materials released 1 their cuslody.

12. The CS80 must not reproduce classified forcign intelligence withowt advance approval of the releaving agency. If permiszinn is
granted, each copy will be contralied in the same manner as the ongmal. The C550 must not destroy any classifisd foreign
intellipence without advancs approval of the releasing agency,

13, Reference Block 15 This contract requires access to SCT. I the contractar has establishad 3 SCIF, the Deliensc Intelligence
Agency (DIA) and its designees are responsible [ur all inspections of the contractor SCIF and SCT SCCUNTY MAagentent program for
ensanng compliatice wilh all 5CI security rejgulations and policies,

SC| requirements reviewsd and approved (via email} by MSgt Penny L. Russ, ASC/INS, {937)

A 0 is).
259-4087 on 27 49 2003 {SJS} liffeerive: 27 Februery 2003
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ADDENBUM TO Bb FORM 254 (Block 10) Attachment 2
FOR OFFICIAL USE ONIY {0
(Reference DoD Repulation $40i.7/idir Force Supplement, 22 July [999)

L. GENERAL: FOUQ is information that has not been given a seeurity classification pursiant o the criteria of an Bxecotive Ooder,
bt which may be withheld from the public beeause disclosure would cavse a foresecable harm to an atezest protectad by one or mote
of the Freedonr of [nformation Act {(FOLAY excmptions 2 througl: 7. Additional information on FOUT may he abtained by contacting
the User Agency. FOUG is assigned 1o information ar the rime it [s created in 3 Dol Agency ur derivatively as instructed m a
Security Classificalion Guide,

1 MARKING:

a.  FOUND} intbrmation received {released by a Dol comnponent} should contain the following marking, when received: THIS
DOCUMENT CONTAINS INFORMATION EXEMPT EROM MANDATORY DISCLOSURE UNDER FtM A, EXEMPTIONIS)
_ APPLIES/APPLY,

b. Mark an unclassified document containing FOUD infarmation "FOR OFFICIAL USE ONLY™ at the bottom of cach
page vonmining FOUD mformation and ea the hotiem of the front page or front cover {if any) and oo the back of the jast page and on
the back caver (if any). Liach paragraph containing FQUO infoinmtion shall be marked as such,

¢.  Within 8 ¢lassificd documnent, an individual page that contains both FOUD und classified information shall be marked at the
tap and bottom with the highest sceurity classitication of information appearing oo the pige. Individual paragraphs shall be marked at
the appropriate classification level, as welt as unclassified or FOUO, as appropriate.  An individuat page that contains FOUGO
information but no ¢lassified information shall be marked “FOR OFFICIAL USE ONLY™ at fhe top and bottom of the page, as well ay
cach paragraph that containg FOUQ information. NOTE: For “production efficiency” the entire document may be marked top amd
bottomn wilh the highest level of classification contained within it, as lomg as cvery paragraph is marked @ rcfect the specific
classification of the inforumation it contains,

d.  Mark ether records, such as computer print guts, photographs, flms, tapes, or shides TOR OFFICTAL TIRE ONLY™ so that
the receiver or vizwer knows the record containg FOUD informativn,

e, Murk cach part of a message that contains FOUD mformation. Unclussificd measzpes containmg FOUC information mst
show (he abbreviation "FOU Q" before the text beging,

3. DISSEMINATION: FOLK} may be disseminuted hetween officials of DuD Components, Dald cantracters, consullants and
grantees ko conduct olficial business for DD, Recipients shall be made aware of the status of such information and transmission
shall be by means that preclude unauthorized puhlle disclosure.

4. TRANSMISSIGN: [OLIO information shall be tramstnited in 2 muaoner that provents disclosure of the conrents.  When nat
commingled with classificd information, it may be sent via first-class mail or parcel post. Bulky shipments, 1.e. testtng materials, thal
otherwice qualify under postel regulstions, may be sent by fourth-class mail  FOUQ information ay alse be sent over tacsimile
cquipment, howaver, when deciding whether to use this means, balance the sensitivity of the records agamst the risk of disclosure.
Consider die locition ol sending and receiving machines and ensure authorized persarnel are available W reccive the FOUD
information a3 soon 25 [t is transmitted  Transmirtal documents shall call attennon to the prassnce of FOUQ aulachments, FOUD
information may alsa be sent via e-umail, if it is sent via a systern that will prevent unintentional or unauthorized disclosure.

5. STORAGE: Tosafeguard FOR QFFICIAL USE ONLY records during normal duty heurs, place them in an oot-of-sight location
if yaur work atea is accessible to persons who do oot kave a valid need Ffor the information, A fesr normal duty hours, store FOLO
records i prevent nnauthorized access. File them with ather unclassified rucords in unlocked files or desks when normat intemal
building security is provided. When there is no interna] building security, locked buildings or rooms normally provide adeguate after-
hours pratection. It such protection is not conmdered adequate, FOUD matcrial shall ke stored in locked containers such ag file
cabivets, desks, or bookeascs. Sxpeandinure of fumds for security containers or elvsed areas salely far the prateceian of FOLQ data is
profitbitoed.

6. DESTRUCTION: Whan #o longer needed, FOUO infornmtion shall be disposed of by any mwethed that wil 'prcﬂudc its
disclasime to woauthorized ndividuals.

Effective 12 February 2002



F33601-00-D-P0O0 /5093
ADDENDUM TO DD FORM 254 (Block 11i) Attachment 2
EMISSION SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY ASSESSMENT REGUEST (ESAR)

FOR ALL CTASSEFTED SYSTEMS

1. The contractor shall ensurs that compromising ernanations { EMSEC) vonditions related to this contract are muninized,

2. The contractor shall provide covatermeasure agsessment datz t0 the Contracting Officer (C0), in accordance with Chapter & nf
the NISFOM Supplement, in the fonn of an LSAR. The ESAR shall pievide only specific tesponses 1o the dafa Tequired in
parzgraph 3 below. Te contractor's standard seeurity plan shall NOT be nsed a3 a "stand-alonc” FSAR response. ‘The comtractor
shall NOT submit a detailed facitity analysis/asscssment. The ESAR nformation will be used v complete wn EMSEC
Counternmeasurce Astessivent Revicw of the contractor's facility ro be petformed by the government EMSED authority wsing current
Alr Force EMSEC directives. EMSEC is applied on a casc-by—case basis and further information may be requited @ complete the
teview, The contractur shall provide this infurmation to the CO when requested After the evalnation of the ESAR by the government
EMSEL awtherity, additional EMSEL requirements may he fecessary. When changes te the infurmation requited in paragraph 3
below veeurs (inchiding, but ot hmited to, relecation, additions, or deletiuny of equipment from the onpinal approved room}, the
contractors shatl notity the CO of these changes. Upon request, the contractor shall submit 1o the CO a meaw L5AR, idenulying the
new configuration ar least 30 duys before the change accurs. The cuntractor shail NOT cormmence processing with the naw
configuration untii receiving, as a minimum, interim approval from the CG.

3. *ESAR contents shall include, as a minitmony, the follmwing infornmtion:

a. The specific classification and special vategonies of matetial to be processedhandled by electronic means. Inchude percentage

of each classification levesl used including unclassified (i.e., 5% Top Scorct, 1" Secret/SAR, 25% Secrer, 60% Uhiclazzified).
b. The spevific locanon {complete address, buildmg/room number, or office) where classified processing will be perfarmed.

Includs identification of any other contractor/uumpany located within 200 meters of the facility,

€. Aftach 3 copy ef the Nefense Investigative Service (DIS} Form 147 (o validate physical security and approved storape level of
the facility.

d. Frovide the name, title, and telephone number feommaercial andior 1DSM) of a point of conract at the facility where Processing
will occur.

4. The prime comrractor shail ensure that all subcontractors and/or vendors comply with EMSEC tequirements when performing

classified processing related th this contract. The subcontractor will provide the ahove documentation through their prime 1o the CO
i Cainplete the ESAR,

5. 1o addition o the informating required for all classified Systems, the following will be required far Top Secret processing:

4. [dentify the tadivs (in meters) of the physical control space available araund the sysiem, equipmeny, or facility. Describe
the barriers, doors, [rnces, walls, cic that define (he area. Deseribe the control exercized over the area dwsing duty and yonduty hours.

Dc;criba other factors, which contribute 1o control {i.e., visitar procedures, escoct requirenpents, scarches of personnel andior vehicles,
elc},

!E:. ldentiify the type and location (relative to the classified system) of any unfiltered/telephonie or communication lines, shislded or
upshiclded twisted pair cables or fiber, undergtonnd or unfiltered power lines, candnit, heating and ar eomditioning ducts, water pipes,
etc, that iansgress the estblished controlled arpa,

v. Dozorbe the building in which the classified syalern(s) is houscd, te., concrete block outer walls, 2" X 4" and single ply
gypsent boand inner walls, wue Ooor to e ceiling walls, metallic {steel) or solid wood dvom, windows (if there are windows,
describe the rype of caverings on them), ctc.

d. Thiagrams and'or drawings would be extremely helplul.

6. Additional information may be requested upon review of the docutnentation providad,

*NOTE: A copy of your Automated Enformation S¥stem Security Plan(s) (A155P) will sulfice.
Effcetive 18 July 2002




F33601-00-D-P001/5093

Attachment ?
ADDENDUM TO BD FORM 254 (Rik 11y

NOTIFICATION QF WPAFB SERVICING SECTURITY ACTIVITY

1. Thirty days before the date Contractor operations will begin on Wright-Parersen AFB OH (WTAFD), the Comtractor shalf provide
to 88 SFE/SFAS Bldp 8, 1801 Tenth Sueet, WPAFGR, 041 45433.7625 the thilowing fuformartion:

a. The pame,

address, and telephone numher of your company’s Facility Security Officer and yow designated on-site
SeCurily rcpresentative;

k. The conract number and military contrycting command:

c. The highest classification category of defense infornation to which Contractar employess will have access;

d. The date Conitactor operations will bepin on WPAFR OH,
&, The estinated completion date of aperations on WEAFD OH.

2. This reguircment is in additien to visit request

notification procedures contained in Dalt 3220.22M, Manonal Industrial Security
Program Operating Manuval, Chapier &

Effective 12 Febuuary 2062
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P12 ACCOUNTING AND APFROCRIATION DATA 1 eguedy
ZEE SCHEDU_LE

13. THIS ITEM APPLIES ONLY TO MODITICATION OF CONTRAG TVORDERS,
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Y|
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104
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HCHELY LE OF CIANGIS

1. Pursuant o FAR 52.:232-10 “Avaitability of Funds” and Special Canlrac! Requirements H-675, the
beiow number task order is hareby modificd to fund GLINs 0001 and 0005, Additionally, CLINS 0001 and
0005 ara modifisd to reflect the perind of performance/complelion date change to 03 Nov 2003, As a
result, the total task order price and total amount obligated is increased by S¥0,000.00.

2. Department of Delense form 1155, block 25, is hareby changed from $6.00 1o $#0,000.00. a0 increase

of ¢0,000.00,

3. CLINs 0001 andd 0005 are hereby madified as ollows:

by it Price
ITEM SUPFLIES OR SERVICES Purre:h Linik Total llem Amount
00Q1 LM Change
EST +$70,060.00
Mowrn. LABOR
Mew Total o Amowr:  S70.000.00
ACRN- Al
PRAMIPR. FOIREN3Z970100 $70,000.00
OD1423 s Exhitit; A
Conlract type: ¥ - TIME AND MATERIALS
Start Date: 01 OCT 2062
Complotion Date: 03 NOV 2003
Dazeriptive [ata;
a. The Contractor shall provide non-persanal services in accardance with the
following documents: Attachment 1 "88 Communications Group Statement of
Work, dated 11 Aug 03." Attachment 2 "DD Form 254 Contract Security
ClassHfication Specification,” and Exhibit A "Contract Data Reguirements List"
attached hereto.
b. The estimated price astablished for CLIN 0001 is $743 435.28 for totai period of
performance from 01 Oct 03 through 30 Sep 04,
G. The current estimated price established for CLIN 0001 {5 revised frem $0.00 to
$70,000.00 to support performanca through 03 Nov 03 {refarence clause IA-$23C).
Amount remaining to be funded, $673,435.28, will be accomplished in accordance
with S3CR H-675.
ngos CLIN Change
NSP
Mowr. DATA
Totat ftem Amount. $0.00
D423 js Extibit; LS
Contract type: Y - TIME AND MATERIAL S
Start Dale: 01 OCT 2003
Complcdion Date: 03 NOV 2003

Cheseripliva Latar
2. The Contractar shali provide data in accordance with Exhibit A "Centract Data
Requirements List" dated 11 Aug 2003 attached hereto.

b. The prica for this CLIN is containad in above CLIN 0001.

T3200L00-Ty a0 S0

MFAGL 20T 4



SCHFTILLL OF UHANGES

4. INSPECTION AND ACCEPTANCE

ASC/ENOL Stephen YanHorn iz desipmarted as the offiee respenashle for afl work sweonplished on this order.
Avveptmee will take place ak the Gme of inveice cermtication,

INVOTOING INSTRUCTIONS

Far the purposes of tlus conlract, the contractor s hereby aulliorized to nse certitied invoives in licw of a sepatate
inviHeing repent, |'he contractor shul] submil invoices 1a ASC/ENOL ATTN: STUPHEN VANHORN, 2530
LOOP RI} W.. AREA B, WHIGIET-PATTERSON AFE. 011 454733 for cet i Neation. [Tnam completien of the
certification process, the cortifying official shall forward 2 cupyios} of the certified invoive L the deaipnated
pavrownt office and 1 copylies) i e designaled admimstratgonr office.

Cuertificate of Services (Standurd Form 10343 shall be submitted i accordance with the foliowing procadures:

Centificate of Services - The contractor shall sulinit in wiplicate (original and 2 copica) o manthly Certificate
f Service o the task monitor for cach Order, which shall consist of the nepaftated labor classificalions and honrs
assigned 1o this contract; the number of person-hows worked by gach nezotiated labur classification for e calenda
menth, funded amount; mothly and cummilated expenditures; purcentage expended; and the estimate i complate,
The Cerificuaie of Service shall alse list te ilems of zost incumed in avcordance with the L ontract Lane Diemss 00G1
and O, [odividuad items shevld melude the task vrder's proposal item number.

Lpon determination by the task inanwuger that alf semices stated have bem sahsfactonly rendervsd by the
contractor, the fullowing staternent declating acceptability shall be axecuted on the Certiffeale of Service:

“leertify that the services described hereon have been received and urc aceeptahle,”

{Task Munilor Name and (ifice Sambod} {Lhate)

(COTR Name and Office Symbol)

fa} Invoiges fur public voochers), supported By o statoment of cost for performaiee under this contract, shall e
submitted to the cognizant Delense Conmact Andit Agency (DCAA) pifice pursuant to FAR 32.232.7, Payments L'hoer
Time-And-Malerials and Labor Hour Contiacts. Umnieder the prevagions of FAR 42.805(h). T he DUCAA Auditor, as the
authorized repiesentalive of the Contrarting Ofticer fur examining vouchers received dircetly from contractors, will
tramsmit provisaonally approved vouchers ko the copmizant disbursing vilice for pAytTent,

(b) Thase couta vlaimed which are determined by e DCAA Auditor 1o be unallowabls o suspended, will be identified
on BOCAA FORKM 1 "Notice of Contmac Costs Sospended AndiQr Disuppraved,” which will be jssucd ko the eonmacior,
with a copy w Lhe cognizant AC0. On such aclions of suspendad or disapproved costs, the comrtacter may appeal n
wronp to the cognizant ACO, who will make a determination prompily i wrtihg, Any final deeision by the
Contracting Oflieer may ke appealed thereafier i scvordunce with the provision uf the “[ismees” clause of the
ConTract.

L250001-06 ©2 PO aim 20|
a0 5306 -




SCHEDVEF OF CHANGES

3 Section 3 The following ACRN is hereby established:

{Obligation
ACRMN AppropriationdLmt Subhead!Supplemental Accounting Dalx Amount
AA AGRN Lstablish $70,000.00

57 43400 304 4720 2ZMN1252 040000 59200 T2806F 503000 FO3000
Mew ACRN Amount: $70.000.00

Fumdirng Breakdown:  On CLIN ODOA: +570,000.00
FRAPR: FSTRENSZ297T1100 $70,000 00

6. SECTION H - Sperial Contruvl Requirements {SCRY. SCRs H-675 i hereby revised uy (uollows:

"H-675 Government Unilateral Right te Modify Task Order Fstimated Price,
Amount Obligated and Perlod of Performiance

8. The Gavemment has the ynilaleraf riph o modity FI3601-00-D.T081 -3093 estinuted price, amount obligarel,
and period of performance 1 accordance with the following conteactor projectediestimared monthly bum.rate

Mul Later Than

Modificalion
CLIN Burn-rage Ml orzth [ss<oance Dare
LMt 5d47,213.00 Nov 03 01 Moy 03
64 AUG 0 Tec (3 01 Dec )i
IsR23210 Jan 04 O Jun 02
$55,504.00 Feb (14 Ot Freb 04
SET134 00 Mlari)d Q1 Wlar 4
Fod, 406 ) Aprid 01 Aprod
5423200 hlay 04 [ May 04
$66 33200 Jun [ {1 Jun 04
S03,152.00 Tul 04 01 tul 04
$orb 33300 Ang M 01 s 4
foz,491.25 Sep 4 0] Zep 04

b Curcently as of Moditicarion D1 to abuve puragraph 2" referenced tusk veder, CLIN G007 cunren | estimated prce
wd wmount nhligated iz $70,000.00, which covers perfornunce throneb O3 Now 2003,

. Mot tater than ten {10} duys bofore the end of the perfomunce rerind established in ubove paregoaph " the
Frocuring Contracting Cfficer shall issue a felivr notfymg the Contractur {13 when the next modification will ha
issucd, staring the revised cstimated task order price, extirnated total dellars to be vbligated, and the estirmated poricd
of perfonnunce for the CLIN, ot (2) Stop Work feer maccordance with FAR 57,247 15,

d. The Cantractor shall notify the Procuring Uontracting Olficer in wrlting not ater than fifteen (15) days
prior ta the dates established im above paragraph "™ if there iz a change in the projectediestinated monthhy
burn-rate us established above.”

7. All other tems and conditions remtain uncisngad.

F3 AR U-0-100 | 509301
FALP 40F 4




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRAGT

1. CONTRAZT IDS00e
Y- T

KAl ik PAGEE
1T of 4

2 AMENUIMESAGDISIZAT 0N Y0,

0z

4 =RRRCIVE DATE
G MO 20088

4. REG I CIPURGAAEE REQ b,
ZEE SCHERMILE

'S PRCAIRLE KDY (WM apelicabie)

ASCTHWIS Lin.e
NERPARTMENT OF THE &l FQRCE
ASCIPEW, AREA O, BUILDING 1
184 al LBRCOK. DR, SINTE 3
WRIGHT-FATTERSON AFE OH 45433-5305
JERL 5. TRAYLOR  257-6721 X445

Jerl Travlorfwnpaft af mik

& IS5 ED BY FASGD

7. ADMINIATERE1XRY (W ather Man ltax 6) Go0E L Sraddn

LA VIRGIMIA
TR0 BATTLEVIEW PEWY

. SUITE 200

MAaMALSAS WA 20100 2342

S AlARE AND ADDRESS OF CONTRACTOR (M., alese, xaunty, Elerfe and Z1Ir e,

HE INFORMATION SYSTEMS, INC.
1651 OLD MCADDW ROAD

i BTH FLOGH

MC LEAMN Wa, 221012

[703) 734-7800

Cons 0124115 | FACILITY 0k

Wl i A5, AMCMOMEMNT ClF S0k TaTH0 NO_-
BE OATED /SEE ITEM T1)
104 MODIEICATION GF COMTRALORIRRE N0
X F33A01-00-D-PO0T 5003
1UH ATF ASEE (TEM ]
01 SCT 2003

11. THIS [TEM ONLY APPLIFS TO

AMENDMENTS GF SOLICITATIONS

o fax
submitted; ar (C] Ow Separats letar o lese e whi

By vaunplelion ks 8 g 15, and rturmicg il Hie arendmant, |
uhincludea a referencm to the solict

Ihier aburan: envkareed aoechetion s amended a6 sat foth m lem 24 Thie hoor and dare spesified o racaipl ol (X

RECENWED AT TAHE FPLALE 13 SIIGMATED FOS THE RCSCIPT OF CFFERS FRICE T THE HOUFR: AND DATE SPEC IR
[f2g -tz ral Iz wrnendment wgu) dissire 10 change an ot alnsly subrnitied, 3uch change may be mar by
Iy e szfcization @nd dhis amendmean?, And e escived pror i the gpening Mo are date &

I:l & axskendad, I:l it nnl xhenced

CAars must acknowlede neripd of this zmendrnent B bo tha howr A dabe specilied in the aolkation o as arraned, by ane of the fallow ng Medhed s:

U} By acknowlacqing rrnaipsl af this amendmeant an each copy of the alle

atwncinud arwenoment nomcgrs,  FAILLIBE $ik PR ACKMOWLCDGMENT TO B
Rl RANY FESULT IMN RS JCCTICN OF YOLIFE Ok kR
lerrare or feter, pravided aach ‘elecran on licr rnpkes reference
relesd

12, ACTQUNTING AND APPROCEIN [N DATA {iF requires
SEE SCHEDILILF

IT MODIFIES THE CONTRACT/OR

13, THIS 11EM APPLIES DMLY T MODIFICATIOM OF CONTRACTS!IORDERS,

CER NO. AL DESCRIBED IM ITEM 14,

JTHL CHBNGES SE1 FORTH INITEM 14 AL MAGE N THE G0N 1 HAGT CR0ER NOL 1TEM

IYE ClFANGES faueh as -'.'.'.'\e.'.r.lqe',s In naying offiee,

CHaMGE N ORNDER FRICE: $111,619.00 Incraasa
CHANGE IN ORDER OB MGATON: $111,619.400 Incra=sea

%1
M THE CHANGCE ORDCR 15 ISSLED WHURSIANT TO: |
105
C O TCABCYE RUNEFRRT GONTRAGTADRGET 15 MO DIFIED T HEFTRCT TOE ADMINISTTEST
appooastin iy, cle ) SETFORTI M ITEM 11, PURSLIANT 113 THE AL THORITY G FAR 45,1940,
x . THIS SUPPLCMENTAL AGREEMEN | 15 ENTERED INTO PURSLANT TO AL HURITY QF;
FAR 52 204-2 "Sccurty Reguirements” and SCR H-075
L. QTHER (Specify type of modificaton and wuiborly)
1 .
E. HAPCHRTANT: Cordraonar |_| iE noet, E it reequiree? 20 sign thls document and retumt 1 i e e izsulng offiee,
1M DEECRPTION OF AMCNEME HTAAODTE A | 1 fExeenicod by LCF sechion hedings, wmaiung liiadian/oontract Subiet matler WHeses hoamili: )

SUBJECT: Fund CLINS DOG1 and D005 and Incorporation uf DI Tom 264 Revision 1 dated 31 Oct D3,

Excep? 36 provedenl lnsring all foms erd conditkans of the documen! it raersd in rem S QF 04, a% heretofora chonperl, remadns unehanged and in full o aoed ol
A q

154, HAME AND TITLE OF SIGMER { fyrus ur piriag)

[ 1AA NAME 400 T2TLE OF SIGHZR [ fgns aw pieie)

FRIEDW M. THORNTON
Cortracting Cifiar

5l CONTRACTORSOFFERLIN 152, DATE SILshikl )

Signarure of parsed Fuhanzed ho ag;

WE UNITES ETATES OF AN R I M6C. DATE QIR

Heigned i DEC MN03

Ry

[Figriiee of Canteaeting Oficer

PN ¢00-07 1578070 145G
PREYIJUS EL IO IMNLUSABLE
ConWrite Version 5.5.0

Cregled 20 Moy 2003 1-0F Fre

STANDARD FORM 30 (KEY. 10-B3)
Prescrihad by R4
FAR (48 CF=)p 53.243



SUMEDLLE €07 CHANG LY

1. Pursuant to Special Conlract Requirsments H-675, the below numbered task order is Perety modified
to fund C INs 0021 and 0005 and incorporate Revislon 1 dated 31 Oct 03 Bepartment of Nafenzse
Contract Security Classification Sgecification DD Form 254 (Abtachment 2 to Saction J) pursuant o FAR
B2 204-2 "Security Requiremants * As a resuft, the bolal lask order price and total amoont obligated is
increased by $111,619.00.

2. Dapariment of Defense form 1158, block 25, is hereby changed from $70,000.00 to $181.6149.00, an
increase of $111,618.00.

3 ClINg 0001 and 0005 are harsby modified as follows:

Qly Unit Price
ITEM SUPPLIES QR SERVICES Purch Unit Tatal Mem Armoaunt
0001 CLIM Change
EST +%111,619.00
Noun: LABOR
Mew Tolal Hem Amount: 5181 819.00
ACRN: AR
PRAIES: FSTREMN33 160100 $111.619.00
001423 is Exhitit: A,
Condract type: ¥ - TIME AND MATERIALS
Siart Date: 07 QCT 2003
Complwiion Date: 31 DEC 2003

Descriptive Dela:

a. The Contractor shall provide non-personal services in accordance with the
following documents: Attachmaent 1 "88 Communications Group Statement of
Work, dated 11 Aug 03," Attachment 2 “DD Form 254 Contract Sacurity
Classification Specification,” and Exhlbit A "Contrart Data Requfrements List"
attached hareto,

b. Tha estimated price established for CLIN 0001 is 57432,435.28 for total period of
performanee from 01 Oct 03 through 20 Sep 04,

c. The current estimated price establishad for CLIN 0004 is revised from
$70,000.00 to $181,819.00 to suppert perfarmance through 31 Dec 2003 {reference
clause 1A-423C and SCR H-675). Amount remaining to be funded, $561,516.28, will
be accomplished in accordance with SCR H-675.

o005 CLIM Changs
NSP
Moun: DA TA
Toitaf tern Amount: F0.00
ACHM: Ll
DO132% i Exhibit: A
Contract typo: Y - IIME AND MATERIA! 5
Start Dafe; 01 QCT 2003
Complation Date: 31 DEG 2003
Ouxenptive Datar

2. The Conlraclor shall provide data in accordance with Exhibit & "Confract Bata
Reunuirements List™ dated 11 Aug 2003 attached hereto.

L. The price for this CLIN is containad in above CLIN OO0
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SUHFENL b O PHANGES

4. Section G The lollowing ACRN is hereby ruvised:
Cbligaticn
ACRN Appropriztion/.mt Subhead!Supplermeanixl Accounting Data Amaunt

.Y\ ACRMN Change +5111,619.00
5¥ 43400 304 4720 ZMN1252 040000 59200 v2B806F 503000 FO3000
New ACEN Amoont. $181.618.00
Funding breakdowr.  On CLIN OO01; +5111,619.00
PRAMIPR: FFREMNZZE0100  $111,679.00

5 SECTION H - Special Cuntrael Requirements (SCR): 5CRs H-67 15 hereby revised as fullows:

"H-675 Government Unilateral Right to Modify Task Order Estimated Price,
Aopount Qbligated and Peried of Performance

4. The Gavemment has the uoiluleral right in madity F33601-00-D-PO -50%3 estimated price, wioount ohligared,
and pericd of performance 10 aeeordance witl the ollawing contractor projecled/cstmated monthly bum-rate.

Not Later Than
Modification
CLIN liyrn-rate Mauanth Issuance Date
L) 558,232.00 Jan 04 01 Fan 4
53 A4 Fuh 04 0] Feb (4
F07,134500 Mar (4 [H htar il
$01, 06 00} At 0 a1 Aprid
$38. 2372 1K) May (4 a1 Moy
E60,322.00 Jun 04 01 Tnn (1
hEA 15200 Julin 31 Jul 04
166,333.00 Ay 04 N1 Aug
$62,491.28 Sep Od Ot Sep (14

b. Currently as of Modification 02 tv ubvve paragraph "a" refersnced task order, CLIN 8007 owrvent estimmated price
and amounl obligaied is $1RL619.00, which covers performance thraugh 31 Dee 2003,

€. Nul later than ten {10} days before the end of the performance pertad eslablished in ahove paragraph "b." e
"ocuring Contracting Oilicer shall issus a letrer notifying the Contractor {1} when the neat odification will ke
issued, stating the reviscd estrmated task ordes price, cstimated tofal dollars to be vbligatcd, and the estirmated period
of perfarmance tor the CLIN, or (2 Stop Work letter 1o acoondunee with Falt 52 24215,

d. The Contractor shall notify the Procaring Contracting Officer in wriring not later thaw fiftven {13) days
prior to thy dates establizshed In above paragraph "a* if there {s a change in the projectedfestimated monthly
hurn-rate as established abuve.”

6. Saction } - Atachments Exhibits and Other Documents: Attachmant 2, "Department of Deferme
Contract Security Classification Specification, DD Form 254" dated 27 Aug 0F, i3 harsby deleted in its
enliraly and replaced with Attachment 2, "Department of Defense Cantract Security Classificalion
Specification, DD Form 254 Revizgion 1 dated 31 Oot (03, attached hereto.

7. This Supplemenlsl Agreement constitutcs a full #nd aquitable adjustment arising aut of and in
uennachion with the changos effected hergin
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TIST €1 A LACTIAE TS

DQCLUIMENT PSS O4ATE TITLE

ATTACHMENT 2 5] J10OCT2005  DFEPARTMENT OF DEFENSE CONTRACT
SECURITY CLASSIFICATION SPEGIFICATION, DD
FORM 254

F B -Da[00 309302
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F31601-00=-D--P00L /5097
ATTACHMENT 2

GEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. GIEARANCE aND SAFEQUARDING

o FACILITY 01 ZAAAMCE RZOUIRED

TOP SECRET _
e requirsments uf e Dafl ndusteral Sacurine Mangss Bonhy L.LEVRL OF SAFEGLIAKDNNG NECLIRED
v0 af securily BIpACIS of thiy effort) NiA
Z. THIS SPECIFIGATION 15 FOR: ¥ and compiet: us sopiizeiiel 3. THIS BPECIFICATION IS; (X and compiers a8 appfiivet
4. PRIME CONTRALT NIPMBER
X Y 2. GRIGINAL fComplare data in ol Data rraspoy
F33601-00-D-PON1/5093 Exp Date: 30 Scp 04 ' e ol enses) 3 08 27
b SLBCONTRACT NUMBER % b, REViSED (Supersadas Ravisran Mo, Dace rrvatsnny T
. o préviows gpoes) GI 310 31
& SULCITATION QR ATHER MIMBER OUE Mana (¥ yieado0r
€. FINAL iComwlere fiam 5 i sl coses) Dare Mo,

Classilind matedal rcoivad or gonerstad ungar

4. 15 THIE A FOLLOW-ON GONTRACT? i ¥YES

X I NG. M ¥as, complota the el arwing:

F33601-00-D-PO01/S06Y

fFracestiay Comtract Nomber) s tranalered To the Illow-am Eanbar

B. IS THIS A FINAL DD FORM 2547

I reXDnEs 1o tha controctor's requasted datecr

i r ¥FE [ > l NQ. I Yes, complste tha Pellcering:

. Patnntiom af th identiliou classifisd matsrial is authorizad fee tha panrel rf

6. CONTRACTOR fiacius Comrnerginl Bi1g Govawnent Entity fCACE Codes

a. NAME, ADDRESS, AND 2IF CODE b. CAHECODE | COGNIZANT SECURFTY OFFICE finmn, Atiaress, and 23 Coge)
BS Information Sysicm, Inc 0Z405 DSS CAPITAL REGION

1631 Old Meadow Road, STE 500 10 LITTLE RIVER TURNPIXE, SUITE 430
Mebean VA 22104-4308 ANNANDALE, VA 22003

7. SUBCONTRACTQR

a. NAME, AIDRESS, AMD 2P CODE b. CABECODE | ¢ COGNIPANT BECURITY OTFICE femn, Addess, sad 2 {ade)
NiA, Nid NiA

8. ACTUAL PERFORMANCE o

4 LOCATION B CAGECDDE | o COGHIZANT SECURITY DFFICE (Mame, 4dorss, ang Tis Codes
NiA NiA N/A

2. GEKERAL tDENTIFICATIGN OF THIS PROCUREMENT
Provide communication-computer support for ASC/EM, located in Buildings 560 and 11A.

id. THES CONTRACGT WILL REQUIRE ACCESS T ves * | 11. !N FERFORMING THS CONTHAGT. THE CﬂNTﬂ.ﬂC’TDH WnL: | ¥es | Na
3. COMMIA KTIONS SCCURITY (COMYED] IFORMATION | 0% " Donr ACUITY DR A GUYERKM Y
h  RFSTRACTID DATA x B, RELEIVE CLAGSIFIED DOCLMENTS ChLy '
¢ CRITICAL NUCLEAR WEAPOM DESIGH NEORMATION ' . ALCEIVE AND GEMERATE CLASSIFIED M&TERLAL 0
d.  FURMERLY RESTRICTED BATA > 9, _PAURCATE. MODIFY, OR STORE CLASSIFIED HARDWARE 4
. INTELLIGEMCE INKQRRATICN L rhi _h_ % PEMFURM SERACES GHI T >
11_Seicilive Comparemantad Information [SC1) > R B %ﬁm%rmE 1= FUERTD x
|21 Naon 5CI . 3 o ¥ CEN IEH ID!ICPEWMIE%“ X
' P access wumﬂnn o h.  PEQUIRE A COMERC ACCOLNT 7y
@ NATO INFOPRARTION i, HAVE TEMPEET BEQLLREMERT S o >
h. FOREIGH E-D'-'EH-P:MENT INECHMA T I s P HAVE GRERATIANS SPOURITY 10PSEC] REQUIREMENTE x|
. tIMITED: DIEEEMUATICHN WF DRMA | I0N b, BE MITRIRAIZED TO LISF THE OCVTh3s COUMIER SERVICE X
j.  POROFFICIAL LISE OMLY INFORRAT 5N Y L OTHLR iSpecites
k. OTHAR fSpecityr Nuotification of Govermient Sueurity Activity is required. w0
Ser addendwsn,

DD Form 254, DEC 20 (EF-VT} trecronm Pany

F.'-"‘Ew'r.uk: cdifions Bre dhIHere.

R P



33601 -0G-D-1Q01 f 5063
ATTACHMENT 2

12, PUBLIC RELEASE. Any Infrrtstiar |clgssfed ur uncianyitisd) pertnnag b bhis cantee Shelt NGt ba rabmasert for pabie dissa masalion TECART 8% DrOwsded by tha fmdugtngl
Brruirty Wanunl ar urieE of bas bren appraved far pbhc feduan by ApCedptinte Gaverrimant awtAAriey. Fropoied pulbbs relnesad skt be Fuberelioat for mnprzens prige 1o rrelcaye

I I‘Dimn: L_:-"( Throuags riueire):

ASC/PA, 1865 dth Street, Room 204, WPAFB, OH 45433-6503

te 1 Rismckrato for Frpepaom 8t information ard Sewurily Review, DFfice of 7@ Aasistant Eonreaary of Diianss [Pubks AFairst ar revise,
Inthe =a3a of AorOIo0 Lser Aguwive. requons 108 diteitdure $hab by submiced m tha Aparcy,

13. SECURITY GUIDAMGE. Thi: srcurmy clanslfiestion gusmics ngmd or tis cisasifled offort . ramifod Dol 7 any ditficay o5 srcauitead |n apalying th Gued s or # sy
uther contriguiing factor indicBies u newd dor shovges in The QUIPARZS, v CAEauEon & ashoizad snd ENCIRIR 1 puvile menmmanded changes: 10 chiflenga the guedance o the
CAEEfCalion seigned to any informscion o walersl Wenishes o penarneest bndier tiE CONWACY,; ard co spbmb ARy QuEttions v mitararelation of thia Auidineg o The uMicisd remitied
belowr. Panding firal gaciton, the vilorinatian invrived sRail ta bendied B protecteg BT phe Righast meel 04 cletmlicaion mealzasd orF (e wrrardal. (G i AT pppeEriale far e
SR Wl fart. AAMACh. o7 Farse il JEDRFEIN Cirempundence, iy U TN G R Es ey rafaranes Rerkil, AdS Muirfonal poges a3 ppeced 1o pigvrl comphnie

The National Industrial Security Program Cperating Maoual (NISPOM), Jan D35 applies to this confract.

a, Ref Bik 10a; COMSEC Safeguarding requirements apply. Far on-base parformance, COMSEC is incurmbent o EOVErnment.
b. Ref Blk 10e{1): Contractor requires access to SCI materials; SCI security requirements apply, see SCI addendum for details,
¢, Ref Blk 10:(2): Comtractor will require access to intelligance information and must comply with AFT 14-303/A1MC
Suppleménl 1. The Program Manager has duermined that disclostire chwes nof create an trifair comypetitive advantape for the
coutractor or 3 conflict of interest with Ihe eonteactor's obligation 1o protoct the information, The contmactor will submit the
AFMC Farm 210 to ASC 510 (ASC/IN) for approval prior to granting access,

d. RefBlk 10j: For Official Tkse Only (FOUO) applies. Sce addendom.

t. RefBlk 1la: Using activity will furnish complete classification guidance for the service to be performed. Contract
performance is resiricted to ASC/ENOIL, Bldg 560, and ASC/ENM, Bldg 11A, Area B, WPALB OH, If any classified
information is pencrated in the performance of Lhiy coniract at the identified location, the contracter shall apply derivativa
vlassification and mmarkings consistent with the source material,

f. Ret Bk i1l EMSEC requirements apply. See addendum.

2. RefBlk 11L: The Netification of Government Security Activity and Yisitor Group Security Agrecurnt clause applies. Sco
contract clause in Scctiom 1 for details.

h. Functignzl Area Chief: Karen Crothers, 88 OG/SCXP, (937) 255-9471 X500

1. T'uncdonzl Area fivaluator: Stephen L. WanHom, ASCYENOL, (937) 255-3313,

J- ACOQ Address: DOM Dayton, L7253 Van Patton Drive, Bldg 30, Area C, WBAFR OH 45433-5302,

i. RefBlk I7(. DISTRIBUTICGN: 8B SUS/SFAS, ASCAN, ASCIRAN (Security Manager), and ASC/ENCH.

Coardigated (via email) by LiCel Barbara F. Furyk-Gison, ASC/N, {9373 255-8168 on 27 Awg 0F (gfz).

14. ADDITIONAL SECURITY HEQUIREMENTS. Rayuimirmnis, n sagitien 16 150 Tequiemints, s 43dshad for thi conhacl, &7 ¥es, mmyi > | vas l Ho
i STt Covl IR A Cliused st Dse cuvtrec? dacurronT il AF ArpWTEE B0 IO GO ARt el wivsh idondifaes tha e PRI AL CrD ey -

A Lopy af the ICQUINKTAREY 12 TR FAQRIERIE BMcutily oiiCe [fse Pt T3 i aciclitinmed snaew i meaos)

J
a. Ref Blk 10e(1): SC1 Requirements apply. See addendum for detalls, COR: Larty Tarantef! SCI Billet.
b. Ref Ik |Uf: Special Access Requitements/Procedures apply. Guidance for gaining access will be provided by SAF/AQ.

15 INSPECTIONS. Ehrispirls o 26y conteast ara clinsich tha WEparisn re spansbiity ot T cogetan L ety atfice, i Yes, idenafy apoeiin [ - ' Yig J r Mo
Hea ov chemenfs oorved anl G e aeriiny reEannEiE for faspecians Lae e 13 7 sodivionsd xnsne fa nwencid.f -

a. Hef BIk 111: D55 is relieved of all security oversight for performance oo the installation. For performance an WPAFE,
security oversight will be under the cognizauce of 88 SFS/SFAS for non-SAR performance and by SAF/AQ for SAR

performance.

16, CERTIFICATION AN SIGNATURE. Securlty requirsments atated harain are complete and ndaquate for safagusrding the classhed
Inferidion to be releayed or gensrated under this classified aifort. All quastions shal b ralsirad ko the officlsl nemed bolow.

. TYPED NAME OF CLRTIFYING OFFICIAL L. TITLE £. TELEFHONE dmchide dres Gotter
FRIEDA THORNTON Contraciing Officer

_ ) Y37 A57-2135 EXT 44407
d. ANDAESS (i o Coued | 17. RECLNRED DEETRIBUTION
ASCIPEW A CONTASCTOR

b SUBCONTRAL TR

X
1840 Allbrook Drive [ - '
OH 45433-T a6 : ' . TAPBX v EARNIZANT SECURIEY UFFICE FOR PARME A SR (N THACTOR

Wiight-Patgerion A FE,

-

&, ADMINISTRATION TONTRACTING SEFICER

- c 3 O R E I :‘-: ;:I-IL ]-“wf 4 UL ACTIVITY RERDNSIBLE FOR OVERSFAS SECINGTY ADMINISTAA TN
[ X

Y. O HERY A% MECESSARY




F33601-00-D-P0N1 /5093
ADDENDUM 1O DD FORM 254 (Biock 10e(1}) ATTACHMENT 2
SENSITIVE COMPARTMENTED INFQRMATION (SCT) CLALSES

I. Reference Block 14: AFMAN 14-304; oD 5105.21-M-1; DCID 6/3, /4, 6/8, 6/9, and 17| 8, IDCEISSE: and DIAM 50.4 provide
the necessary guidance for physical, persannel, industrial, information, and information systems security measures and is part of the
Sensitive Comnpartmented Infonmation {3C1) secruity specificarions for the coptract,

2. SCT will not be released to contractor crployess withoot the specific release appreval by the eriginator of the material as autlined
in the poverning directives and baged on priur approval and vertification of “nced-to-know™ Ly Lhe Contracting Qfficer™s
Representative (CGR):

Larry Tarante ARCENMM 67d-T 64
(Nare) {Office Symhal} {Phone)

3. Namwes of contructor personne] requiring access to SCI and Justification for SCT billets will be submitted for conrdination and
action to 530 ASC/INS afier the contract maonitor appreval/conenrrence, Upon receipt of writien approval from the COT the
Contractor $pecial Security (Mficer (C35C) may subout the beressary formis to Defense Secunity Svovice {DSE) for a Single Scope
Background Tovestigation {SSBI) for those personnel nominated for SCI aceess in accordance with the National Industrial Security
Program Operating Manual (NISPOM),

4. This contract requires a total of _ | SCT contract billets in order to fulfill contractual ebligations incurred. SCI access is subject
to LS Government review and approval s outlined in the aforementioned SCT secunity regulations, Upon completion or cancellation
of the contract, the CS50 will debrief all personnel not required for contract closeour and thosc billets will be disestablished.

5. The CS80 rmust restrict access to onty these individuals who possess the accessary security clearance and who are actually
providing services nnder the contract. Further dissernination to other coniracions, sub-contractors, olher povernment agencics, private
individuals or urganizations is probubited unless anthotized in wrthng by the releasing ageney,

6. SCI taterials futnished in support of this contract remains the property of the Dol depurtment or cornmand that releasad i Upon
completion or cancellation of the contract, all SCI raterials fumished will be retmed 1 the dircet custody of the miginator of the

muaterials.

7. Classificd forsign intelligence materials must not be releascd o foreign pativnals or immigrant aliens whether or not they arc also
consulanis, US contractors, or employees of the contractor, regardless of the level of their security clearance, except with advanced

wrlitens permmission from the originator.

§. Tnquiries perteining to classification guidance on SCT will be directed (o the COR listed in para 2 above. SO security manapement
issues shall be directed to SSC ASC/INS, phone (937) 255-3932, DSN prefix 785,

9. An SCT Facility (SCIF) meeting the physical security requiremments outlined in DCID 6/9 st be either used for contract work or
cstablished and maintained at the contractor location. AU 5CT used for this contract shall be stored, handled, and nmintained ina
SCIF, be it the local contractor SCIF or similarly SCl-accredited facilitjes used by the contractor. Address of SCIF for contract

execution: Bldp 420, Area B, WFATE OH

1. For contract work within a contractor established SCIF, information systems {. computers), electronic counectivity, and similar
electronic methods of stoting xnd communicating within ad outside the SUIF must be in vompliance with DCID 673, DTAM 50-4, the
MCSISSS, and sny additional instructions issued by DIATAC-2A, HQ AFMOYINS, zod 580 ASCTINS.

1. The CSSO must maintain accountability for all classified forcign intelligence nalcrials releasad to their custody.

12. The C850 must not reproduce classifted forcipn intelligence without advanze approval of the releasing agancy. If permission is
granted, each copy will be controlled in the spme manser as the onginal. The TS50 must not destroy any classified Yoreign

intelligence without advance approval of the telsasing agency.

13. Reference Block 15: This contract requires accuss to SO0 [fthe contractor has established 2 SCIF, the Defense Intellipence
Agency (DIA) and its designees ac responaible for all luspections of the contrectur SCIF and SO security managament program far
ensuring conpiiznce with ali SCT secwity regulations and policies.

SCl requirements reviewed and approved {via email) by MSgt Penny L. Russ, ASC/INS, {937)

255-4087 on 27 Aug 2003 (sjs).
Effective: 27 Febroary 2003



F33601-00-D-P001/5093
ADDENDUM TO DD FORM 254 (Klock 50j) ATTACHMENT 2
FOR OFFICIAL TiSE ONLY (FOUD)
{Reference DoD Regulation 5400 7/4ir Fores Supplemeny, 22 July 7199%)

l. GENERAL: FOUG is information that has not besn given a security classification pursuant tu the eritetis of an Executive Ornder,
but which may be withheld from the public because discloswre would canse a foresecahle harm 1o 26 interest protected by one or more
of the Freedom of Luformstion Act {FOLA) saemptions ? through 9. Addivepal information on FOUQ may he obtained by contacting
the User Ageney. FOUQ is assigned to information at the time it is cpaated in & Dol} Agency or derivatively as Instructed ig o

Security Clessification Guide.
2. MARKING:

8. FOUQ infarmation ceceived {refeased by a DoD cumponent) should contsin the following marking, when reccived: THIS
DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER FOLA, EXEMPTION(S)
— APPLIES/APPLY.

h. Mark an unclassified document contzining FOUQ information "FOR OFFICIAL LISE ONLY " at the: hottom of each
page contaiming FOUG information and on the botror of the frone page or frunt cover (if any) and oo the hack of the last page and on
the back cover (if any). Hach paragraph comtaining FOUQ information shall be marked as such.

c. Within a elassified document, an individual page that contains buth FOUO 2nd classified mformation shall ke marked at the
top and bottom with the highest security claszification of information appeating on the page. Individuai paragraphs shall be marked at
the appropriate classification level, as well as unclassificd or FOUO, as appropriate.  An individual pape that comains FOLIO
information but no classified inforation shalt be marked “FOR OFFICIAL USE ONLY™ at the top and bottom of the page, as well as
each paragraph that contains FOUOQ infornuation. NOTE: For “production efficiency’™ the entire document may be marked top and
hotiom with the highest leve! of classification contained wathin it, &3 lung as every paragraph is marked to reflect the specific
classification of the information t conrains.

g, Mark other recards, such as compuiter print outs, photographs, fidms, tapes, or slides "FOR OFFICIAL USE ONLY" 30 that
the receiver or viewer knows the record contains FOUC ipfornmtion,

€  Mark each part of a message that containg FOUO information. Tinglassified messapes contaming FOUO infornmtion must
show the abbreviation "FOUG” before the teal begins.

3. DISSEMINATION: FOUO may be dissemingted between officials of Dol Components, Dol contractors, consuitants and
prantses to conduct official business for Do, Recipients shail be made aware of the stalus of such information and transmission
shall he hy means that preclude nauthorized public disclosure.

4. TRANSMISSION: FOLO information shall be transmitted in @ manoer that prevents disclosure of the contents. When pot
commingled with classificd information, it may be sent vis first-glass mail or parcel pust. Bulky shipments, i.e. testiog marerials, that
otherwise qualify uuder postal regulations, may be sent by fourthclass mail, FOUO information may 2a]so be senl over faceimile
equipment; however, when deciding whether to uge this means, batance the sensitivity of the roeords apainst the risk of dizclosure.
Constder the Iocation of seoding and recciving machfnes and ensure zuthorized persennel are available to recewve the FQLID
information as $o00 2y it is ransmitted.  Transmittal documents shall cail sttention o the proscnce of FOUO avachments, FOUL)
information may alse be sent via e-nwil, if it {z scnt via 3 system that will provent nnintentionsl or unauthorized disclosure.

3. STORAGE: To safeguard FOR OFFICIAL USE ONLY racords during normal duty hours, place them in an eut-of-gight location
if your work are is accessibic to persons wha do not have a valid need for the information. Alfter normal duty howrs, siore FQUO
records to prevent unguthorized access. File them with other unclassified roeords in nolocked files or desks when normal internal
building security is provided. When theie is no internal building security, locked buildings or rooms pormally provide adequate after-
hours proteclion. I such protection 15 not considered adequaie, FOUAY matenal shall be stored in locked containers such es file
cabinets, desks, ur bookcases.  Expenditure of funds for security coniatners or closed areas solely for the pravection of FOUD data is

prohibited

6. DESTRUCTION: When no longer needed, FOUQ information shail be disposed of by any method thar will preclude its
diselosure to mguthorized individoals.

Effective 12 Febma y 2002



F33601-00-D-P001/5093
ADDENDUM TO DD FORM 254 (Block 11i) ATTACHMERT 2
EMISSION SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY ASSESSMENT REQUEST (ESAR)

FOR ALL CT ASSINIED SYSTEMS

!, The contractor shall ensure that compromising emanations {EMSEC) conditions related to this contract are runimized.

2. The contractor shall provide countermeasure assessment duta te the Contacting Officer (COY, in accordance with Chapter § of
the NISPOM Supplement, in the forn of an ESAR. The ESAR shall provide only specific responses o the data tcguired in
paragraph 3 below. The contractor’s standard security plan shall NOT be used a5 a “stand-alone” ESAR response. The vaniractor
shall NOT submit ¢ detailed facility analysivassessment. The FSAR infornmtion will be wsed w complets an EMSEC
Cuountermeasures Assessment Review of the contracior's facility to be performed by the government EMSEC authority using current
Air Force FMSEC directives. EMSTC is applied on a case-by-case basis and funther information may be requited to complete the
teview, The contractar shall provide this information to the OO when requested. After the evaluation of the ESAK by the government
EMSEC suthonty, additional EMSEC requirements may be nccessary.  When chenpes to the information required in parzgraph 2
below occurs {including, bur not limited 1o, rclocation, addilions, or deletions of eyuipment from the original appraved rootn}, the
contractors shall potify Lhe CO of these changes. Upon request, the contractor shall submit to fhe (2 3 new ESAR, identifying the
wew configuration at least 30 days hefore the change ocours. The contractor shall NOT commence processing wilh the new
configuration until receiving, as 8 mnimum, interim approval from the 0.

3, *ESAR contonts shall include, a5 2 rinimurn, the fallowing information:

a. ‘The specific classification and special categorics of material to be processed’handled by electronic means, Include percentage
of each clagsification level used including unclassified (ic., 5% Top Secret, 10% Scorct/SAR, 25% Secret, 50% UUnclaszitied),
B. The specific location (compiete address, building/room aumber, or oflice) where classified precessing will be performed.
include jdentification of any other contractar/company located within 200 meters of the facility,
. Altach a copy of the Defernse Investipative Service (D18 Form 147 1o validate physice] security and approved storage level of

the facility.
d. Providc the name, title, and relephone number (commercial and/or DSN) of 2 point of contact at the facility where processing

will ocur,

4. The prime contractor shall crsure that ail subcontractors and/or vendors couply with EMSEC requirements when performing
classified processing related to this contract. The subcontractor will provide the above docamentztion through their pime to the 0

to complefe the EEAR,
5. Tn addition to the infonmation required for all classified systema, the follvwing wiil be required for Top Secret processing:

3. Identify the radius (in meters) of the physical control space available around the syutem, equipment, or facility. Describe
the barriers, doors, fences, walls, ctc that define the area, Diescribe the control exercised over the area during duty and nondury hows.
Describe other factors, which copaibele 10 control (Le., visitor procedures, escort requirements, searches of personnel andror vehicles,

ety

b. Identify the type and location (relative o the clessifisd system} of any wnfiltered/telephone or contimunication lincs, shielded or
unshielded bwisted pair cables or frher, nnderground or unfilterod power lines, conduit, heating and sir conditioning ducts, waler pipes,
ete, that transgress the established controlled area.

¢. Deseribe the building in which the classificd systemy(s) is housed, i.e., concretc block outer walls, 2" X 4" and single ply
gypsum hoard inner walls, true floor to e ceiling walls, metallic (steel) or solid wood doors, windows {if there are windows,

drscribe the type of coverings o them), ete.
d. Diagrains und/or drawings would be extremely helpfui,
b6 Additiona] infoomation may be requested upen review of the docwnentation rrovided.

*NOTE: A copy of your Autoaouted Infermation System Securlty Plands) { AYSSP) will suffice.
Effzctive 1R Iniy 2002



F33601-00-D-P(i31/5093
ATTACHMFNT 2
ADDENDUM TO DD FORM 254 (Blk 115
NOTIFICATION OF WPAFB SERVICING SECURLTY ACTIVITY

1. Thirty days before the date Contractor operations will begin on Wright-Puticrson AKB UH (WPAFBY, the Conttactor shall provide
o BR SISSFAS Bldg 8, 1801 Tenth Sreet, WPAFB, OH 45433-7625 the foltowing infoemation:

2. The name, address, and telephone aumber of your campatyy’s Facilily Scoority Officer and your designated on-site
sELurity representativa;

b. The cortract pumber end military contracting colurnand:

¢. The highest clasgification category of defense information to which Conmactor employees will have aceess;
d. The date Contractor operations will begin on WPAFB OH;

€. The estimated completion date of oparations onr WPAFR 011,

2. This requitement is in addition to visil request notitication procedurcs contained in Dol 5220.22M, Natirma! Industrial Securily
T'rogram Operating Mamual, Chapter 6.

Effective 12 Febmary N2



' COMTIA CODE T A AGS

| AMENDMENT OF SOLICITATION/MODIFIGATION OF CONTRAGT TR i TR R

2. AMENDMENTMODIFICATION M A CFFECTIVE Dol 4. REQGISITIONIRCHASE REDHO. ’ | 5. PRULIFCIT M [ spmécania]

03 071 JAMN 2004 3EE SCHEDULE

, B ISSUEDBY  ASTVPRWIS &obe TARGDS P ADMIMIZTERF I HY (1 allwr thar Mem &) GICE | SuzdmA |

DEFAR TMENT OF THE AIR FORCE DCMA VIRGMIA

ASCIPEW, ARFA G, BUILDING 1 10500 BATTI EVIEW PRWY

1940 ALLBRGOK IR, SINTE 3 SUITE 21 '

WRICHT-PATTFRSON AFE COH 45433-530% MANAGEAS WA 2012342
SEQRGEANN THOMPSON 03725721358 X4432

GeargeAnn. Thoinpsang@wpaft. afmil

8. MAME AMD ALUHE 2R OF CONTRACTEMR M., Siread, county, Skale ong 2P Soge; el Ph, AMENDME M (IR ZOLCITATION Mo,
RS INFCRMATION SYSTEMS, INC,
1651 OLD MEADOW ROAD A5 DATED [BCL 700 11 |
5TH FLOGR ,
' "‘;EE'LE";‘? ;"";* D§21 0z 1A MODIFICATION 3F GO WAL URTER N0,
{704y 7.40- X H33801-00-D-POGY 5003
¢ TOB. 13 FT {SEE ITEM 73]
CODE  0ZAU5 | FACILTY CODE | 01 0CT 2003
11. THIS ITEM DNLY_F-.F’F’LI[:H 10 AMENDMENT?} OF SOLICITATIONS
| _| The abevl fumkerad ecicililion s amendad 82 el forth in Ham 1. 1ha fum s dete aperified for recaipt of Of luis I:l iF exbadad, D its 1 evhansad.

Llees eicst ackngwledge racaipt of thws aniern)nenl prior oo the hoar and data Specadied i the salcaatior & as amended, Ly une of the fallewd g Medheds:

ta) Oy cOM@ktng ltems 8 ol 15, sad retuming popiss of thie suneidrment; (b By acknowladging ol uf fhis emendment on a3ch capy of tie allir

J submitlesd, 1] By separats letes o talagram which anchiles 2 referenes bo the selicitaban @l swngndiment numbess,  FAILURE Lk YOR ACKMOWLCDGSMONT T BE
HRCRIVED AT THE MACT DESIGNATEL FUR THE RECEIPT OF OFFERS PRIDK 11 |HE MR AND D& TC SRECIFIEL MAY HEZULT IM REJECTION OF YOUR (ki
If by wirtus of thie Aamendnwnl you desire b change an oHar already sulumitlind, such change may bs made oy ek rarm or [eter, pravided gach talegram kil inaghos refarence
to the snlkatatinn une this amendment, ard is raceivad poor o thr vpening hour and Jdata speched

12 ACTURINTIMG AND APTROPRIATION DATA A conprcs

S5EE SCHEDULE ) _
13, THISITEM APPLIES OMLY TO MOBIFICATION OF CONTRACTIORDERS,
IT MODIFIES THE CONTRACTIORDER NO. AS DESCRIBED IN [TEM 14,
141
A THIS CHAMGE RIER IR ISSUED PLIRSUANT To: ¢ J1ME CHANGES SCTFORTH IM ITRM 14 ARE MADC IN T3 C COMNTRAS T CRIRE MC ITEM
ok

B THEABOVE NUMBCRED CONTRACTARIT=R 1S MCOIFIED T REFLECT fHF APMINISTRATATT CF IBMGES Jenah ot rhangus in paving cifizg,
Bpompriation dafa, sfc.) Bk 1 FORTH IN ITEM 14, PURSUANT TO ‘THE ALITHORITY OF FAR 821035,

U THIZ SUHPLEMENTAL &GRCEMENT 15 ENTEHED INTO PURSUANT T0O AT THORITY QF:

X | N7 OTHER {Speciy type of modifcatinn anm o]
Unilateral, SCR H-575

E. IMPORTANT: Luntractor 4 I3 g, |_ is required b saegn his document and mium e o ihe 1230ing atice,
14 DESCRIFTICN Lk AMENDMENTMSDIFICATION [Crgamaed Iy L 1IF secllan Readings, fGicing Scll e CantrBCt SUtes] faltar wnans (Eawik: |

BUBIECT: Fund GLINS 00017 snd 0005

CHAMGE iN ORDER I'RICE: $58.232 (M Incroass
CHANGE IN ORDER QOBLIGA T MIM: $58, 232 00 Incroase

Except a3 provided hamsin. all terms ol wondizions of the documen sefarancad u Hern B8 or 104, s eratofora changul, mmeirg unchanged ard i full forca and Al

LA WAME ARD TITLE AT SIGNER [ Tyos or pnnd) 1BA MAME ARD TITLE OF SIGHER | Fppes rar prind)
FRIEDA M. FHORMTON
Caniraciing Cficar
18R CONTRACTOROFFERDRE | 155 DATE SIGHED 1R, UMITE D GTATES LF AMFHICA 162, DA TE BHSMET
1
Nelgrad:! 13 JaMN 2004
_ By__ - o
(GigRatue af pessew utharized o glga) [Eynechen of Gontreering OMcar)
MEM TRAD-01-152agry 30-105 ' STANDARD FORM 30 (KEV 1053}
PREVICUE EOrTION UNUSARLE Preacribed by GSA
Conite veson 5,55 FAR 43 CTR) 53243

Cereated 13 Jan 2004 157 P



SURFDILLL GF CRAGTS

1. Pursuanl lo Special Contract Requiremants H-575, the batow nurmlier task order is hareby modifisd to
fund CLINs 0001 and 0305, Additionally, GLINs 0001 and 0005 are modified o reflect the period of
performance/completion date changa to 31 Jan 04, As a rexult, the total task order puice mnd total
amcunt chligated is increascd by 5528,232.00.

2. Departmant of Defense form 1155, block 25, 1s hereby changed from $151,619.60 to $239,851.00, un
increase of $58.232.00

3. GLINz (D01 and 0005 are hereby madifisd as follows:

ITEM

ity Unit Price
SUPPLIES OR SERVICES Firch Uinit . Tatal Hem Amount

0001

oo0s

CLIN Changs
EST +358,232.00

fowrr LABOR

MNow Tofal e Armount:  $239 851,00

AR -7

PRAIPR: FOIREMNA3640100 $58.232.00
DO 323 is Exfibit: A

Contract type: ¥ - TIME AND MATERIALS

=fart Date: o OCT 2003

Completion Date; 31 JAN 2004

Descriptive Data;

a. The Contractor ghall provide non-persanal services In accordance with the
following documents: Attachment 1 ™88 Communications Group Statement of
Work, dated 11 Aug 03,” Attachrment 2 "D Form 254 Contract Security
Classification Specification,” and Exhibit A "Contract Data Requiremants List",

b. The astimated price established for CLIN 0001 is $743,435.25 for total perlod of
performance from 01 Oct 03 through 30 Sep 04.

¢. The currant astimated price established for CLIN 0001 is revisad fram
$181,619.00 to $239,851.00 to support performancs through 31 Jan 2004
{refarance clause IA-423C and SCR H-675). Amount remaining ta be funded,
$503,584.28, will be accomplished in accordance with SCR H-875.

CLIN Shargge
M3P
Mo DATA
Total ferer Armouni: $0.00
ACEN: u
DO142% iz Exhibit A
Contract hvpe: ¥ - 1IME AND MATERIAL S
Start Date: 01 OCT 2003
Complation Date: 31 JAN 2004

Descriptive ata:

a. The Contractor shall provide data in accordance with Exhibit A "Contract Data
Requirements List” dated 11 Aug 2003 attached to the basic Order for Supplies or
Services.

b. The price for this CLIN is contalhed in above CLIN 0001,

FA260100-C1-BN0d 14114

FAGE 2 00 1



SUHFLILEE OF ClIANG A

4. Section G The following ACRN is hereby changed:

Qbligatien
ACRM __Approprigtion/Lmt Subhesd/Supplemental Accounling Data ) __ Amount
Ak ACRN Change +558,232.00

5S¢ 43400 304 4720 2N1252 040000 58200 F2E08F 503000 FOZ0G00
Mew ACRM Amount:  $239,851.00

Funding breakdows:  On GLIN 0001 1558 232.00
PRANEL: FS1REN 33640100 $58,232 00

5. BECTIONH - Special Contracl Requiremants {2CR). SCRs t1-6750s hereby ravised as iollows:

"H-675 Government Unilateral Right to Modify Task Order Estimated Price,
Amount Chligated and Period of Performance

a. The Govemment has the unitateral right to modify FA3801-00-0-P001-5043 wstimated price, amounl
obiigated, and period of performance in accordance with the following contracter projecter/astimatad
rmanthly burm-rate.

Mot Later Than
Modification
CLIN Burn-rata onth Issuance Date
a0 $55,504.00 Feb D4 & Feah D4
67 1300 Mar 04 01 Mar 04
$64.406.00 Apr 04 01 Apr 04
$58,232.00 May 04 01 May 04
$66.232.00 Jun 04 &1 Jun 04
563, 152,00 Jul 04 01 Jul {4
HEE. 333,00 Ang 04 01 Aug 04
P62 49128 Sep 4 Of Sop 04

b, Currently a= of Modifization 03 to abova paragraph "a" referenced task order, CLIN 0007 cumrent
eslimated price and amounl abligated is $239,851.00, which covers performanca through 31 Jan 2004,

C. Mot later thar 1en (10) days befare the and of the perfarmance pencd established in above paragraph
"b," the Procuring Contracting Officer shail issue a tetler rotifying the Conbraclor 1) when the next
modification will be: imruad, stating the revised astimated task order price, estimatad total dollers to ha
obligater, and the estimated period of performance for the CLIN, or {2) Stop Work latter in accordance
with FAR 52 242.15.

d. The Cantractor shall notify the Procuring Cantracting Officer in writing not later than fiftesn
(15} daya prior to the dates establizshed in above paragraph "a” if there is a change in the
projected/estimated manthly burn-rate as established above."

B. All other terms and conditions remain unchanged.

F Ay [ -0 -1r-1001 S06302

FAlib 1 OF 3



ORDER FOR SUPPLIES OR SERVICES PAGE 1 0F 16 |
1. CONTRAC NFURCH DRDERASRAEEMEYT NI-'J. & BEUVERY SRAFR! CaLL hi{:l. 3. DATE OF ORDEMCALL 1, REQUISITINNTIRCH RLIMIEST N, . PRIORITY
(Y YMMMOL
F 22360 1-00- -0 HIHS 01 DES 4005 alilh SCHEDULE Di1-Ch
| & issuEnay ASCIPKWIS vive | FABGDd | 7 ashislSTR.D 8% (it Gitar e ) vune | B24040 B, DLLIVERY FOB
DEPARTMENF UF THE AIR FORCE | DOMA VIRGINIA WEST MATICH
ASCIPKW, AREA C BLII DING 1 "0300 BATTLEVIEW PHIARY * | oHer
P10 ALLBROOK i, SUITE 3 | SUITE 210 “Hon Sl 7
WRIGHT-PATTERSON ATR OH 45433-5300 MANASSAS wva 20109-2345 !
JERL 3. TRAYLOR  2a7-BE721 X4425 ‘
Jan Traylori@wpafo.af ol
ylor@wpa | SCM: © PAS: (NONE)
8. CONTRACTOR covke | DZALS i [r=1TIE] 10 DELAYLM 104 FOB POINT BY (i) 11, XIFELEINEER IR
RS INFORMATION SYSTEMS. MO, (OCRIMMCD | SEE SCTHEDULE O s
NAME 16891 QLE pEAROW ROAD 12, IEGOENT TERS ¥ | sneall 1 sas-
A 5TH FLOOH VAHTARED
w2
Al WD
PSS MC LEAN VA 22102 N I Rt
(703} 734 7EOO T, MAIL INVDICES TO ADDRFRS 1N BLOGR
Seo Schedute
14, ZHP TO Sa0c 10. PAYMFHNT WILL Bt MADE BY [SITaTH | H:Q D?SB '
3EE SCHEDULE ‘ DFAS-COSOUTH ENTITLEMENT OFER { AR AL,
GES AN
P O BOX 182264 | TRARERS wins
K _ H IDENTIFICATION
COLUMBLS OH 4321B-2254 ‘ P
BLOICKEA aln 7
. EFT.T ] i |
148, DELIVERYY | 1B dal vany uderisil s 5508 on aralhgr GOvE L L Iny Or I Bo2oe0ancg vy el BUsjLL I T And ronaE s o Ahses s ke e caniriel
TYRE oAl | » 1
oF . FURCRASE | Referancy yiu” firmitzn e fﬂllﬂ'ﬁ".';g o 'dl'lc; spt Tl Fenatn
DRODER | i ALCLEPTANCE. ThE CIINTRACTON VLR LUCERTS THE COFE =R EMCSLN B EY "HE HTIMBERFR FLALTIASE ORDzR &% | KA PREACITE Y AnyT
| BEZM R 5 MUY MUDIFIZD. EURIFC™ T A LS 11-2 | ERME AND TOROITICNG SCT 1R H, AWD AGEEES T BFRFORM T1 10 LAY Y
MAKE OF SORNTAACTOR BT SATURE 1¥Pal RARME AHD TITIE L3ATE SIGEDYY FF MREUND
I IR box 5 Tkl SusLaLT LNE: SN BA8MRENCE And Mt e lulureeTig nimnee o 2apiaa:
17 ACCIRUIMEING AND APFROPRIATIOMN DATALOCAL USE
SEE SCHEDLLE
18, ITEM M1 13 SCHCDULE OF 3URPLIESSERY K. F5 20. QUANTITY L 22. UNIT PRICE i3 AMOLUNT
DRBERERY LIMIT
AGCERTLL.
See Schedule ‘
7 24. UNITED BTATES OF AMFTHCA Fa, TATAL FE40. /40 B2
“IF QudNry ACGeg s by i
AT 13 36me ax quantiy 4§
. e Oy X sy : . .
:r‘f':rﬂ.ul.1ll::fr;.'.mn€-antlwm9c ' Asigreddt DIFFERENCES
mwmnnwmw arsd |
ST I FRICDA M. THORNTON 2y BEC 2003
. Er _ CONTAAGTINGIDRGE R 0 =4 5R —
6, QUANTITY IN COLLIMIN 70 HAS PILLN | 2v. 2P Mo, I8, 0.0, YOUCHERA Hit. 30, INITIALS
INSPLLTED | | RECEIVED ACCLF EQ, AND CONFORMS TO THE -
- CONTRACT EXCFIT &5 MO IED |
| PARTIAL 92 PAI BY ¢ B3 AMOHINT YIRICILD 5)KREST FOR !
L | FnaL i
DATZ Sl JRE AHD TITLE OF Al MHORIZED GOk ShOME R T REPAFEFY™ATIVE [z PoyMENT | M CHECK MIIMERS
A1 CERTICT THE RCCOUST 18 SORRERT &S PROMCR | OR A2 TRZNT CLMPLETE
. _ _Z Pkl e W LADIME .
DHTE HSMATUSC AN TITLS OF CEQTI2YING QFMisiH T ] FIMAL
Ar. RECEVED ; 34, PECERVED EY [Twinp ’ "3 DATE RFT.FIVCL ©oHL TOTALESN- | 41 &R ACColenG WO, A2 B vOIIGHE [T MO,
AT 1 [ L R e | TAINLKS 1
! 1

| . .
OO FORM 1155, JAN 1838 (EG) Courrite Yersisn 6.0 4 PRE

WISUS FIIION MAY BE USED Creatod 22 Deg 2003

11:0 Aha



Oty it Price
ITEM SUPPLIFS OR SERVICES Purch Unit Total Herm Amount
Qo1
EST 51594,782./5
Mo LABCOR - ASCAVF/FE AIR FORCE
ACRN: g
001423 Is Exfubil: A
Cortract tepo: ¥ - TIME AND MATERIALS
Start Dafa: 01 DEC 20073
Completion Date: 06 MAR 2004
Descrptive Data:
a. Tha Contractor shall provide non-personal servicss in accordanee with the lallowing
docurnents: Altschment 1 "ASCIFR, ASCAVE AND ASCAYN LISAF/F S Camputer
Support Statement of Work" dated 18 Nov 03 {exciuding SOW paragraph 1 7.2}
Attachment 2 "NoD Cortract Security Classiication Specifivslion” dated 15 Sep O3, and
Exhibit A "Contract Data Requirements List” sitached hereto,
b. The estimated priced sstablished for CLIN 0001 is $630,855.36 lur iotal period of
perforrnance from 01 Drec 03 (hrough 18 Noy 04
G. The current estimalad price for CLIN G001 is $$94, 7TB2.75 which will cover
performance through 06 Mar 04 (reference SCR H-875 and Section [, 1A-423C).
{Amount remaining to be funded, S438,072 .51, will be acconyiished m accordance with
SCRH-G75.).
o011
Mreyen: Funding Info Only
ACRN: AA $22,282.75
PRAMMIFR: FSOFBF 33020200 22 28275
0oo102
Mt Funding Infa Only
ACRN: AE 5172,500.00
FPRAMIPR: FOOFBF33021010 $172 500 00

F3ZG0 | LLWI-C-PA ] S0y
FaiiE 200 14




ITEM .

0003

o004

Qly Unit Price
SUPPLIES OR SERVICES Purch Linil Total ltem Amount

EST $1,176.52

Moo O0C- ASCAVEIFD AIR FORCE
ACRN: - Aty

FPRAMER: FSOFBF33020200 $1.176.52
DD1423 is Exfubit: A

Confract typc: 5-0C03T

Slarf Data: 01 DEC 2003

Complefion Date 05 MAR 2004

Derscriptive Data;

8. The Cantractor shall previde Olher Direct Cost in support of CLIN 03 in accorndanoe
with 30W paragraph 1.7 2 only to Attachmen! 1 "ASCFB, ASCAE AND ASCIYN
USAFFMS Computer Supporl Statemant of Work” daled 18 Nov 03 and Exhibil &
"Contract Dala Requirements List" attached hereto,

b. The astimated price for CLIN 0003 is $1,176.52 for Lokl pericd of performance frum
01 Oz 03 thraugh 18 Nowv 04,

¢ The curreni eshimated price for CLIN 0003 is $1 VA TE.52 which will cover performance
through 06 Mar 04 {reference clause 1-408).

EST 56.540.73

Mowrn. TRANEL - ASC/AFIFB AIR FORCE
ACRN! Al

PRANER: FROIFRCA3020200 3654073
D01423 s Exhibit: A

Comtract tvpe. 5-C05T

Sfar! Date: o1 GEC 2003

Complation Dkle: 05 MAR 2004

Descriptive Data.

a. The Contractor shall provide Trave! In support of CLIN 0001 and in accordnce with
Attachment 1 "ASCIFR, ASC/VF AND ASC/AYN USAFFMS Computer Support Statcment
of Work™ dated 18 Nov 03 and Exhibit A "Caniract Data Reduirements Lisl" attached
hereto.

b. The estimated cailing price for CLIN GUMM s 56.540.72 for total perod of performance
from 01 Dec O3 through 18 MNow 04,

c. The current estimated price for CLIN 0004 is $6,540. 73 which will cover performance
through 06 Mar 04 (reference clause {-408).

b LRAUT -0 P00 S6us

PACIE d41F 16



G006

Oty Lnit Prices

SUPPLIES OR SERVICES Purgh Lnit Total Item Amount
MSP

MNowun: DATA - ASCAFFB AIR FORCE

ACRMN: Ad

31423 is Exhibit: P

Contract tvpa: Y - THME AND MATERIALS

Stant Date: 01 DEC 2003

Cornplation Date; 08 MAR 2004

Deseriptive fata:
4. The Contracter shall provide dats in accordance wilh Exhityit & "Contraci Data
Requirements List” dated 18 MNov 2003 attached herete,

b. Tha price for this C1 IN is contained in CLIN 0001,

EST 580,179 33

foun: LABCR - ASCHYM

ACRN: A

PRAMIPER: FROYNEZ2000160 BH0.170.33
201423 Is Exhibit: A

Confrad type: Y - TIME AND MATERIALS

Sfart Dafe. 01 DEC 2003

Conplation Date. 11 2CT 2004

D¢ seriphive Data:

a. The Conbractor shall provide nor-personal services in aceordance with the following
documents: Attachment 1 "ASCIFB, ASCAVE AND ASCHY M USAF/FMS Computer
Supporl Statement of Wark” dated 12 Nov 03 {(excluding SOW paragraphs 1.7.2 and 1.15
through 1.18), Attachment 2 "DaD Contract Security Classification Spacification” dated
T Sep 03, and Exhilit A "Contract Data Requirements Lisl" attached hereto.

. The estimalad priced established for CLIN 0006 is $80,322.32 for Lutal period of
performance from 01 Dac U2 through 18 Mov 04,

. The current estirmaled price for CLIN Q008 is S80,197.33; which will covar
perfermance through 11 Oet 04 (raference SCR H-B75 and Scction LAA23CYL (Amaurn
remaining to be unded, 510,142 .99, will be accomplizshed in accordance with SCR H-
675

I A2GAT D0Ta-P 0| 35085

FAGE 4 OOF 16



ITEM

oGy

0oos

City Unit Price
SUPPI IES OR SERVICES Puarc:h Uinit Total e Amount

EST 832193

Moun; QDG - ASCIYN

ACRN AC

PRAICR: FSOYNFI3000400 $381.93
001423 is Exhibil: A

Confract type: 5-COsT

Start Date: 81 DEC 2002

Complefion Date: 1 OCT 2004

Descriptive Data:

a. The Cantracior shall provide Other Direct Cost in support of CLIN 0008 in accordance
with SOW paragraph 1.7.2 oniy to Aftachment 1 "ASCIFB, ASCAVE AND ASCIYN
USAF/FME Computer Support Statement of Work™ dated 18 Nov 03 and Exhibit &
"Contract Data Reqguirements List™ attsched heretg,

b The estimated price for CLIN 0007 is $381.92 for total petfod of performance from 01
Dler: 004 through 18 New D4,

c. The curment estimated price for GLIN 0007 is $381.95 which will cover performance
thraugtt 11 Oct 04 (referencs clause 1-408).

E5T 36,218.74

Moun: TRAVEL - ASC/YN

ACRN: AC

FPRAIPR: FAYMF33080100 B8, 218.74
THH 323 s Exhibf- P4

Conlract type: 5-COST

Start Date: M1 DFEC 2003

Complation Date: 11 QCT 2004

Descriptive Data:

a. The Contractor shall provide Other Direct Cost in support of CLIN QO08 in accordanca
with SOW paragraph 1.7.2 only to Attachment 1 "AEC/FE, ASCAVE AND ASCIYN
USAF/FMS Computer Suppiort Staternent of Work® dated 18 Nov 03, and Exhibit A
“Contract Data Requiremsents List” attached herebo.

b. The estimaled price far CLIN DOOR is 55,2158.74 far lotal perled of perlarmance from
01 Dec 03 through 18 Now (4.

¢. The currant estimated price for CLIN 0008 is $8 218,74 which will cover porformana
thiaugh 11 Oct 04 {reference clause 1-108),

L300 LG 5095

FrOF 0l 16



ITEM

o009

0010

o011

oz

Gty Unit Price

SUPPLIES OR SERVICES Pureh Linit Totat ltern Aanount
MNSF

MNaun: DATA - ASC/YN

ACRN: A

DO1423 is Exhibit A

Cantract type: ¥ - TIME AND MATERIALS

Start Datar 01 DEC 2003

Compiofion Data: 11 OCT 200g

Descriptive Data;

4. The Gantractor shall provide data in accoidunce with Exhibit A "Contract Data
Requirements LisI" dated 18 Nov 2003 attached hereto

b. The price far this CLIN is conlained in GLIN Q0O

RESERVED CLIN (zorvice)

Mowrn: RESERVED

RESERVED CLIN (sarvice)

Roun: RESERVED
EST $10,792.20
Nown: LABOR - ARC/FEAF- ISRAEL
ACRN: AD
PRI FEOFBFA3380100 F10,792 20
DO1427 iz Eakibit: A
Confract trpe: ¥ - TIME AND MATERIALS
Start atke: 01 DEC 2003
Complefion Date; 18 NOW 2004

fescriptive Data:

8. The Contractor shall provide nor-personal services in accordance with the laallowing
documents: Attachment 1 "ASC/FB, ASCA/F AND ASCIYN USAFFMS Computer
Support Statement of Work™ dated 18 Nov 03 {excluding paragraphs 1.6.8, 1.7.2, 1,11 i
1.14.4, and 1,16 through 1.19), Attachment 2 "DoD Contract Security Classificalion
Specitication” dated 15 Sep 02, and Exhihit A "Contract Data Requircimerds | st
attached heralo.

k. The estimated priced estabilished far GLIN D012 is $10,792.20 lor tokal period af
perfamance from 01 Dec 03 through 18 Mowv 04,

<. The current estirnated price for CLIN D12 s $10,792 .20 which will cover performance
through 18 Nuow 04 freforence FA-123C),

FAind dul-Ls-D4i | 5095
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Cily it Price

fTERM SIPPLIES OR SERVICES Pureh Lnit Total ltemn Amount
0013
MNSP
Mon: DATA - ASCIFBAF ISRAEL
ACRMN: AD
01423 is Exhibr A
Cordract v, Y - TIME AND MATERJALS
Start Date: 01 LS 2003
Completion Date: 18 NOW 2004
Descriptive Data;
3. The Contractor shall provide data in accordance with Exhibit A "Contract Data
Renuirements List" dated 168 Moy 2003 altached hereto.
b. The price for this CLIM is conlained in GLIN 0017,
LABOR
0014
EST $6,970.10
Mowr: LABOR - ASCIFR/VF GREECE
ACRN: Ad
PRANEER: FS0FBF3330H1 0y $6,970.10
01423 {5 Exfubit: A
Contract fvpe: ¥ - TIME AND MATERIALS
Stard Date: 0t DEC 2003
Comgletion Date; 18 NOW 2004
flescrintive Data:
a. The Contractor shall provide non-personal services in accordance with the following
documents: Attachment 1 "ASC/FB, ASCAYF AND ASCIYN USAFMS Computer
Support Statement of Work” dater 18 Nov 03 {exchuling paragraphs 1.6.5,1.7.2, 1.11 7,
1.14.1, and 1.16 through 1.1}, Attachmeant 2 "Dol Contract Security Classification
Specification” dated 15 Sep 03, and Exhibit A "Contract Data Renuiraments List"
allached heroto,
h. The estimated priced established for GLIN 0014 is $8.870.10 for tolal period of
performance trom 01 Dec 03 through 18 Mow 04,
c. The current sstimaled price for CLIN 0014 ic 56,570,100 which will covor petlarmance
through 18 Nov 04 freference 1A-42300,
adis

MNSF
M DATA - ASC/ABANF SREECE
ACRN. &l
D023 iz Exhibit: A
Contract tvpe: Y - TINME AND MATERIALS
Start Date: 01 DEC 2003
Completivn Date: 18 NOW 2004

Dwzongtive Data:
& The Confractar shall provide data in ataordance with Exhitit A "Contraci Data
Hequirements List" dated 15 Nov 2003 attached hersato,

. The price fur this CLIN is conlined in CLIN N4,

[0 1 Bid)] 3008
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TEM
o01e

o017

Oy Linit Price

SUPPLIES OR SERVICES Purch Lnit Tatal herm &moung
E5T 59, 10058

Moun: LABOR - ASC/FBNVF ECYPT

AN AL

ERAIFPR: FEOFRF33I80100 S0 190,58

DOY423 s Exhibil; A

Curtract type: ¥ - [IME AND MATERIALS

Start Date: 01 DEC 2000

Completion Dafa: 18 NOYW 2004

Descriplive Data;

3. The Conlrzctor shall provide MUN-persongl servicrs in accordance with His following
documents: Attachrent 1 "ASC/FB, ASCAT AND ASCHYN USAFH-MS Computer
Suppard Statement of Work” daled 18 Nay 03 {excluding paragraphs 1.6.5, 1.7.2, 1.11.7,
1.14.1, and 1.18 thiough 1,19), Attachment 2 "Dol Contract Security Classificalion
Specilication” dated 15 Sep D3, and Exbibit A "Cunfract Dtz Reguiramants List™
attached heretn.

b. The eslirmated priced established for GLIN 0016 is $9.190.56 for total period of
performance from 01 Dec 03 through 18 Nov 04,

¢. The currenl estimated price for CLIN 0015 is $2,190.58 which will cover perlumance
thireugh 18 Mowv 04 {refarence IA-423C).

NSP
Moun: DATA - ASCHBVF ECQYET
AN AL
DO1423 is Fxhibit A
Contract lype: ¥ - TIME AND MATERIALS
Start Oata: 0t DEC 2003
Completion Cute: 18 NOW 2004
Drescrptive Data,

a. The Contractar shall provide data in accordance with Exiibit A "Contract Data
Requirements Lisl" dated 18 Nov 2003 attached herete.

k. The price for this CLIN is conlained in GLIN 00158,

PRG0S0 12 B 2055
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gy Linit Price

[TEM SUPFPLIES OR SERVICES Furch Unit Taotal lkem Amount
0g1s8
ES1 $5,180 88
Noun: LABCR - ASC/FBAF KOREA
ACRN. AF
PRAAIPR: Fa0FBF33380100 B9, 100 .56
7423 2 Exhilnt A
Contract tvpo; ¥ - TIME AND MATERIALS
Start Data: 1 DEC ME
Completion Date: 18 NOW 2004
Descrpiive Data:
a. The Conlractor shall provide nonepersonEl ssrvices in accordance with the following
documents: Attachment 1 "ASC/FB, ASCAF AND ASCAYN USAFFMS Computer
Support Statement of Work” dated 18 Mowv 03 {exciuding paragraphs 1.6.5, 1.7.2, 1.11.7,
1,141, and 1,16 through 1.19), Atachment 2 "Daob Contract Security Classification
Specification” dated 15 Sep 03, and Exhibit A "Contract Data Requirements List”
attached herato.
b. The estimated priced established for CLIN M4 15 55,180 58 for total penod of
parformance lrm 01 Dec 03 through 18 Now 04,
¢. The cument estimated price for CLIN OO1E is $9.180 58 which will cover pedformance
through 18 Mo (4 {reference [A-423C).
Do19

MNSF
Moy DATA - ASCIFLAYF KOREA
ACRN: AF
DO 1423 is Exfubit: A
Contract type:r Y - TIME AND MATERIALS
Start Oate; 0t DEC 2003
Completion Dote: 18 NOYW 2004

Descriptive Data:
A The Contractor shall provide data in accordance with Exhibit A "Contract Data
Requireameonts List" dated 18 Noy 2003 attachad hereto,

b. The price for this CLIN is contained in CLIN 0015,

FAAnn CN-FR-FON 3095
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Lty Lnit Prica

ITCM SUPPLIES O SERVIIFS Purch Unit Tatal em Amonl
Doz0
CBT $12, 780 66
Moun: LABOR - ASC/FEAF SAUDIA ARABIA
ACREN: Als
PRAPR: FSOFBEI33A0100 12 78086
DD1423 s Exhibit; A
Contract fvpa: ¥ - TIME ANDO MATERIALS
Slarl Drte: 01 DEC 2003
Complation Dafa; 18 NOW 2004
Descrptive Data;
a. The Contractor shall provide non-personal services in accordance with the following
documents: Aftachment 1 "AGCFR, ASGIVE AND ASCIYN USARFMS Computsr
Support Statement of Wark” datad 18 Nov 03 (excluding paragraphs 1.6.5, 1./.2, 1,117,
1.14.1, and 1.16 threugh 1.19), Attachiment 2 "DoD Contract Security Classification
Specification” dated 15 Sep 03, and Exhibit A "Contract Data Requirements List”
atlached heretn.
b. The estimated priced estabbshed for CLIN Q020 is 512 FBQ.G6 tor total perod of
performance from 01 Dec 03 through 18 Mo 04,
t. Tha current estimated prica for CLIN 0020 is $12. 780 66 which will cover performance
threugh 18 Nov 04 {reference 1A-423C).
0021

NSP
Mo DATA - ASC/FBAE SAUDIA ARABLA
ACRN: AG
DOT423 Is Exhibit: A
Contract type: ¥ - TIME ANMD MATERIALS
Stard Daty: 01 DEC 2003
Cornpletion Date; 18 NOV 2004

Rescriptive Nata:
a. The Contractor shall provide data in eccordance wilh Exhibit A "Contract Data
Reguircments List" dated 18 Mov 2003 attached hereto,

b. The price for this CLIN s contained in CLIN G020,

FAE011)-N-POGL 003
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{1ty Lnit Price

[TEEM SUPPUIES OR SFRVICES 0 _Purch Unit Total tem Amaunt
o022
EST $2.545.80
Mol LABOR - ASC/FEMNVF TAIWAN
ACRN: AH
PRAMIPR: FROFBFIZSE0100 $2,545.80
DO1423 5 Exhibit: A
Contract fype: Y - [IME ANL MATERIALS
Start Date: 01 DEC 2003
Completion Date: 18 NOW 2004
Descrptive Data;
a. The Contractar shall provide non-personal senvices in accardance with the following
documents: Atftachment 1 "ASGIFDR, ASCWVE AND ASCAYN USAFTFMS Computer
Support Slalamant of Work” daled 18 Nov 03 (excluding paragraphs 184, 1.7.2, 1.11.7,
1.14.1, and 1.16 through 1.19), Attachment 2 "Dal Contract Securty Classification
Specification” dated 15 Sep U4, and Exhibit A "Contract Data Requirements List”
attached hereto.
b. The estimated priced established for CLIN 0022 is $2,545 80 for total penod of
performance from 01 Dec 03 throngh 18 Now 04
¢. The current astimated price for CLIN 0022 is $2 445 80; which will cover performance
through 18 Mav 04 {reference |A-423C)
0023

HNSP
MNowr: DATA - ASC/FBVE TAIVYAN
AR aH
DO1422 is Exhibt: Fit
Contract typa: Y - 1IME AND MATEEIALS
Sfarf Do 1 DEC 2003
Completion Date; 18 NOW 2004
Descrptive Data:

g The Cromiraclir shall provida data in scanrdanas wilh Exbitil & "Cordrac Dala
Requirernents List" dated 18 Nov 2002 afteched hereto.

L. The price for lhis CLIN is comlained i CLIN 0022

Fa300100-0-PONT Aihs
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Section G - Contract Administration Data

g T he Iolleing ACRNs are hereby established:

Obligation
ACEN Appropriatien/lmt Subhead/Supplemental Accounting Bata Amaount
AL $30,000.00
&7 43400 304 4720 2M14FB 040000 5521H F2806F 503000 FOS000
Furnding breakdowr,  On CLIN 000101, h22,282.75
Cn CLIN 0003: E1.176.02
Cn CLIN DO04: BE, 510 ¢
O CLIN D005 £0.00
FPRMIPF: FSOFBF33020200 $30,000.00)
AB $172 50100
57 43010 114 36R5 133284 ZANVEE 592H 000000 503000 FO3000
Funding broakdown:;  On CLIN 000102; $172,500.00
PMIER: FSOFRF3307100 $172,500.00
AC f26,780.00
57 43400 304 4720 FAQ00F (10000 59200 Z7141F A0E000 FO3000
Funding broakdfown:  On CLIN Q006 $B0,E75,33
£ CLIN QoG FaHT 93
Cn CLIN GO0E: f5.218.74
On CLIM 000%; $0.00
PraAAIRR: Fary N F3 50001 (D FRE,7A0.00
AD 1079220
9711 XB8242 00024 FX4720C3PFISO997 2000000050000 03600000
Funging breakdown:  On CLIN 0012 S0, FE2 20
On CLIN 0013 $0.00
PRAIPR: FEOFBF23380100 S10,792.20
PR Lang line; S711X8242 0002 4FX 4720 CEPFIS 083720 00000 336000
S03H0 FOR000
AE $9,190.56
0711 X8242 9711X5824200024FX4T20C0OEIEG32001 30HA000000
Funding breakdown;  On CEIN 0018 $5.190.55
On CLIN 0017: £0.00
PHAER €0 BF 33380100 o190 &6
PR Long fins: Q711 XE242.0002 4F¥ 4720 COEIES 330013 59214 006000

503000 FO3000

F3300%-00-D-p00 ] 5005
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Obligation

ACRMN Appropriation/Lmt Subhead!Sepplemental Accounting Data Armount
AF L9 15056
OF 11 XB242 Q7 P1XE2420002 45X 4720 CSIRKS 000000 592 (H
Funding broakdows:  On CLIM §018; 59,180.56
On CLIN 0015 S0.00
PRAAPR: FEOFEBF233580100 59,100 56
PR Long fine: 711 XA242.0002 4FX 4720 CSIRKS 000000 S%21H Q22000

203000 F3000

Al 812 78066
8711 X8242 O711XB24200024F A7 200 FY SRO00500582 FHOOG00
Funding breakdowr:  On CLIN G020 B2, 7HU BE
G CLIM 0021 SO0
PRAMIPR: FoOFBF33350100 $12,780.66
FH Long fine: S IXE242 0002 4P A4 20 CYPY SR 000000 55215 0130040

R03000 FO3000

AH 32 545.80
8711 XB242 BV 11XB2420002 4FX 4720 CSKATW 080120 00000
Furectirng Braskoown:  On CEHIN Q022 7 BR8N
On CLIM 0D23: 3000
FRANPR: FSOFBFIIIGHO0 B2.545.80
P Lo fine: 97 1168242 0007 4FX 4770 CSRATW DA 20 G000 055000

03000 FO3000

Al 26,870.10
9711 X242 GROZ4FX4720CINXGROSG7IN0000002 7O0000003000
Furchivny braafciowr: O G IN DO14: $5.970.10
On CLIN 0015: $0.00
FRAIPR: FSOFBF33801589 $5,970.10
FR Long fine: BY11REEA2 GROZ 4FX 4720 CSNXGR OR9730 N0NGD 027000

[OEN00 FO3000
Descripfive daia:
Reference: Gresce FY04 PMA-HYPFIOX 720018 {Adwice # HY PRIOGAT20018)

b Inspection and Acceplance @amnd nvoicing Instroclions @ra s lollows:
INSPECTION AND ACUEP PANCE,
ASC/FBIA, MSgt Bryan M. Pafren, 15 designarted as the nffica responsible tor all wark accomplished on this arder.
Aceoplanee will take pluce ut e Lioe of invodee vetlificalivo,
INVOICING IMSTRLUWCTIONS
For the purposes of rhrs conteact, the contractar 15 hereby authorzed 1o uge cernbed invarces 1 lieo of 3 separate

invoicing eport, The cuntraclut shadl submit mvoices w ASCFBIA, ATTN: MSUGT BRYONV M, PATTEN, 2725
CSTREEL, BLIK: 553, AREA 1L WRHICITT-PATTTRSON ANIL QEL A5433-T424 {or cerhefication. Lpon

[32603 0000001 2005
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vornpletien of the verlifeation process, the certifyinge official shak foeward 2 copeelies) of the cermfied myoce o the
designated pay ment offive and 1 oopy(ien) o the designausd admimistralion offee.

Certificars of Services (Stimdard Form 10345 chall be submntied 1n accordance with the followmg procedurcs:

Certificate of Services - The contractor shall suboat m wiplicate {original and 2 copies) a moathly Cerlilicale
of Service i the task monitor for cach Order, whreh shall consist of the negotiared labor classificatons and bowrs
assigned 1o this contrack: the number of pecsei-livurs wotked by cach negolisted tubor classifeston for the calendar
tonth; tunded amount; manthly and cumulated expenditures, percentage expendsd; and the estimate 1o compiete.
The Certficare of Servico shall al=e list the items of cost mcurred m accondancs with the Contract Lime ltems 000 ]
0009 and G 2 - 0023, Individual iterms should inelude the sk order's proposal item number,

Dpom determination by the bask mamaper that all semaces stated have been satisfacton by rendered by the
comcacton, Qe Sllowang stalernent declumge aceeptabilily shall be cxeculed on the Cergiicats of Scnvize:

"I eentify that the serviees deseribod hereon have been received and are acreprable.”

(Task MMouitor Mame and Office Symbol) [ Drate)

{COH. Mame and Uffice Symbal)

{a) lnvoices (or public vouchers}), supperted by a staterent of cost for perfonmance under us cootiast, shiall be
rubmitted to the cormizant Tefenze Conivact Andit Apency (1 M0A A)Y office pursuant o PAR 52 232-T Payments Linder
Time-And-Mulenals and Lalbo-Hour Contracls, Undker he provisions of FAR 42 53030} The DOCAA Audilor, as the
authonized representative of the Contracting Ofticer tor examining vouchers received diveetly from contractors, will
lransmit provisionally approved vouchers W the copmizant dishorsing office for pavement.

(b} Thase costs ¢laimed which ara determined by the DUAA Auditor to be unallowabie or suspended, will be identified
on DEAA FORM | "Nolice of Contruel Costs Suspended AndiCr Dizsapproved,” which will be 1amied ma the comtractar,
with a copy to the cognizant ACD. On sueh actions of suspended v Jisuppooved cosls, e contracior iy appeal i
WHtng (o the cogmzant ACO who will make a determination promptly in writing, Any fingh decision by the
Condracting (HTcer may be appealed thereafier in acenrdance with the presvision of the "I Hspores” clause of the
CONRact.

F 330071 A DaT00] 5085
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SECTHION FI - Spegial Contrack Requnirements C5CR)Y: A7 "Oovernment Lndateral Bighe to MaochBe Pask Order
Estimated Prve, Amoont Ohligaled und Perod ol Perlormanes” 14 hereby ineompordted as foblows:

"H-675 Government [nilateral Right to Modify Task Order Estimated Price,
Amnunt Obligated, and Periad of Perfarmance

a. The Cinvernment has the unitateral ripht to modify F33A0-00-13- 2001509 estimated price, amonnt oblipated.
and period of perfoermuaoce in weewrdance witl the Tullowing contoactor projecteddeslimaled monthly burm-rate,

Mot Later Than

(i) Muodification
CLIN Burn-rate Mouth Issuznee Date
0T wud'or TRD £12,280035 S {4 29 Feb {4

$31 300 0 Aprid 31 Mar 4
F49 346 00 ay 4 SOh Ape 4
$55. 923 00 Jun 04 31 Moy o
3333100 i n4d SO Jum £
S25.922.00 Auy 31 Jul 04
553,351.00 Sep (M 31 Aug 0
S50LR G000 Clct N4 A Een 14
ZA0LTTT G oy 4 3 el 04

(i}

0006 undfer TBD £2,602.00 Ol 04 30 Sep 04
57462632 tvoy 04 31 Cet 4

b, Currently as of H Devernber 03 1o abuve paraeraph "o referenced sk order,

{17 CLIN R current estimated price and amount nhlipated is 50484 /82 73 which cavers performanca
thevugh 26 Mar 2004,

(i1} CLIN (i corrent estimated price and amount obligated is 5800 7037, which covers performance throagh
£ Ot 2004,

¢. [hat later than ten (10 days hetore the end of the performance period established i above paragraph "b,” the
Procuring Contracting Oficer shall issoe g letter notifying the Contractor {1 when the next modification will be
Issued, staliog the revised estimated task order pice, newly eslablished contrzel Tine ilem number (CLIND, wslimated
total dallars to be obligated, and the estimated pened of performiance for the newly established CLIN, or{2) Stop
Work leller in uecordance with FAR 52.242-15,

d. The Contractor shall notify the Precuring Contractiong Oflicer in wriling not Laler than lMeen {19) 2ays
prior ta rhe dafes estahlished In above paragraph "a™ 1T rhere is 2 change in the projected/estimated monthly
burn-rate as establishied above,"

F2500 1 -0 =k
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LIST OF ATTAUHMERTS

POCUMEMNT PGS DATE TITLE
EXHIBIT A 2 18 NOW 2004
ATTACHMENT 1 12 18 NOW 2003
ATTACHMENT 2 4 15 DELC 2003

CXHIBIT A - CONTRACT DATA REQUIREMENTS
LIST (CORI

STATEMENT OF WORK FOR ASC/FB, ASCNF
AND ASCHN LISAF/FMS COMPUTCR SUPFORT

DEFARIMENT OF DEFENSE CONTRACT

SECURITY CLASSIFICATION SPECIFICATION, DD
FORM 254

[T NG-Ta-B00 ] 200
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P2 260 |-00-T-1'001-5055
18 N ERIIAG R M3
EXTLLST &

EXIMIBIT A - CONTRACT DATA REQUIREMENTS LIST {CDRL.)

CDRIL
AD01
A2

AQQS

DESCRIPTION/TITLE OF DATA ITEM

STATUS REPORT
TECHNICAL REPMORT

FUNDES AND MANJIIOUR EXPENDITURE
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L8360 T-TH-L3- POy T- S04
TA NOW EMBLE 2003
ATTACHMENE 1

STATEMENT OF WORK (50W)

TASK ORDER TITLE: ASC/FB, ASC/VF, AND ASC/YN USAF/TMS COMPUTER
SUPPORT

PERIOD OF PERFORMANCE: See Sections B and P of T'ask Order

1.0 DESCRIPTION OF SERVICES

The purpose of this lask order is (o provide Communication-Computer Systern (C-C35) support
for LISAF/FMS personnel in ASC/FB, known as the Alr Combat System Progeam Gflice (SPOY),
ASCANE, the F-15 8P, and ASCAYN (T-117). ASCTDR, ASC/VE, and ASC/Y N are the
agenctes for managing the acqisition and support of Weapon Systems. Contractor support is
required to provide technical support inn the configuration, implementation, operation, and
troubleshoating of Local Arca Notwork (LAN), Wide Arca Network (WAN), LAN hardwarc
{servers, workstations, laptops, printers, scanners, etc.}, network interface hardware and
aoltvare, notwork applivations soBware, stand-ulone apphcations software and VTC
troubleshooting. All organizations are currently supported by the 88CG for e-mail services.

1.1 PLACE OF PERFORMANCE

The ASC/FR and ASCAVE have 272 USAF/FMS (2335 (USAF) and 24,5 (FMS)) funded
personnel located in building 333 and ASC/TD J-UCAS (Joint Unmanned Combat Air Systerm}
users located in building 556, ASC/YN has 50 USAV porsonnel located in building 533, For the
remainder of this document, ASC/FB and ASC/VT will be referred to ASC/FB-VF since there is
no separation o C-C8 support piven that the ASC/FB-VF LAN resides on the same subnet in Lhe
same building. unless otherwise noted.

12 5COPE OF WORK

1.2.1  The contractor shall provide oporation, maimtenancs, amd cogincoring supporl for e
Metworka amd compulees, ASCFB-VE and ASCSYN arc located 1o building: 553, wilh e-muail
services bemmy provided by the 88CG and with ASC/FB VT and ASC/YN having territory rights
given for account adnmimistration. 'he contractar shalt support the Senior National
Representative {SWR) Koreun officer localed in building 49 for, dialup, email, printer, laptop,
fax, and computer,

1.2.2  The contractor shall enhance productivity by minmimuzing downtime of antomated
informatinn systems, praviding efficicnt cleetionie nationwide corumuncalions, and prolecling
sovernment data from inadvertent loss or compromise. All references to computers in the
following paragraphs shall be understood as referming to LIS AF/FMS workstations, laplops,
Local Arca Noetworks (LANs), Wide Area Networks {WAN), and associated connected



FA3601-00-1-£00 -5
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ATTALCHMENT 1

peripherals, hardware, and software. The contractor shall support ull USAF/TMS ASCTDR VE
networks and ASC/YN networles as applicable. {CTRIs A0 and AOUS)

L3 ASC/FB-¥I" AND ASC/YN HELP DESK SUIPPORTY

1.3.1  The contracteor shall provide Help Desk Support to include on-site and telephonic
preblem resatution suppart lor computer hardware, soltwire, mainframe interfaces, LAN, WAN
mlerfaces and communications interfaces.

1.3.2 The contractor shall analyze data collected from the service desk to identify trends and
pessible problem arcas, and shall recommend corrective aenions such s standards, training, and
in-house documentation.

1.3.3  Tho conlractor shall use an automated system, which shall be provided by the contractor
to record all callsivisits, The sutomated system used shall have standacd ceports as well as
reporling by exception capability. Data collected shall include but 15 not hmited to the following
information, and is required by the epvermmnent: {CDRL AGQ1)

- Log ol each call received and action(s) taken

- T.og of each visit and action(s} taken

- Tutal support calls received by category (hardware, software, maintenance, etc.)
- Monthly sumimary of all activitics

1.4  ASC/FB-VF AND ASC/YN TRAINING SUPPORT

1.4.1  The contracton shall provide uscr-ontented suidelines and aids o ensure oplimal use of
installed sysiems. The contractor shatl alse provide users with guidance an how 1o use the
network and varous sultware und VTC features.

.42 The contractor shall coordinale and assisl wilh hardware and soltware demonsirations.
1.4.3  The contractor shall communicate small computer technical knowledpe to the customcrs

via user meetings, an-line mail, publicatons, by interfaee and acecss W lechmeal references and
documents,

1.5 ASC/FB-VF AND ASC/YN IMPLEMENTATION SUIPORT

1.5.1 The contractor shall deploy, comfigire and maintain all hardware, sollware, printors,
rotebooks, computoers and PDA devices,

1.3.2 “T'he contractor shall provide computer hardware and soflware acceptance, installation,
amd chueckout support. This includes developing standard implementation checklists and ensnring
customers are fuily informed of available suppart services,
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ATTACHMENT 1

1.5.3 The contractor shall install all Windows operating systems, Microsnft Office Siite, and
olher Commercial off the Shelf {COTS) und Government off the Shelf (GOTS} computer
software as required.

1.54 The comtractor shall develop and mamlam stundard procedure checklists for all applicable
C-C8 support processes.

1.5.5  The comtractor shall schedule and maintain a notcbook loancr progran, imcluding
assisting the customer in cbtaining WPRAS accounts and managing the Secure-TD cards for
remote dial-in acecss to WPAFB.

1.6 ASC/HFB-VIF AND ASC/YN REQUIREMENTS ANALYSIS AND PROGRAM
MANAGEMENT SLIPPORT

1.6.1 The contractor shall identify, analyze, and evaluate the information systems
requirements. The cantractor shall support the planning process end make compuler hardwars
and software configuration recommendations for Information Technology (TT) strategic
planonge,

1.6.2  The contractor shall analyee user reguircinents @nd reeommend the purchasc or
development, as appropniate, of hardware, system software and application software.

1.3 The contractor shall research, evaluate and analyze new hardware and software for
possible implermentaton. The contractor shatl review computer systems and customer
requirgments and recommend optimum selutions while staying within resource or finding
constraints. The contraclor shall provide written reports of functionality, special features, and
case-nf-use considerations, (CLXRL AOD2)

1.6.4 The conlractor shall provide assistance with the planning and implementation of
relocationt requirements for all suppored organizations,

1.0.5  The contractor shall support ASC/YN pecnliar reguiretent analysis and technical needs,

1.7 ASC/FB-YF AND ASC/YN
FMAINTENANCE/ N OGISTICS/HARPWARE/SOFTWARE AND ACCOUNTABILITY
SUPTORT {Automated Data Processing Equipment (ADPL)

1.7.1  The comtractor shall assist the government in scheduling and manitoring hardware
ralnlenance work perlormed by vanous mainlenance conlractors. This may include receiving
calls for maintenance, troubleshooting the problem, and sehedubing maintenance with the
apprapriate vendor, Additionally, the contractor shall iWdentfy, recornmend, and develop
procedures to ensure supplies are availahle through coordination with ASC/FB-VE, ASC/YN and
the govermment’s supply system.
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1.7.2 OTHER MRECT COST: 'The contractor shall provide mventory/confintiration control
suppot i accordance with AFT 23-111, “Centrally Manarcd Equipment, 19 May 947 by
maintaining a database and accomplishing data entry to track applicable hardware, software, and
mantcnancs wartanty coveraps. The coentractor shalt meambain and decament the standard
operating configuration(s) for all assigned hardware as applicable. The contractor shall report
gquipment failures and coordinate with appropriate serving agencies or vendors for warranty
adfor end uscr mamtcnancs repairs, and track couipment in database out far repar {including
documentation and RMA numbers). The Antomated Data Processing Equipiment { ADPE)
cuslodian shall suaintain current hand reecipis. (CDRL ADDS)

1.7.3  The vontractor shall be responstble for the Equiprment Custedian (ECY aceounts and could
he held neghgent if hand receipts are not obtaned, inventory 15 not performed or proper
documentation 1s nol maintaimed. The contraclor could be held hable (inancially) [or the oss or
damage of any equipiment under thetr comtral. The contractar shall notify the govermment of
appointments of primary and alternate task monitors. Contractor emplovess who have custodial
responsibility may wear pecuniary liability for the loss, destrzction or damage to property caused
by willful misconduct, deliberate unauthorized use, or negligence in the use, care, custody, or
salcpnard of the property from cavses other than far wear or tear.

1.7.4  'The contractor shall maimtan account paperwork fior the cquipment assigned and shall
update the account information with additions, deletions, transfers, tum-in and Eeport of Surveys

1.7.5 The contractor shatl perform annual inventories and sign for all computer equipmenl.
Losses and irrceolantics shall be immediately reported to the base Equipment Control Offiee and
the government monitor. The contractor shatl abide by all government regulations concermning
ADPE cquipment.

1.8 ASC/FB-VF AND ASC/YN SYSTEM INTERFACE/COMMUNICATION
SUPPORT

1.8.1 The contractor shall identify, test and analyze computer interface and communication
needs for the program olfices,

1.8.2 The contractor shall provide system interface / communications suppeort for new and
existmg svstems as required.

[.8.3 The contracior shalt provide applicable e-mail, LAN, W AN, troubleshooting,
admimstration, and file server software maintenance support. I'his will require the contractor to
wieract witle othier contractors and the 88CG.

1.9 ASC/FE-VF AND ASC/YN APPLICATION AND DATABASE SYSTEMS
SUPPORT

1.9.1  The comtractor shall mnstall, upgrade, mamtain and support, CLFIS, GOUS, and
Govemment unique soflware and syslems, As an example, the contractor shall support
applicable application systems, which arc currently operatiomal (RS, TOS (Travel Order
System, ¢ie.).
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1.5.2  The contractor shal!l perform systems analysis, application analysis, and datahase
analyzis. The contractor shall design, develop, document, and tesl database apphications. The
contractor shall migrate the data to new systems.

1.58.3  The conlractor shall support SPC, ASC and AI'MC mandated systems. The following
are some examples: CCaRS (Comprehensive Cost and Requirement Syslern), ABSS (Austormaled
Business Service System), Cotwrite, and A Portal.

1.5.4  The contractor shall evaluate the functionality of the existing applications and assist
systerm users in identifying and documcenting database requircnents, including the evaluation and
analyses of new hardware/software packages. This shall include hoth PC, T.AN, WAN, Web,
mainframe and fircwall prodocts,

1.9.5 The contractor shall evaluate and recormimend vperades to installed soltware and
hardware configurations and necessary instatlations, while maintaining SPC software standards.

110 ARC/FB-YF AND ASC/Y N INFORMATION PROTECTION AND COMPLTER
SECURITY.

1.10.1 The contractor shall provide information security support for both the classified and
unclassthed computer systems. The contractor shall reconpmcnd compoter systems desizned to
promiole data integrity by the use of controlled environments, fault tolerance, and on-hand spares
of critical compaonents. The contractor shall maintain the servers and warkslations with the latest
antiviral software.

1.10.2 The contractor shall support the program Computer Security Manager (CSM) with
sceurity violation reporls and wenlily known vulnerabilities in the computer and computer
networks. The contractor shall comply with secunty advisorics issued by the Air Force
Computer Emergency Response Team (ATCERT), which issues Time Compliance Network
Order { TONG) Management reports to identify known vulnerabilitics in computers and eomputer
noiworks. These include bul are nol limited 1o Information Assurance Yulnerability Alerts,
Virus notification, Advisory Compliance Messages {ACMSs), and Follow-Up Messapes.

{CDREL. ADOZ)

1.10.2,1 The cantractor shall report auspecled vulnerabilibes and securily incidenis i
accordance with AFSST 3021 “Communications and Information Vulnerability and Incident
Reportting, 15 Aug 96."

1.10.2.2 The contractor shatl respond to TONOs in accordance with AFSS]1 5021,

1.10.2.5 The contractor shall implement the countermeasures identified by the advisory within
the timefiame specified by the advisory. If the countermeasures cannot be implemented, the
vontraclor shall document the mabilily and must receive approval from the Designated
Approving Authority (see AFI 33-202 “Metwork and Computer Security, 26 Sep (137) for either
an altemative corrective action or to contime operations without the countermeasures. I
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alternative eorrective action is approved, the contractor shall implement this action within the
timeframe specified hy the TONO.

1163 The condractar shall cducate nelwork subscernibers and customers on the proper use of the
hardware and software available to them, provide Secunty Awarencss and Tranune Eduecation
{SATE), maintain test results, and provide necessary reports,

1.10.4 The contractor shall assist the program Designated Approval Authority (DAA) to ensure
that all systems and nelworks mecl AF, DoD, and local secunty requirements for ceriification
and accreditahion according to Dol 9510-1 Information "lechnelogy Security Certification aned
Acercdilation Process (DITSCADPY, 30 Dec 97, This assistunce shall consist of, but not be
limited to, complete network documentation and diagrams to include server and desktop
conlizurations and network architecture,

1.10.5% The contraclor shall monitor, analyee, and truck incoming #nd oulgeing traffic and make
the necessary reports to the SPO and higher-level command sections.

1.1{.& The contractor shall monitor servers, routers, firewall; and all related cabling, switches,
hubs, and penpherals.

1117 "The contractor shall request, manape, install, and revoke PKI ceritlicates, on all required
workstations and servers.

[.10.8 The contractor shall install the necessary DoD root server certificates (e.g.. Common

Acccss Cards to authenticate o a wob server) o comply with AF secunty policies and
procedures and support new emerging DoD) encryption technologies.

L1t ASC/FRB-¥VF AND ASC/YN WEB MANAGEMENT
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1.11.1 The contractor shall perform web site development and maintenance for the
orgdizational wob pagus

1.11.2 The contractor shall provide the customers with a secure but aceessthle way to create and
maintain organizaional web pages,

1.11.3 The contractor shall provide technical assistance to customer web page designers and
provide puidelines for enbancing cxisting web papcs.

1.11.4 Thecontractor shall provide design standards and a matnlenancs sysleon for all web
pages while supporting specific AF policies.

1.11.5 The contractor shall admimster and support the FB Tntranet Web Server to include site
adnumstration for restricted area,

1.11.6 The contracter shall maintain, upgrade, backup, and provide life cycle managzement for
Intranet servers,

E.11.7 'The contractor shall support ASC/Y N peeuliar web managoment needs.
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112 ASC/FB-VF AND ASC/YN LAN ANLDY EMATL ADMINISTRATION

I.12.1 The contractor shall add, delete, and disahle accounts, reset passwords, gram/decline
permnissions to network rescurces, maintain login banners and login scripts, set up directory
structures and netwaork print services on the seevers aceording Lo cuslomer requirernents.

1.12.2 The contractor shall confipure the servers, mowntor disk usage, venfy and apply survice
packs and security patches as necessary, back up data files on a daily basis and averall system
files on a2 weckly bagis, provide [or olsite storage ol tape backups, penodically veniy backups,
provide for disaster recovery plan, and ensure general system availabibiny. (CDRT. A2

1.12.3 The contractor shall audit chstamer accounts on all systemis, and enforce the
QLEAZATIoN’s iout proceesing procedures.

1.12.4 The contractor shall provide email administration {(manage WRIGIITPATTERSON
accounts) inchiding adding deleting mailboxes, and managing distribution hist membership,
conligunng resources mailboxes, and managing public folder usage.

L.12.5 The contractor shall moniter development of LAN hardware and software and make
recommendations leading to the successful mtegration and implementation.

15 ASC/ASC/FR-VEF AND ASC/YN MEETINGS

1.13.1 The comtractor shall attend and support core and non-corc mectings at the dircetion ol the
Air Combat SPQ, the ASC/VE, and ASC/YN Threctors.

1.13.2 The contractor shall cooperate with authorized program personnel or other contractar
personncl in scheduling mectings, exchanging data relaive Lo assigned tasks, and in performing
authorized tasks.

114 ASC/FR-VF AND ASC/YN SUPPORT TO OTHER ORGANIZATIONS

1.14.1 The contractor shall provide above support to all non FMS tenants assigned to ASC/FB-
VI and ASC/YN.

1.142 The contractor shall segregate and report charges/costs, service calls, hardware/sofiware
accountahility, penodic actrvity reports, ote. by organization.

1.15  ASC/FB-VF AND ASC/YN SIPRNET SUPPORT

Secret Internet Protocol Router Network (STPRNET) is the SECRET portion of DISN viaa
worldwide backhone router system. The primary methad [or scerct-level network connectiviiy is
vig Base suerel-level networks, which in turn provide Base Router connectivity to STPRNET.
Subscribers within the DeD and other Government Agencies are able to use the SIPRNET [or
passing datagrams at the Sceret-Not Releasable to Furcign Nationals (SECRET-NOFORNY
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classification level. At WPAFE the STPRNET has been moved from the MAN (fmetropolitan
area network) to the CEN (classified encrypted network).

}.15.1 The contractor shall support all current { SIPRNET connections, to include the PC{s)., and
choryption devicss,

1.15.2 'I'he contractor shail support all futare upperades and additions to the SIPRNET
connections, including new encryption and electronic keying devices.

1.13.5 The contractor shall assist all authorized users in receiving the appropriate
SIPRNETY/Email account access, password resct, and other assistance as neccssary by acting as
the liaison between the SP() and the 8% CG.

1.16 ASC/VEF ELECTRONIC COLLOCATION SYSTEM (KCS) SHPPORT

The ECS is a wide area network connecting WPAIB, Warmer-Robins AFB, Boeing at St Louis
and two other contractor sites and six Aidr Force sites that provide automation of the electromnic
submittal and response to engineering change proposals for the F-15 and other collaborative data.

1.16.1 The contractor shall support the SPO ECS by assisting with the management of the WAN
link hetween the F-15 and Roeing and existing comnunication requirctnents for the ECS,

1.16.2 The eomtractor shall manage SPO user accounts that provide access o the various
swvslems connected by the ECS.

1.16.3 Thu contraclor shall support ECE peculiar needs.

.17 ASCNT TEAM EAGLE SECURE NETWORK (TESN) SUPPORT

The Team Eaple sceure Network (TESN) 18 4 classified wide area network connecting WPAFD,
Warner-Rohins AFB, Boeing at 5t Louis and nine other contractors sites and Air Force sites.
The purposc of TESN 15 10 ¢mable F-15 avionics management, development, and test sites to
efficiently share and distnbute classified F-15 information, Oporational Flisht Programs (OFPs),
OFP developmoent wols, and cnable TTSAT privileged communication. The network currently
consists of three data servers located at RBoeing and classified at the SECRET level, local area
networks {LANs) classified at the SECRET level at each participating site. Muotorola Netwark
Encryption Sysioms (NES) are used al cach location for ecneryplion via the Intemet and the
Drefense Information System Network (DISN). TESINN information is exchanged over the
Internet and the DTSN using communication devices called switches, which forward miormation
from one TESN silc 1o ik deslinalion site,

1.17.1 'The contractor shall manage SPO user accounls and associated equipment that provide
access to the system,

1.17.2 The conlractor shall support TESN peculiar needs.
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1.18  ASC/FB J-IICAS (JOINT TINMANNED COMBAT ATR SYSTEM) SECHRE
NETWORK SUPPORT

The secure J-1JCAS network consists of a server, tape library, 2 printers, and 31 workstations,
which arc conneeted loeally throueh a [ber switch, Addiiionally, scerel SAR inlonnation s
exchanged utilizing a Taclane encryption device via the Tnternet and the Defense Information
System Network (DISN) 1o and from 2 central repository located at Eglin AFBE. This cneryptod
chamnel will be used for collaboration with DARPA and the Navy, and also will he used for
viewing real-time streaming test data.

1.18.1 The contractor shall support all current implementations, and future upgrades and
additions to the sceurs network (inclhading few cncryption and clectronie keying dovices),
coordinating with SAF/AQ for proper certification.

I.18.2 The contractor shall troubleshoot all local and wide area conneactions, including
coordinaling [ircwall exceptions with the 88 OG LA O, apd shall have appropriale

knowledge of the software and hardware to mamtain the configurahion of the Taclane.

[.18.3 The contractor shall assist all authorized users in recgiving the appropriate accounts,
password resels, and other assislances 45 necessary 10 access the secure network.

1.18.4 The contractor shall maintain all workstations attached to the secure network in
accordance with the Standard Operating Procedures as approvod by SAF/AQ, to inclode physical
discotmection of removable media devices.

1.18.5 The comtracter shalt also manage the secure domain and file server, to

Include securily policy management, data backup/protection, DHCP, DNS, and WAN
cormection configuration to allow suceessfinl routing to the data repository at Fglin AFB.
1.1% TRAVEL

1121 The contractor shall provide travel in support of ahove SOW para 1.6.5.

1.19.2 The contractor shall provide travel in support of above SOW para 1.11.7.

1.19.3 The conlractor shall provide travel in supporl ol above SOW para 1.16.3.

1.19.4 'The contractor shali provide travel in support of SOW para 1.17.2,

1.20 DELIVERABLES AND ACCEPTANCE

[.20.1 The contractor shall prepare and deliver reports in accordance with Cxhibit A,

Lo
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2.0 SERVICE DELIVERY SUMMARY
lerformance {bjective SOW para. |  Performance Tlueshold

Lo Prowicle custmers widh gualily service. 1.31 Ensure at least ¥y of customer
feedback raunes are “good” or lagher.

2. Provide custonwrs with new wser wind refiesher Lsining an | 1.4.] Ensure al least 97%, of custumer

tlae cwnrent conpmeen™Y TC teclwolug v, leedback ratings are “pood™ or higher

3. Mamtam a database system to track the installation and 1.7.2 Ensure 33% of equipmient is recorded

movernent of all acconatabie ADPE and software assigned to and reconcile with the amual ADPE

ASCYEN and ANCY M. Iventory.
Sottware will be reviewed ammual with
past contracts.

4. Develop Intravet Web Pages According to SPO I.11.5 Ersure 98%) ol requesioed interesl ilerms

Guidelines. are displayed oo the Inlrancl us
requied by the goveuneol.

S0 1P of all TONOs ace ¢losed out before suspense date 1.10.2 100%, uf wll TCNOs are closed vut

assigned or an extension is requested, befvie suspense date assigned or an
extension is requested,

6. Perfonm server (e.g., web, application and Jdatabase 1.3.3, 112 Enswe the weekly operatonal

manasementh adniinistrative fonctions. availabilicy of servers is 97% or

- higher.

¥ Deliver CDRE: 1202 CDRL submitted by deadline 100% of

the time.

3.0

GOVERNMENT FURNISHED PROPERTY AND SERVICES.

'L he govenmment will provide, without cost to the contractor, the coupment and serviecs
identified below. Material and facility space will be provided as indhicated 1n this section. All
such equipment and materials ghall remain on WPAFR unless an individusl(s) in supporl ols
task under this contract signs it out. The government reserves the nght to change, alter, and/or
modify the facilitics. The povermnent will also provide aceess Lo the infrastructure and all
related network and computer devices, as well as operator consoles, required to perform the waork

deseribod o this SOW,

314

Facilities. The govermment will sk ollice space avalable for contraclor operalians.

The facilities/space allocated to the contractor under this task order shall he adjusted to the level
identified in any subzequent approved revised plan. Government factlitics have been inspoctod
lor comnpliance with the Qecupational Saltty and Health Act (OSITA). No hazards have been
identified for which work-arounds have been established. Should a hazard be suhseguently
identified, the povernment will correet OSHA hazards sccording o hase-wide government
developed and approved plans of abatement, taking into account safety and heaith priorities. A
higher pnionty for cenrection will not be assigned to the facilitics provided hoercunder mercely
bucause ol this sonlracling mliative. The fael Lthal ne suech conditions have been identified does
not warrant or guarantee that no possible hazard exists, or that work-around procedures will not
he necessary or that the facilitics as finmished will be adeguate 1w meot the responsibilities of the
contracior. The conlractor shall retum the facililies to the government in the same condition as
received, fair wear and tear and approved modificaiens excepted. 'I'hese facilities shall be used

Il
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for the performance of this task order. The facilities wiall be shared with povornment personncl
amd may be shared wilth other contractor personnel as well. Tf deemed necessary by the
government, the contractor may be reguired to relocate W other sovernmient-fumished facililies
at no additional cost to the government.

11.2 Government Furnished Equipment. The government will provide required office
stations and provide ancillary office furniture such as file cabinets, bookeascs, storage cabincts,
amd tables, Cifice staton s defined as;

¢ | workstation/PC meeting at least the minimum curent eanfiguration for ASC/FRY N
SPO
1 desk {or systems Qurniture workstation)
1 desk chair
1 trash can
Access to shared printer{s)

3.2 Automated Data Processing Equipment (ADPE) Inventory, The conlractor shall sign
areceipt, AT Torm 31 “Computer System Hand Receipt,” or substitute form, for all ADPE
provided by the government. The contractor and the ADPE Custodian shall joinlly determine Lhe
working order and condition of all equipment. Ttems of eguipment missing or not in working
order shall be reported prompltly to the ADPE Cuslodian. The govermment will replace or repair
missing or damaged items. The contractor shall return all ADPE o the ADPE Costodian upon
restpnalion or end ol tusk ornder,

3.3 Government Furnished Materials. The govermment will furnish administrahve/office
supphes required for the performanec of this task order to include, but not necessarily be limited
(o, paper, pens, pencils, ink, markers, paper clips, tape, staples, file cards, folders, computer
disks, compact disks (CDs), copicr, printer, and Lax cquipmenl/supplies {including paper, printer
cartridges, and toner).

3.3.1 Government Furnished Records, Files, Ducuments, and Work Pupers. The
government will fumish those records and documentation related to the systems supported under
this task order. All records, [iles, Jocwments, and work papers provided by the government or
venerated in support of this contract are government property.

3.4 Government Furnished Software.

341 The povernment will provide the necessary COTS software maintain and enhance the
applications supported under this task order.

342 The contractor shall not nstall sofhware, progranis, or applications (including freeware
and sharcware) on a goverment computer and/or server not included in the government
baseline. The contractor will follow all software vendor-licensing agroements.

343 Foonsand Publications, The sovermwnent will provide forms and publications expressty
reguired to perform the work in the SOW,
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4.0 GENERAL INFORMATION
4.1 SECURITY

4.1.1 This is a classified effort. A DD Form 234, Do) Contract Sceurity Classi[ication
Specification,” shall spply.

4.1.2 A facility clearance 15 required; however, storaze o classilicd al the contractor location is
not requircd. All personnel shall be eligible to meet special access program security
requirements.

4.1.3  All contractors shall have a secret clearance and a current five-year seeret clearance will
be required Lor al least three contractors for computer support of stand alone and classified
networks. ASC/YN and the Joint Uninanned Combat Air System (J-UCAS) program require
compulcr support personnel to have Special Access Reguired (SAR). J-UCAS propram will
require two contractors to have a Top Sceret clearance.

4.2  INSTALLATION TRAFFIC AND PARKING CODE. All contractor employees
roquinng aceoess W Wright-Patterson AFB during the course of their work shall comply with
WPAFBI 31-204.

43  DATA PROTECTION AND NON-DISCLOSURES. The contractor shall comply
with the following conditions to ensure the protection and nos-disclosure of data slored on
systems and transported over networks supported by this task order:

o Protect ather contractor's proprictary data {Coullict ol Tnierest clauses)

o Prolecl classified data (DD Industrial Securtty Regulations and 11D 234).
o Protect privacy information

o Protect For Official Use Only (FOUN) data

45 QUALITY CONTROL. Contractor shall develop and maintain a quality propram to
ensure services are performed in aceordunce with commoniy accepted commercial practices.
The contractor shall develop and implement procedures to identify, proevent, and cosure non-
recurrence of defective services. As a minimum, the contractor shiall develop qualily control
procedures that address the arcas iwdentificd 1n paragraph 2, Service Delivery Summary. The
povermnent cvaluator must have a specific gquality control inspector to notify in case of customer
complaints.

4.6  QUALITY ASSURANCE. The government will evaluate the contractor's performance
i accordance with the Quality Assurance Surveillunce Plan.

—
Ly
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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFTE&L'I‘IGN
The requiramants of the Dol fndusira? Securiry Manum’ =tely

1 & security aspevts ol this effort §

| 1. CLEARANCE AND SAFEGUARDING

8. TACILTY CLEARGNCE REQLINED
TOP SECRET

h. JEWFL OF BEAFCGLARIHNG HELHIAED
™A

2. THIS SPECIFICATION IS EDH r’?c’ B3 STpiale a5 n.upl-r.ab.te.i d. THIS SPECIFICATION [S: 1 amf covmpiete g7 EOHRaL el
a. PRIME CONTRACT rLAMIEA EEEET T B ' E |
® = . R ] - [ PPy Y YasndnDy
F33601-00-D-PO0D /5095 Comp Date: 30 Nav 04 | | UFIONAL tComolets data i ar caues) 20031215
b SUSCONTRAGT NUBAEER "T[E HEVIEED FEVTSIOH ML, DATE ¥¥Framing)
(Supersedas an
) PrEviDus Sihees)
. SDLICITATHON DR OTLR NUMEBER DUF ATE FYYYYASMMDD) - DATE 17 ¥ Y YAIMDD)
c. FIMAL fopryete frem & i o cases)
4, I THIZ A FOLLOW-ON CONTRACT? » Tves I MLk 11 Yo, complate the fallowing:
Ulussified materiah recelved of generated under  FI3G01-00-D POO0L/S074  semcoding Conmmmer Mamber! is transtensed 1 11k Followon eonsrac.
E. 5 THIS A FINAL [0 FORM 2547 L X[ MO it ves, Camalets the faliowang:
In rEponse 12 thd Stntractor' & rafuest e « ratanticn ol 2we classified natarial is authovized foe thee pereeoct i
&, CONTRACTOR linchds Cormrmercws soef f"umnn}anr Ear'rr ,I'CAGE,I Loy -
a. NAME, ADDRESS, AND 2F COUE B. AT DOOE e, COGNZANT SECURITY DFFICF (hame, Adaress, dnd 2 Cmirg
RS Informanion Systems [or. G245 D55 Capital Region
1651 Old Meadow Roml Suire 300 928 Elkridew: Landing Rd Ste 300
McLean, VA 22102 Ligthicam My 21090
7. SUBCONTRACTOR
B, MAME, ADDALCSS. AMD ZIP CODE L. CAGE COLE | = DOGNIZANT SECURITY OFTICE iName, Adviess, and T Coger
™A MNIA WA
B. ACTUAL FERFORMANCE
A, LOCATIEIN b CAGE CODC § 2, COGNIZANT SECLIHIY (FFICE iMyme, Aoaress, aa Zip Code)
WA A
N/A
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Provide communications-computer support for ASC/FR, and ASC/YN,

10, CONTRACTOR WILL REQUIRE ACCESS To: YES| HO 177, 1N PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YEZ | MO
. COMMUNICATIONE SEELRAMTY (COMEES] INFORMATIGN X1 [ * ﬁﬁ@ﬁmﬁ;ﬁgﬁﬁﬁﬂ BNOTHER =
b. FESTRICTED DATA K| b RECTIVE C.ASSIFIED DOCUMENTS oMLY Y
v, CRITICAL HUCEEAR WEAPGN GERISH INFORMATION 2| ¢ RECEWL AND GEMERATE CLATSSIED MATER AL e
. FOAMEALY RESTRICTED DATA FU| v FaABRCATL MODIK T, OF STORE CLASSIFIED MARDWARE =
a. IHTELLIGENEE INFORMATION biig ] *  PLATOAM SEAVICES QNLY }{
{11 Samalties Campartmamad [afoembtion 1550 L A T %Egg:éﬂgﬂwgﬁﬂﬂ'?&ﬁﬁﬁ’g THE U.5. o
121 an B X | v e o DrliEFmEL‘ﬁuEﬁvD!%~$gl'stuﬁ'ﬁ"r G ERRTEE SRR |
¢ SPECIAL ARCEAS INFOAMATION > M RCOUIRE A UUMSET ACCOUNT o
' MNATO INFORRATION 17 >< i HAVL TEMPES 1 SEQVIREMENTS x
h.  FORAFIGH Al 2w FRAFMT INFCHRRMATION . }i i HANLE OFEMATIONS SECRITY ‘DFSECT AKOLIMERZrTE }{
| 1IRAITFTY [MESERMMATION a8 TION J 2| « s auTiGRIZED 10 USE THE DERENSE GHURIER SERVICF Ty
L FOA OPFICKAL LISE SHL Y INFORRAATION bl 1. DHER (Sl R . o
k. OTHEH fSpewty) o MNotification of Government Security Activity Regnired.
PPP l See Addenednm

DO FORM 2543,

OEC 79493

PREVIQUS COITION 15 OBSMFTF
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12. PURLIC RELEASE. any intormation ($Mssifed or wicios sl prrdining 1o thed 2oAAcT $hall not ba raleased for puslc disserrcsdion #roopT a9 provice
by tha Industnal Sacuety Manual or unlizss 1L has been apergued tor public relaase by apprapran: U S Gowernment authodiny. Propesed public ralaases shall

bw submitied for agproval prior b release Chrext }(_’ Through [Spepiy)

ASCIPA
L3655 Foutth St., Suite 15
WPAFHE, DI 45433-6503

Public release of Special Access Required (SAR) infermation is NOT autborized.
to e Dhrecceate for Frecdum of Information end Security Seview, Gihca of the Assistant Seerctary of Belense |Public Affairs) ' for reviger,
‘Irithe cage of nan-Do0 User Agancies. raquasts tor disuingwe shell be submitted to that agancy.

13. SECURITY GUIDANCE. Tha secunty classibelicn juidance needsd for this classified i is sdannled Gelow, 1T any titicuity s encoonmerad o apciving
thes guidanca of if arvy ndhee pontributing facter Indicatks & red for changes in s goidance, the conreetor is sutharlzed and encuraged to orowidsa
recommanded changes: to challdngs the guidance o iha clissfication  aIsignad to sny infermation of matenal furnshed oo geesensted usdor 1his eontrece;
argd b0 BubiTHt any queslions for interprotation of this guidance te the official sdertilas) Lolow Panding nal decladpn, rhe informatian involved shall be
handlad snd protécted a1 the highest leval of classinzainn assigned of recommended. (5iF i as SEEOpAle e tire clusselivnd offerd, Arach, or forwarg unger
LEPArals LurnNIAKIRCE, BNy d0CUMeRIS Quidkieatracts referenan] ernn Add soditional pages 8 meaded 10 provide camplets guidsace. |

The Nanional Industrial Security Program Operating Manual (NISPOM), Jan 95, applics i this contract.

a. RelBIk I0: COMSEU Safeguarding requitenents apply. For on base performnance, COMSEC s incombent an the
ZOVETIUTIETI

b. Ref Blk 10f. The NISPOM Supplement (NISPOMSUP), 29 Dec 94, wnd the Dol overprint to the NISPOMSUP, February
298 and applicable Program Security Dircutives (PSD) and Security Classification Guides 300} applies o this contract for
Special Avcuss Requirements.

c. Ref BIK 10i; For Official Use QOnly (FOUOS applies. See Addendum

d. Ret Blk 10k Program Protection Plans {PFP} which are applicable will be provided Iry the Government achviry.

e. BelBlk Lia: Using activity will provide secturity classification guidange for performance on this contract, On hase
performance in support of ASC/PR, and ASC/YN, Bldes 553 and 556, Area 1, WPAFR, OH . If any classified information is
generated in the pecformance of this contract al the SAF/AQ Security approved location, the eontractor shall apply derivalive
classificarton and markings consistent with the sonrce material,

f. Ref Bik Lil: The Notitication of Government Securily and Visitor Group Security Agrecment Clause applics. See Contrace
Clause in Section [ for details.

g. Puncticnal Area Evaluator (FAE): MSgt Byron M. Patten, ASC/EBIA, (937)904-5R08.

h. Functional Area Chief (FAC). Karen Crothers, 880G/SCXP, (937)255-947]

I Ref Blk 177 (ISTRIBUTION): 83 SFS/SFAS, SAF/AQ-UL, ASC/FB (Sceurity Manager)

Coordination received from Michael Sayre, AFOSI, Region 7, SAF/AQ-QOL, (937) 255-6106 oo 17 Nov 63 (skh).

14. ADDITIONAL SEGURITY REQUIREMENTS. Requrements, in addition te ISM eoquirements, sre e€1sblshad far this contract. I X as N
F Yos, ettty ther pesiingend CONTECTNS SiuSeE i1 Iha Sontiracd sacumant ftaelr, OF DERVITE A spgeegirieie shaioeennd wiich identifles ehe additionarl
FEQUIEINIEEE  Provite 8 copy of Ihe recuirensenls fa Ihe rognizane Epcunity office. Lhe ffevn 13 0 poofriona)! space I8 edoea )

i'él;:l?‘l:'c‘q] Of: Special Access Requircinents/Procedures apply. Guidance for gaining access will be provided by ASCYFI and

1h. INSPECTIONS. Edeneis of this nortract are outside the NEREGIN resnnrdlbliey of He cognizait secunty oifics M| ves l Mu
fiF Yoz, axpialn snd idensify Spevifis sres oe plamenrs sascad oul amg the BT Y FESNONIISE Py insoeclions. Lise e 13 & sdaivanal space 18 arsded.)

Ref Blk 111: DSS is relivved of all securify oversight for performance on the installation. For perfurmance on WPAFB,
security oversight will be under the copnizance of #8 SFS/SFAS for non-SA R performance and by SAF/AQ Scounity for SAR

performance.

15, CERTIFICATION AND SISNATURE, Securlty reguirenienis stated herein ara complels and adequets Tor safeguarding the clazsificd
Infermation to be released or genarated undar thie classifisd effort. Al question: shall be reterred ta the offlcinl namad beloy,

. TELEFWINE [fnghide dres Coged ]

a. TYPED NAKE OF CERTIFYING OFFICIAL b TITLE

Frieda M. Thormlun Contracring Officer (D3TI2FT-2135K 4407
d. ADDHESS frwdenf: 7p Code) 17, REMMUIRED CISTRIBUTION

ASC/PKWIS, Bidg | BESFS/ISFAS K s commacion

1944} Aitrook Dr, b. SULCUNTAACTOR

il r.

—— I -
.-f"‘?. ¢ PZ E-E j N [:Y Mmoo U ATTIVITY AESPONSIELE FOR OVERSEAS SFOLIRNITY AORAIRIGEIRATIDN
" i
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ADDENBUM TO DB FORM 254 (Block 16j)
FOR OFFICIAL USE ONLY (RO
(Reference Dol Regulation 3400 7idnr Force Supplement, 27 Suedy 1309

1, (iIF‘;I-RAL FF’JI..’D is }nfunmtinn T.:hat has not bi.:cn given a scounty clussification pursuant to the crtera of an Execulive Ordey
tr}nuw wch may be withhe|d _irom Lhe ]Smbhc hccause_ diselnsnre would cause a foreseeably harm to an interast protocted by une m'mmf;
of the Freedom of Information Act (FEMAY exemplions 2 through 9. Addiivnal infolmation oo FOUG may be obtamed by Contacting

the User Apency. FOUG is 2ssipned 1o nformation et the time i1 § i i i i i
oo o e 118 created e Dol Agency or derivanvely as insmructed in a Secwity

2. MARKING:

a.  FOUC intormation received {released by u DD comprnent) shonld cagtain the following marking, when recejved: THIS

{ fl N N IN 4 P r XEJ .R M MANBA Tﬂ F D - . 3 4

b.' . Mark ag 1:u1clnssiﬁcd ducument containing FOUO information "FOR OFFMCIAL USE ONLY™ at the bottem of each pagpe
containing FQUG information auwd on the bottomn of the fromt Page ur front cover (if any) and on the back of the Jast puge and l:uf I:E::
back cover {if any). Each paragreph containing FOU informarman shall b marked az such. -

¢ Within 5_ classified document, an indivigual page that contains both FOLO and classitied utformation shall be marked at the
top and bﬂtlfm’l with the highest secwlly classification of ipformatinn appeanng oo the page  Individual Fatagraphs shall be marked ar
thu:_ appropriate classiffvation level, as well a3 unclassified ar FOUO, as approprigte.  An jmdividual page that contains FOUD
mtcnzation bt no classified inforimalion shall be marked “FOR {AFICIAL USL ONLY™ at the top ad hottom of the page, as well as
each pnrag:aph that containg FOUQ information, NCYT:- For “production cfficiency” (he entire docurnent may b mark:;-,d top and
bottomn with the highest tevel of classification contamed within #, as long as =very paragraph is marked to gef] th o,
classification of the information it contains, ? feflect fhe specifc

d. Mourk other records, sucl as computer print outs 1 ides ¥ -
. : . . photographs, filns, tapes, or skides 'JOR OFFICIAL USE ONLY™ 5o chat
the receiver o viewer knows the record contains FOUQ information.

c.  Mark each part of a mwssage that contains FOUQ information. Unclassificd messages contaiing FUA IO miomuton must
show the ahbreviation "FOUQ" before the text begins.

3. DISSEMINATION: FOUO may be deseminated between officials of DioD Compenents, Dol conttactors, consuitants and
grantees to conduct official business for DoD. Revipivnts shall be made aware of the status of such information and franstiission
shall be by means that preclude unanthorized public disclosure.

4. THANSMISSION: FOUQ nfurmation shall be trausimilied in a mannar that prevenls disclusure of the comtents. When not
curnmingled with classified mformation, it may be sent vis first—cluss mail ar parcel post. Bulky shipments, i.e. testing materials, that
otherwise qualify under postal regulations, may be sent by fowth-clasy mail.  FOUO information mey slso be sent over facsimile
squipment; however, when deciding whether to usc this means, balance the sensitivity of the records apainst the riek of disclosure,
Consider the locstivn of scnding and receiving mechines and ensure awrhos feed personmel are available to reccive the FOLO
nformation as soon as it is lransmited. “|'tansmittal docwnents shall eaf] artention to the presence of FOHO atachmenms, FOLUO
information may alse be senl via c-mail, if it 15 sent via a syslem that will prevent uententional or unauilborized disclosure,

3. STORAGE: To salcguard FOR OIFICIAL USE ONLY reeords during normal duty hours, placc them i an out-o-sight location
if your work area is accessible to persong who do not Liave s valid need for the information, Afer normal duty hors, store FOUD
records to prevent unauthoriced secess. File them with other unclassified records in unlovked files or desks when norroal intemal
building secwity is provided. When there ts no urternal building sveurity, locked buildings or rooms normelly provide adequate after-
howrs protection.  If such prolection i= nat considered adequale, FOUQ material shall be stored in Juched containers such as file
cabinets, desks, or bookcases. Expendifure of funds jor security vontainers or closed arcas sodefy for the pratection of FOU darm @

prohibited.

6. DESTRUCTION: YWhen no longer needed, FOUO information shall e disposed of Ty any wmethod that will preclude jts
diselasure o unsuthorized individuals.

Eflcctive 12 Febroary 2002
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Attachment 2 -

ADDENDMM TO DD FORM 254 (Blk 111)
NOTIFICATION OF WPANB SERVICING SECURITY ACTIVITY

t. Thirty days before the dale Contractor opeativns wili hegim on Wrighl-Pattorson AFR OH (WRAFTS), the O

onmactue shall provide
tn BR SIS/SEFASL BIdg 8, 1801 Tenth Smreet, WPAFE, OH 45453 7625 twe fullowing mtormation:

8. The wme. address, and telephone number of your cumpany’s Facility Security Cdficer and your dusipnated on-site
RECUTITY FepIesentalive;

h. The contract number and military conlracting commeand,
c. The highest classification category of defense infoumation o which Contractor emiployees will have access;
d. The date Conbaciur operarions will begin an WPAFR OH:

¢ The csiimated completion dare of opetativns on WPAFB QM.

2. 'This requireinent is 1 addition o visit re

quest nutification procedures contained iy DuD 32200 22M, Nativnal Industriai Seeariry
Program Operating Munual, {hapter 5.

Fffeetive 12 February 2000



